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COMMITTEE MANDATE

Pursuant to resolutions of the House of Representatives on Friday September 29, 2017 and of the
Senate on Tuesday October 24, 2017, a Joint Select Committee was established to consider the
Cybercrime Bill, 2017 and report on or before March 31, 2018.

MEMBERSHIP OF THE COMMITTEE

Mr. Faris Al-Rawi, MP Chairman
Maj. Gen. Ret. Edmund Dillon, MP Member
Mr. Fitzgerald Hinds, MP Member
Ms. Shamfa Cudjoe, MP Member
Dr. Roodal Moonilal, MP Member
Mr. Barry Padarath, MP Member
Mr. Clarence Rambharat Member
Mr. Ronald Huggins Member
Mrs. Paula Gopee-Scoon Member
Mr. Wade Mark Member
Ms. Melissa Ramkissoon Member
Mr. Paul Richards Member

SECRETARIAT SUPPORT

Ms. Chantal La Roche, Legal Officer Il Secretary
Ms. Simone Yallery, Legal Officer | Assistant Secretary
Ms. Candice Ramkissoon, Legal Research Officer

CONTACT

The Secretary

Joint Select Committee Cybercrime Bill, 2017

Office of the Parliament

Level 3, Tower D

The Port of Spain International Waterfront Centre

1A Wrightson Road Port of Spain Republic of Trinidad and Tobago
Tel: (868) 624-7275 Ext 2298; 2253 Fax: (868) 625-4672

Email: jsccybercrime@ttparliament.org

Date Laid in HOR: , 2018 Date Laid in Senate:
HOR Paper No.: Senate Paper No.:
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MANDATE

1. Pursuant to resolutions of the House of Representatives on Friday September 29, 2017 and
of the Senate on Tuesday October 24, 2017, a Joint Select Committee was established “to
consider and report on the Cybercrime Bill, 2017” and to “report by March 31, 2018”.

MEMBERSHIP OF THE COMMITTEE

2. The following persons were appointed to serve on the Committee:
= Mr. Faris Al-Rawi, MP
= Maj. Gen. Ret. Edmund Dillon, MP
= Mr. Fitzgerald Hinds, MP
= Ms. Shamfa Cudjoe, MP
= Dr. Roodal Moonilal, MP
=  Mr. Barry Padarath, MP
=  Mr. Clarence Rambharat
=  Mr. Ronald Huggins
= Mrs. Paula Gopee-Scoon
=  Mr. Wade Mark
= Ms. Melissa Ramkissoon
= Mr. Paul Richards

CHAIRMANSHIP

3. At its First meeting on Tuesday January 30, 2018, your Committee elected Mr. Faris Al-Rawi,
MP to be its Chair, in accordance with House of Representatives Standing Order 97 (3) and
Senate Standing Order 87 (3).

SECRETARIAT AND TECHNICAL SUPPORT

4. The following persons provided Secretariat support to the Committee:

= Ms. Chantal La Roche, Legal Officer Il Secretary

= Mrs. Delrene Liverpool-Young, Legal Officer | Assistant Secretary

= Ms. Simone Yallery, Legal Officer | Assistant Secretary
MEETINGS

5. Since its appointment, your Committee held ten (10) meetings on the following dates:
i. Tuesday January 30, 2018
ii. Friday February 23, 2018
iii. Friday March 2, 2018
iv. Tuesday March 13, 2018
v. Tuesday March 27,2018
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6.

vi. Thursday May 16, 2018;

vii. Tuesday May 29, 2018;

viii. Monday June 4, 2018;

ix. Monday June 11, 2018;

X. Monday September 10, 2018.

The Minutes of the Meetings are attached at Appendix I.

INTERIM REPORTS

7.

An Interim Report of your Committee was laid in the House of Representatives on Wednesday
March 28, 2018 and in the Senate on Wednesday April 4, 2018. Your Committee requested
and was granted a three (3) month extension to Friday June 29, 2018 to complete its work.

Your Committee’s Second Interim Report was presented in the House of Representatives on
as Friday June 29, 2018 and in the Senate on Monday July 2, 2018. Your Committee requested
and was granted an eleven (11) week extension to Friday September 14, 2018 in order to
complete its work and present a final report.

WORK TO DATE

0.

10.

11.

12.

During preliminary discussions, your Committee reviewed and adopted the work completed
by the Committee established during the Second Session, including written comments
submitted by stakeholders.

At its First meeting held on Tuesday January 30, 2018, your Committee agreed that in an
effort to ensure citizen engagement in the Committee’s process, a call for submissions from
the public would be published on the Parliament Channel, Parliament social media platforms
and in the daily newspapers.

Your Committee also agreed to re-issue written invitations to the following stakeholders who
had not submitted comments during the Second Session.

Following this call for submissions from the public and stakeholders, your Committee
received written submissions from:
= Mr. Daren Dhoray, Managing Director of Cyber Safe Trinidad and Tobago
Limited;
= Mr. Dev Anand Teelucksingh of Trinidad and Tobago Computer Society;
= Ms. Laura Bigram, Open Web Application Security Project; and
=  Mr. Mukta Balroop, Attorney at Law.
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13.

14.

15.

Submissions received are attached at Appendix II.

At its Second meeting, your Committee agreed to request assistance from technocrats from
the Legislative Drafting, Ministry of the Attorney General and Legal Affairs, Ministry of
National Security and the Trinidad and Tobago Police Service. The following technocrats
provided assistance to the Committee:

Legislative Drafting Department (CPC)

= Ms. Anne-Marie Brassington - Deputy Chief Parliamentary Counsel
= Ms. Sharmaine Williams - Senior Parliamentary Counsel
= Ms. Dharlene Smith - Parliamentary Counsel lll (Ag.)
Ministry of the Attorney General and Legal Affairs
= Ms. Vashti Maharaj - Head, Legal Services
= Mrs. Farzana Nazir-Mohammed - Legal Counsel Il
= Ms. Janelle Smith - Legal Officer Il
= Mr. Javed R. Sajad - Legal Counsel |
Ministry of National Security
= Ms. Sunita Ramsumair - Legal Officer Il
= Ms. Leonte Bradshaw-Lucillio - Legal Officer |
= Mr. Richard Lynch - Director, International Affairs Unit
= Ms. Louella Joseph - International Affairs Coordinator
= Ms. Tristine Forde - International Affairs Officer
=  Mr. Angus Smith - Manager, CSIRT
= Mr. Kevin Ajodha - ICT Security Specialist, CSIRT

Trinidad and Tobago Police Service
= Insp. Amos Sylvester - Head, Cybercrime Unit

At its Third meeting held on Friday March 2, 2018, your Committee heard from technocrats
of the Ministry of National Security, who delivered a presentation on the Bill.

At its Fourth and Fifth meetings held on March 13,2018 and March 27, 2018 your Committee
met with representatives from the following organisations:

= Media Association of Trinidad and Tobago (MATT)

= Trinidad & Tobago Publishers & Broadcasters Association (TTPBA)

= DIGICEL Trinidad and Tobago Limited (Digicel)

= Telecommunications Authority of Trinidad and Tobago (TATT)

= Telecommunications Services of Trinidad and Tobago (TSTT)
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16.

17.

18.

19.

20.

21.

22.

During these meetings, your Committee engaged in discussions based on written submissions
on the Bill by the above-named entities.

Your Committee also agreed to commence the process of retaining an expert consultant to
assist the Committee with its deliberations on the Bill. In this regard, Committee approached
the following organisations:

= Organisation of American States (OAS);

= The Royal Commonwealth Society including the British High Commission;

= The Delegation to the European Union of Trinidad and Tobago;

= The University of the West Indies (UWI), Office of Graduate Studies and Research;

and
» The United Nations Development Programme (UNDP).

At its Sixth, Seventh and Eighth meetings held on Thursday May 16, 2018, Tuesday May 29,
2018 and Monday June 4, 2018, respectively, your Committee met with representatives of:
= Trinidad and Tobago Computer Society (TTCS);
= Columbus Communications Trinidad Limited (FLOW);
= Media Association of Trinidad and Tobago (MATT);
= University of Trinidad and Tobago (UTT); and
=  American Chamber of Commerce of Trinidad and Tobago (AMCHAM).

At its Ninth meeting held on Monday June 11, 2018, your Committee again met with the
representative of the UTT.

Based on previously held discussions, additional submissions were requested and received
from TTCS, FLOW and TTPS, to provide the Committee with further information on specific
issues highlighted during these meetings.

Additionally, your Committee accepted an offer made by the Inter-American Committee
Against Terrorism of the Organisation of the American States (OAS) to provide technical
expertise and assistance to the Committee during its deliberations on the Bill. A desk review
of the Bill was submitted by the OAS on June 26, 2018.

At its Tenth meeting held on Monday September 10, 2018, the technocrats provided the
Committee with a matrix of clause by clause consideration of the submissions which is found
at Appendix Ill. Your Committee, being cognizant of its imminent reporting deadline and the
voluminous nature of the documents before it, your Committee agreed to defer
consideration of the documents.
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REPORT

23. In accordance with Standing Orders 114(1) and 104(1) of the House of Representatives and
the Senate respectively, your Committee wishes to report that due to the imminent
prorogation of the Third Session of the Eleventh Parliament, is unable to complete its work.

However, your Committee has made significant progress in advancing the Committee’s work
schedule.

RECOMMENDATION
24. Your Committee therefore recommends that:
(i) the Parliament take note of the progress made by the Committee thus far; and

(ii) the work of the Committee be adopted by the newly appointed Committee as part
of its records, in the Fourth Session.

Respectfully submitted,

Sgd.
Mr. Faris Al-Rawi, MP
Chairman
September 13, 2018
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JSC ON THE CYBERCRIME BILL, 2017
Third Session (2017/ 2018) Eleventh Parliament

Meetings

M.
Edmund
Dillon

Mr. Faris
Al-Rawi

Mt.
Fitzgerald
Hinds

Ms. Shamfa
Cudjoe

Dr. Roodal
Moonilal

Mr. Barry
Padarath

Ms. Melissa
Ramkissoon

Mr. Clarence

Rambharat

Mr. Ronald
Huggins

Mr. Wade
Mark

Mrs. Paula
Gopee-Scoon

Mr. Paul
Richards

First
Meeting
30.01.2018

v

EXCUSED

EXCUSED

v

EXCUSED

v

v

v

v

Second
Meeting
23.02.2018

EXCUSED

EXCUSED

EXCUSED

v

EXCUSED

EXCUSED

EXCUSED

Third
Meeting
02.03.2018

EXCUSED

EXCUSED

EXCUSED

EXCUSED

EXCUSED

EXCUSED

Fourth
Meeting
13.03.2018

EXCUSED

EXCUSED

ABSENT

Fifth
Meeting
27.03.2018

EXCUSED

EXCUSED

EXCUSED

Sixth
Meeting
17.05.2018

EXCUSED

EXCUSED

EXCUSED

EXCUSED

EXCUSED

Seventh
Meeting
29.05.2018

EXCUSED

EXCUSED

EXCUSED

Eighth
Meeting
04.06.2018

EXCUSED

EXCUSED

EXCUSED

Ninth
Meeting
11.06.2018

EXCUSED

EXCUSED

EXCUSED

EXCUSED

EXCUSED

EXCUSED

Tenth
Meeting
10.09.2018

EXCUSED

EXCUSED

EXCUSED
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Levels G - 7, Tower D
PARIJIAMEN I The Port-of-Spain International Waterfront Centre

R(.‘Pllblic of Trinidad and yl‘ObngO 1A Wrightson Road, Port-of-Spain

R —

JOINT SELECT COMMITTEE ON THE CYBERCRIME BILL, 2017

MINUTES OF THE FIRST MEETING HELD IN THE ANN.R. ROBINSON MEETING ROOM
(EAST), LEVEL 9, OFFICE OF THE PARLIAMENT, TOWER D, IWFC,
#1A WRIGHTSON ROAD, PORT-OF-SPAIN ON TUESDAY JANUARY 30", 2018 AT 10:30 A.M.

PRESENT
Mrs. Brigid Annisette-George, MP - Speaker of the House
Committee Members
Mr. Faris Al-Rawi, MP - Member
Mr. Edmund Dillon, MP - Member
Dr. Roodal Moonilal, MP - Member
Mr. Barry Padarath, MP - Member
Mr. Clarence Rambharat - Member
Mr. Wade Mark - Member
Mr. Paul Richards - Member
Mr. Ronald Huggins - Member
Mrs. Paula Gopee-Scoon - Member
Secretariat
Ms Chantal La Roche - Secretary
Mrs Delrene Liverpool-Young - Assistant Secretary
EXCUSED/ ABSENT
Ms. Shamfa Cudjoe, MP - Member
Mr. Fitzgerald Hinds, MP - Member
Ms. Melissa Ramkissoon - Member

COMMENCEMENT

1.1 The meeting was called to order by the Speaker of the House at 10:40 a.m.
ANNOUNCEMENTS

2.1 The Speaker informed Members that Ms. Chantal La Roche would serve the Committee as
Secretary and Mrs. Delrene Liverpool- Young as Assistant Secretary.

ELECTION OF CHAIRMAN

3.1 The Speaker advised that her role was to facilitate the election of a Chair and she invited
nominations
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3.2 Mr. Faris Al-Rawi was nominated by Mr. Edmund Dillon and this nomination was seconded
by Mrs. Paula Gopee- Scoon.

3.3 There being no further nominations, Mr. Faris Al-Rawi was declared the duly elected
Chairman. The Speaker wished the Members productive and cooperative deliberations and
invited Mr. Al-Rawi to take the Chair.

(The Speaker exited the meeting and Mr. Al-Rawi assumed his role as Chairman)
QUORUM

4.1 The Committee agreed to quorum of five (5) persons, inclusive of the Chair, with
representation from each House.

DISCUSSIONS ON THE WAY FORWARD

Submissions from the Public and Stakeholders on the Bill
51  After some discussion, Members agreed to the following:

i. A call for written submissions from members of the public would be published in the
daily newspapers, on Parliament’s radio and television stations and all social media
platforms;

ii.  Invitations for written submissions would be forwarded to stakeholders who had not
submitted comments during the Second Session; and

iili.  The deadline for receiving comments and submissions would be Monday February
19" 2018 at 4:00 p.m.;

Expert Witnesses and L egislative Models
iv.  The Secretariat would write to the following international and regional bodies to
request expert assistance on the Bill:
a. Organisation of American States (OAS);
b. The Royal Commonwealth Society;
c. The Delegation to the European Union of Trinidad and Tobago; and

v.  Thereafter, a list of potential experts and their particulars would be circulated to
members for their consideration; and

vi.  The Secretariat would also circulate the following legislative cybercrime models::
a. The Budapest Model
b. The HIPCAR Model
c. EGRIP Model

Election of a Vice Chairman
5.2 The question of the election of a Vice Chairman was raised.

5.3 After some discussion on the issue, the Committee agreed that pursuant to Standing Orders
101(4) of the Senate and 112(4) of the House of Representatives, if the Chairman is unable to
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be present at any meeting the Committee shall elect another Chairman whose tenure of office
shall be for the day of his election.

ADJOURNMENT

6.1 There being no other business, the Chairman thanked Members and adjourned the meeting to
Friday February 23", 2018 at 10:30 a.m.

6.2 The adjournment was taken at 11:11 a.m.

I certify that these minutes are true and correct.

Chairman

Secretary

February 4, 2018
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Levels G - 7, Tower D
PARLIAMEN I The Port-of-Spain International Waterfront Centre

chublic of Trinidad and Tobago 1A Wrightson Road, Port-of-Spain

e 1

JOINT SELECT COMMITTEE ON THE CYBERCRIME BILL, 2017

MINUTES OF THE SECOND MEETING HELD IN THE AN.R. ROBINSON MEETING ROOM
(EAST), LEVEL 9, OFFICE OF THE PARLIAMENT, TOWER D, IWFC,
#1A WRIGHTSON ROAD, PORT-OF-SPAIN ON FRIDAY FEBRUARY 23,2018 AT 11:00 A.M.

PRESENT
Committee Members
Mr. Faris Al-Rawi, MP - Chairman
Mr. Edmund Dillon, MP - Member
Ms. Shamfa Cudjoe, MP - Member
Mr. Barry Padarath, MP - Member
Mr. Clarence Rambharat - Member
Mr. Paul Richards - Member
Secretariat
Ms. Chantal La Roche - Secretary
Ms. Simone Yallery - Assistant Secretary
ABSENT/EXCUSED
Mr. Fitzgerald Hinds, MP - Member!
Dr. Roodal Moonilal, MP - Member?
Mrs. Paula Gopee-Scoon - Member [Excused]
Mr. Ronald Huggins - Member [Excused]
Mr. Wade Mark - Member [Excused]
Ms. Melissa Ramkissoon - Member [Excused]

ALSO PRESENT

Ministry of the Attorney General and Legal Affairs

Ms. Vashti Maharaj - Head, Legal Services
Ms. Janelle Smith - Legal Officer Il
Ms. Farzana Nazir-Mohammed - Legal Counsel

Ministry of National Security
Ms. Sunita Ramsumair - Legal Officer Il

! Member was engaged in conflicting Committee Meeting
2 |bid
12| Page



COMMENCEMENT
1.1 The meeting was called to order by the Chairman at 11:15 a.m.
ANNOUNCEMENTS

2.1  The Chairman announced that the following Members asked to be excused from the Meeting:
e Mrs. Paula Gopee-Scoon

Mr. Ronald Huggins

Mr. Wade Mark

Ms. Melissa Ramkissoon

CONFIRMATION OF MINUTES
3.1 The Committee considered the Minutes of the First Meeting held on Tuesday January 30, 2018.

3.2 The Committee agreed to the following amendments:
I.  insertion of page numbers; and
ii.  distinction between Members who were excused from Members who were absent.

3.3 The Minutes were confirmed by a motion moved by Mr. Edmund Dillon and seconded by Mr.
Paul Richards.

MATTERS ARISING FROM THE MINUTES

4.1 Per Item 5.1 (i), the Chairman informed Members that a call for submissions was published
via:
i.  Newspapers:
»= The Trinidad and Tobago Guardian on February 15, 2018.
»= The Trinidad and Tobago Newsday on February 9, 2018.
» The Trinidad Express Newspaper on February 11, 2018.
ii.  The Parliament's website: January 30, 2018;
ili.  The Parliament's Facebook page: January 30, February 7 and February 9, 2018;
iv.  The Parliament's Twitter page: January 30, February 7 and February 9, 2018;
v.  The Parliament's Instagram Page: February 14, 2018;
vi.  The Parliament's Google+ Page: February 7 and 9, 2018; and
vii.  Parliament Channel 11: ongoing since February 6, 2018.

4.2 Per Item 5.1 (ii):
The Chairman informed Members as follows:
I.  Invitations for written submissions were reissued to the following stakeholders
who had not submitted comments during the Second Session:
= Joint Trade Union Movement;
= The Energy Chamber of Trinidad & Tobago;
= University of the Southern Caribbean;
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= College of Science, Technology, and Applied Arts of Trinidad & Tobago
(COSTAATT) Central Administration;

All Trinidad Sugar and General Workers Trade Union;
Amalgamated Workers Union;

Arthur Lok Jack Graduate School of Business;

Banking, Insurance & General Workers Union;
Communication Workers Union;

Contractors & General Workers Trade Union;

Hugh Wooding Law School,

Criminal Bar Association of Trinidad and Tobago;

Law Association of Trinidad and Tobago;

National Trade Union Centre;

National Union of Government and Federated Workers;
Trinidad & Tobago Manufacturers Association;
University of the West Indies- Faculty of Law; and
University of the West Indies- Faculty of Social Sciences.

Submissions have been received from:
= Mr. Daren Dhoray, Managing Director of Cyber Safe Trinidad and Tobago
Limited,;
= Mr. Dev Anand Tewlucksingh of Trinidad and Tobago Computer Society;
and
= Ms. Laura Bigram, Open Web Application Security Project.

4.3 Per Item 5.1 (iv), the Chairman informed Members of the following:

The Secretariat wrote to the following international and regional bodies to request
expert assistance on the Bill:
= Organisation of American States (OAS);
» The Royal Commonwealth Society including the British High Commission;
» The Delegation of the European Union to Trinidad and Tobago;

In addition, requests for expert assistance were dispatched to:
= The University of the West Indies (UWI), Office of Graduate Studies and
Research; and
» The United Nations Development Programme (UNDP).

To date, the Secretariat received responses from:
= Mr. Ayo Awoyungbo, Criminal Justice Advisor, British High Commission
which was circulated to Members; and
= Mr. Deon Olton, Caribbean Cybercrime Security Center.

The Chairman then provided Members with a summary of responses received to
date arising out of the Committee’s request for expert assistance (See Appendix

).
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v.  The Chairman proposed and the Members agreed to approach the Criminal Justice
Advisor to the British High Commission, Mr. Awoyungbo to provide expert
assistance to the Committee.

4.4 Per Item 5.1 (vi), the Secretariat circulated the following legislative cybercrime models:
= Budapest Model,
= HIPCAR Model; and
= EGRIP Model.
= The Commonwealth Model,
= The South African Development Community (SADC) Model; and
= The Singapore Model.

OTHER MATTERS
51 Discussions ensued on the appropriate timing for invitations to be extended to stakeholders to
appear before the Committee. The Chairman proposed and Members agreed that stakeholders
would be invited to appear after the presentation by technocrats on the Bill.
5.2 The Committee also agreed to the following:
i.  The Secretariat will circulate the company profile of Caribbean Cybercrime Security
Center.

ii.  The Secretariat will circulate a draft Terms of Reference for the consideration of the
Committee.

ili.  Technocrats to deliver a clause by clause presentation on the Bill at the Third Meeting.

iv.  Technocrats from the Ministry of the Attorney General and Legal Affairs to provide:
= aprecedent matrix cross referencing each clause in the Bill;
= submissions during consultations; and
= comparative Commonwealth Cybercrime legislation.

ADJOURNMENT

6.1 There being no other business, the Chairman thanked Members and adjourned the meeting to
Friday March 2, 2018 at 10:00 a.m.

6.2 The adjournment was taken at 11:45 a.m.
I certify that these minutes are true and correct.

Chairman

Secretary

March 1, 2018
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Appendix |

Contact Name

Entity

Comment

Mr. Arend Biesebroek

Delegation of the European
Union to Trinidad and
Tobago

Marina Piper
Officer in Charge

Organization of American
States

Has been forwarded to
headquarters

Mr. Richard Blewitt
Resident Coordinator

United Nations Development
Programme

Awaiting further information

bl I - v . T2l
CEO Security Centre
Tim Stew MBE British Council Mr Ayo Awoyungbo sent an

British High Commissioner to
Trinidad and Tobago

email and will be sending
further correspondence

Bindra Dolsingh
Honorary Representative,
Trinidad and Tobago

Royal Commonwealth
Society

Will be sending information

Tracy Hackshaw

Internet Society of Trinidad

Chair and Tobago Chapter
Niran Beharry Internet Society of Trinidad | No answer
Vice Chair and Tobago Chapter

Damian Boodoo

Wrong Number

Shawn Roberts

Will try to make a submission

Simon Fraser
Lecturer in Information
Systems

Department of Management
Studies

The University of the West,
Indies, St Augustine

Did not get through

Laura Bigram

Open Web Application
Security Project
(OWASP)

Will send a comment.

Dev Anand Teelucksingh

Trinidad and Tobago

Sent submission from 2017

Secretary Computer Society

Aaron Manzano Monitor Lizard No answer
Director

Sachin Ganpat No answer
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Levels G - 7, Tower D
PARLIAMEN I The Port-of-Spain International Waterfront Centre

chublic of Trinidad and Tobago 1A Wrightson Road, Port-of-Spain

JOINT SELECT COMMITTEE ON THE CYBERCRIME BILL, 2017

MINUTES OF THE THIRD MEETING HELD IN THE ANN.R. ROBINSON MEETING ROOM
(EAST), LEVEL 9, OFFICE OF THE PARLIAMENT, TOWER D, IWFC,
#1AWRIGHTSON ROAD, PORT-OF-SPAIN ON FRIDAY MARCH 02, 2018 AT 10:00 A.M.

PRESENT
Committee Members
Mr. Faris Al-Rawi, MP - Chairman
Mr. Fitzgerald Hinds, MP - Member
Mr. Edmund Dillon, MP - Member
Dr. Roodal Moonilal, MP - Member
Mr. Barry Padarath, MP - Member
Ms. Melissa Ramkissoon - Member
Secretariat
Ms. Chantal La Roche - Secretary
Ms. Simone Yallery - Assistant Secretary
ABSENT/EXCUSED
Ms. Shamfa Cudjoe, MP - Member [Excused]
Mrs. Paula Gopee-Scoon - Member [Excused]
Mr. Clarence Rambharat - Member [Excused]
Mr. Ronald Huggins - Member [Excused]
Mr. Wade Mark - Member [Excused]
Mr. Paul Richards - Member [Excused]

ALSO PRESENT
Ministry of the Attorney General and Legal Affairs
Ms. Vashti Maharaj - Head, Legal Services
Ms. Farzana Nazir-Mohammed - Legal Counsel

Office of the Chief Parliamentary Counsel

Ms. Anne-Marie Brassington - Deputy Chief Parliamentary Counsel

Ms. Dharlene Smith - Parliamentary Counsel 111 (Ag.)
Ministry of National Security

Ms. Sunita Ramsumair - Legal Officer Il

Ms. Tristine Forde - International Affairs Officer

17 |Page



Mr. Kevin Ajodha - Cybersecurity Specialist, Incident
Response Team
Ms. Louella Joseph - International Affairs Coordinator

Trinidad and Tobago Police Service
Mr. Amos Sylvester - Head, Cybercrime Unit

COMMENCEMENT
1.1 The meeting was called to order by the Chairman at 10:25 a.m.
ANNOUNCEMENTS

2.1 The Chairman announced that the following Members asked to be excused from the meeting:
Mrs. Paula Gopee-Scoon (away on leave)

Ms. Shamfa Cudjoe (out of jurisdiction on official business)

Mr. Clarence Rambharat (conflicting engagement)

Mr. Wade Mark (out of jurisdiction on official business)

Mr. Paul Richards

Mr. Ronald Huggins

CONFIRMATION OF MINUTES

3.1 The Committee examined the Minutes of the Second Meeting held on Friday February 23,
2018.

3.2 There being no omissions or corrections, the motion for the confirmation of the Minutes was
moved by Mr. Edmund Dillon and seconded by Mr. Barry Padarath.

MATTERS ARISING FROM THE MINUTES

4.1 The Chairman brought the following matters to the attention of Members:
i.  Per Item 5.2 (i), the company profile of Caribbean Cybercrime Security Center was
circulated to Members via email on Monday February 26, 2018 and uploaded to
Rotunda.

ii.  Per Item 5.2 (ii), a draft Terms of Reference was circulated to Members via e-mail on
March 01, 2018 for the consideration.

iii.  Per Item 5.2 (iii), technocrats from the Ministry of National Security were invited to
deliver the presentation as requested. An outline of the presentation was circulated to
Members on Wednesday February 28, 2018 and uploaded to Rotunda.

iv.  Peritem 5.2 (iv) the following documents were circulated:

= A matrix outlining the clauses of the Cybercrime Bill, 2017 against cybercrime
legislation.
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= A matrix of comments provided by the Trinidad and Tobago Publishers and
Broadcasters Association during consultation with media stakeholders on the
Cybercrime Bill.

= A compilation of Cybercrime Legislation from Commonwealth jurisdictions:
1. Caribbean Cybercrime Legislation
2 UK and Europe Cybercrime Legislation
3. Asia Cybercrime Legislation;
4. Pacific Cybercrime Legislation; and
5 Africa Cybercrime Legislation.

4.2 Per Item 4.2, the Committee considered methods to encourage stakeholder responses. A
discussion ensued and the Committee agreed to:
» issue media releases to highlight the Committee’s progress; and
= conduct a media briefing when the Committee’s Report is presented to
Parliament.

PRESENTATION BY THE MINISTRY OF NATIONAL SECURITY

Representatives of The Ministry of National Security, The Ministry of the Attorney General and
Legal Affairs, Office of the Chief Parliamentary Counsel and the Trinidad and Tobago Police
Service were invited to join the meeting at this time

5.1 The Chairman welcomed technocrats and asked them to introduce themselves.

5.2 Ms. Sunita Ramsumair, Legal Officer II, Ministry of National Security delivered the
presentation on the Bill.

5.3 At the end of the presentation, the Chairman thanked the various technocrats for their
attendance.

DISCUSSION OF EXPERT ASSISTANCE
6.1 Discussions ensued on the selection of an expert to provide assistance to the Committee.

6.2 The Committee agreed that the following entities will be invited to provide expert assistance
to the Committee:
i.  Mr. Zahid Jamil, Barrister-at-law as recommended by the European Union (EU);
ii.  Ms. Betty Shave, Cybercrime Consultant also recommended by the EU;
iii.  Mr. Ayo Awoyungbo, Criminal Justice Advisor to the British High Commission; and
iv. ~ Mr. Karel Douglas, Head Legal, Telecommunications Authority of Trinidad and
Tobago

DISCUSSION ON THE TERMS OF REFERENCE

7.1 Members reviewed and discussed the circulated draft Terms of Reference for the engagement
of an expert as a consultant to assist the Committee.

19| Page



7.2 The finalised Terms of Reference with changes as agreed upon by the Committee is attached
as Appendix | to these Minutes.

7.3 The Committee agreed that the finalised Terms of Reference would be forwarded to the experts
identified at paragraph 6.2.

OTHER MATTERS

8.1 The Chairman proposed and Members agreed, that the various technocrats would be invited to
attend all Committee meetings henceforth.

8.2 The Committee agreed to invite representatives of the Media Association of Trinidad and
Tobago and the Trinidad and Tobago Publishers & Broadcasters Association, to its next
meeting.

ADJOURNMENT

9.1 There being no other business, the Chairman thanked Members and adjourned the meeting to
Tuesday March 13, 2018 at 10:00 a.m.

9.2 The adjournment was taken at 12:17 p.m.

I certify that these minutes are true and correct.

Chairman

Secretary

March 02, 2018
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Appendix |

PARLIAMEN

REPUBLIC OF TRINIDAD AND TOBAGO

TERMS OF REFERENCE
Parliament of Trinidad and Tobago

Joint Select Committee on Cybercrime Bill, 2017
CALL FOR A CYBERCRIME EXPERT
1. BACKGROUND

The Cybercrime Bill, 2017 was referred to a JSC for its consideration and report, after its First
Reading pursuant to resolutions of the House of Representatives on Friday May 5, 2017 and
Senate on Tuesday May 9, 2017.

The purpose of the Cybercrime Bill, 2017 is to provide for the creation of offences related to
cybercrime in Trinidad and Tobago. Some of these offences include, illegal access to computers,
illegal data interference, computer related forgery and fraud, violation of privacy and causing
damage by communications via the internet.

2. EXAMINATION OF THE CLAUSES OF THE BILL

The JSC shall have the power to make amendments to the Bill including the insertion of new
clauses and new schedules.

3. OBIJECTIVES OF CONSULTANCY

The objectives of this consultancy are as follows:
e to advise the Committee in its deliberations; and
e to assist the Committee in achieving its mandate to settle the terms of the Bill.

4. SCOPE OF SERVICES

The successful candidate will be required to work with the Committee, from time to time and
upon a ‘needs basis’ through the following activities:
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provide in depth knowledge of the Cybercrime Sector in various jurisdictions;

critically analyse the Cybercrime Bill, 2017, and related subsidiary legislation in order to
evaluate the effectiveness of the proposed legislation;

attend Committee meetings at the Parliament in person or via Skype/video conferencing
when required;

advise the Committee on the Cybercrime industry and its regulation;

assist the Committee during its deliberations of the clauses of the Bill;

advise on the international best practice with respect to the Cybercrime Industry; and
advise on Stakeholder comments.

In the execution of the above mentioned tasks the consultant will be required to adhere to the
rules of the Standing Orders of the Parliament in relation to confidentiality.

5.

DELIVERABLES

The consultant will provide expert advice either in verbal, written form or both based on the
subject matter assigned by the Committee.

All reports are to be submitted in MSWord and in English, and presented in a format approved
by the Committee.

6. CHARACTERISTICS OF THE CONSULTANCY
Type: Individual Consultant
Location: Trinidad and Tobago and the consultant’s home country via video conferencing.
Duration: a maximum of fifty (50) discontinuous hours, over a three (3) month period.
(subject to review)
7. QUALIFICATIONS AND EXPERIENCE

The consultant will have the following experience and capabilities:

The candidate must possess a minimum of ten (10) years professional experience in the
cybercrime industry and suitable combination of qualifications and/or experience in
Computer Science and/or Law;

Extensive knowledge of the practices of cybercrime and information technology industry
in various jurisdictions;

Excellent report writing and presentation skills in the English language.

8. PAYMENTS
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e Progress payments based on deliverables.

9. DOCUMENTS TO BE SUBMITTED
= Personal Curriculum Vitae including past experience in similar projects and at least two
references;
= Copies of academic qualifications, and
= Financial Proposal - expected daily rate

Interested parties should submit their proposals via email to:
jsccybercrime@ttparliament.org

Alternatively, should you wish to submit a hard copy, please address it to:

Secretary to the Joint Select Committee on the Cybercrime Bill, 2017
Office of the Parliament Level 3, Tower D,
The Port of Spain International Waterfront Centre 1A Wrightson Road
Port of Spain

For further details please contact the Office of the Parliament at 1-868-624-7275 Ext. 2298
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Levels G - 7, Tower D
PARLIAMEN I The Port-of-Spain International Waterfront Centre

chublic of Trinidad and Tobago 1A Wrightson Road, Port-of-Spain

JOINT SELECT COMMITTEE ON THE CYBERCRIME BILL, 2017

MINUTES OF THE FOURTH MEETING HELD IN THE AN.R. ROBINSON MEETING ROOM
(EAST), LEVEL 9, OFFICE OF THE PARLIAMENT, TOWER D, IWFC,
#1A WRIGHTSON ROAD, PORT-OF-SPAIN ON TUESDAY MARCH 13, 2018 AT 10:00 A.M.

PRESENT

Committee Members

Mr. Faris Al-Rawi, MP - Chairman

Mr. Fitzgerald Hinds, MP - Member

Mr. Edmund Dillon, MP - Member

Mr. Barry Padarath, MP - Member

Mrs. Paula Gopee-Scoon - Member

Mr. Ronald Huggins - Member

Mr. Wade Mark - Member

Mr. Paul Richards - Member

Ms. Melissa Ramkissoon - Member
Secretariat

Ms. Chantal La Roche - Secretary

Mrs. Delrene Liverpool-Young - Assistant Secretary

ABSENT/EXCUSED

Ms. Shamfa Cudjoe, MP - Member [Excused]

Dr. Roodal Moonilal, MP - Member [Excused]

Mr. Clarence Rambharat - Member [Excused]

ALSO PRESENT
Ministry of the Attorney General and Legal Affairs
Ms. Vashti Maharaj - Head, Legal Services
Ms. Farzana Nazir-Mohammed - Legal Counsel

Office of the Chief Parliamentary Counsel

Ms. Dharlene Smith - Parliamentary Counsel 111 (Ag.)
Ministry of National Security

Ms. Sunita Ramsumair - Legal Officer Il

Ms. Tristine Forde - International Affairs Officer

Mr. Kevin Ajodha - Cybersecurity Specialist, Incident

Response Team
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Ms. Louella Joseph - International Affairs Coordinator

Media Association of Trinidad and Tobago

Mr. Joel Julien - Vice-President

Ms. Francesca Hawkins - Member

Dr. Sheila Rampersad - Member

Mr. Mark Lyndersay - Member
Trinidad & Tobago Publishers & Broadcasters Association

Mr. Daren Lee Sing - President

Ms. Maria Cooper - Director

Ms. Lisa Agard - Member

Mr. Kwesi Prescod - Consultant
COMMENCEMENT

1.1 The meeting was called to order by the Chairman at 10:10 a.m.
ANNOUNCEMENTS

2.1 The Chairman advised that the following Members asked to be excused from the meeting:
e Ms. Shamfa Cudjoe (out of jurisdiction on official business)
e Dr. Roodal Moonilal, MP (conflicting engagement)
e Mr. Clarence Rambharat (conflicting engagement)

CONFIRMATION OF MINUTES
3.1 The Committee examined the Minutes of the Third Meeting held on Friday March 02, 2018.
3.2 The Committee agreed that the following amendment be made:
Insert a new Item at 8.2 at page 4:
“8.2 The Committee agreed to invite representatives of the Media Association of Trinidad and
Tobago and the Trinidad & Tobago Publishers & Broadcasters Association to its next

meeting.”

3.3 The motion of the confirmation of the minutes was moved by Mr. Edmund Dillon and seconded
by Mr. Faris Al-Rawi subject to the aforementioned amendment.

MATTERS ARISING FROM THE MINUTES
4.1 The Chairman brought the following matters to the attention of Members:
I.  Per Item 6.2 the Secretariat sent correspondence to the following persons in relation

to the provision of expert assistance to the Committee:
a. Mr. Zahid Jamil, Barrister-at-law (recommended by the European Union);
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4.2

b. Ms. Betty Shave, Cybercrime Consultant (recommended by the European
Union);

c. Mr. Ayo Awoyungbo, Criminal Justice Advisor to the British High
Commission; and

d. Mr. Karel Douglas, Head Legal, Telecommunications Authority of Trinidad
and Tobago.

ii.  Per Item 6.2 the Secretariat was instructed to circulate the discussion paper prepared
for the Cybercrime Convention Committee Cybercrime Model Laws (T-CY) by Zahid
Jamil, Consultant.

Per Item 8.2, after some discussion, the Committee agreed that its meeting with Media
Association of Trinidad and Tobago (MATT) and the Trinidad & Tobago Publishers
& Broadcasters Association (TTPBA) should be a public hearing. The Chairman advised
Members that arrangements would be made for the meeting to be recorded and rebroadcast at
a later date on the Parliament Channel.

PRE HEARING DISCUSSIONS

5.1

5.2

The Chairman advised Members that representatives from the MATT and the TTPBA were
present to appear before the Committee to further elucidate their written submissions on the
Bill.

The Committee engaged in brief discussions on the approach to be employed during the hearing
with representatives of MATT and TTPBA.

PUBLLIC HEARING

Technocrats and representatives of the Media Association of Trinidad and Tobago and the Trinidad
and Tobago Publishers and Broadcasters Association were invited to join the meeting at this time

6.1

6.2

6.3

6.4

The Chairman welcomed representatives of MATT and the TTPBA and asked them to
introduce themselves.

Representing the MATT were:

Mr. Joel Julien - Vice-President

Ms. Francesca Hawkins - Member

Dr. Sheila Rampersad - Member

Mr. Mark Lyndersay - Member
Representing the TTPBA were:

Mr. Daren Lee Sing - President

Ms. Maria Cooper - Director

Ms. Lisa Agard - Member

Mr. Kwesi Prescod - Consultant

Representing the Office of the Chief Parliamentary Counsel was:

26 |Page



6.5

6.6

6.7

6.8

6.9

6.10

Ms. Dharlene Smith - Parliamentary Counsel 111 (Ag.)

Representing the Ministry of National Security were:

Ms. Sunita Ramsumair - Legal Officer Il

Ms. Tristine Forde - International Affairs Officer

Mr. Kevin Ajodha - Cybersecurity Specialist, Incident
Response Team

Ms. Louella Joseph - International Affairs Coordinator

Representing the Ministry of the Attorney General and Legal Affairs were:
Ms. Vashti Maharaj - Head, Legal Services
Ms. Farzana Nazir-Mohammed - Legal Counsel

The questions and issues discussed during the meeting are attached as Appendix | to these
Minutes.

Representatives of MATT gave an undertaking to submit a proposal for amendments to Clauses
8, 12 and 18 to properly reflect the concerns of the Association.

The Committee also requested that both organisations submit written comments (if any) on:

= the penalties contained within the Cybercrime Bill;

= the case of Eastern District of California v Matthew Keys; and

= the common law defence of qualified privilege in relation to publication of defamatory
statements in the public interest as contained in Reynolds v Times Newspapers Ltd
[2006] UKHL 44 and its relationship with the receipt of hacked information by a
journalist

At the completion of discussions, the Chairman thanked the representatives for their attendance
and excused them from the meeting.

Members of the Media Association of Trinidad and Tobago and the Trinidad and Tobago

Publishers and Broadcasters Association exited the meeting room.

OTHER MATTERS

7.1

7.2

The Chairman proposed and Members agreed, that the following entities would be invited for
a public hearing, to the next meeting of the Committee:

(i) Telecommunications Authority of Trinidad and Tobago;

(i) Digicel;

(iii) FLOW; and

(iv) Telecommunications Services of Trinidad and Tobago.
After some discussion it was also agreed that three (3) public hearings on cyberbullying would
be held in North Trinidad, South Trinidad and Tobago with representatives from primary and
secondary schools, as well as other youth organisations.
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ADJOURNMENT

8.1 There being no other business, the Chairman thanked Members and adjourned the meeting to
Tuesday March 27, 2018 at 10:00 a.m.

8.2 The adjournment was taken at 12:19 p.m.

I certify that these minutes are true and correct.

Chairman

Secretary

March 13, 2018
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Clause
8

12

18

Appendix 1

Issues
The implications of the clause on the freedom of press and the potential of the clause to
criminalise professional journalists
Whether exemptions for journalists should be considered, as the clause may negatively affect
investigative journalism
The increase of citizen journalism, bloggers and user-based journalism and the distinction between
new media journalism from traditional professional journalism
Whether the clause should be amended to include a public-interest exception in order to avoid
creating a fetter on legitimate journalistic activity.
The consideration of the English House of Lords judgment of Reynolds v Times Newspapers Ltd
[2006] UKHL 44, which created the common law defence of qualified privilege for publication of
defamatory statements in the public interest, where it was clear that the journalist had a duty to
publish an allegation even if it turned out to be wrong.
The absence of whistleblower legislation, and whether exceptions should be included to afford
protection to a whistleblower.
Whether a journalist would fall into the category of a whistleblower.
The consideration of the American case of Eastern District of California v Matthew Keys, in
which Keys, a journalist and blogger, was sentenced to two years in prison after being convicted
under the Computer Fraud and Abuse Act of conspiracy with the assistance of a hacking group
to cause damage to a protected computer, transmission of computer code that resulted in
unauthorised damage, and attempted transmission of malicious code to cause unauthorised
damage.
The use of the term “national security” and the possibility of the term being construed widely to
apply to a large range of data that does not relate to or represent a threat to national security.
Whether the use of the word “harm” and the term “serious emotional distress” are sufficient.
Whether “harm” would be applied in the same way to a public figure as it would a private citizen.
Whether the clause has taken “doxing” into consideration.
(Doxing is the practice of searching for and publishing private or identifying information about
(a particular individual) on the Internet, typically with malicious intent.)
Whether the provision should be modified to include other qualifiers, specifically, the words
“repeatedly” and “intimidate”.
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JOINT SELECT COMMITTEE ON THE CYBERCRIME BILL, 2017

MINUTES OF THE FIFTH MEETING HELD IN THE AN.R. ROBINSON MEETING ROOM
(EAST), LEVEL 9, OFFICE OF THE PARLIAMENT, TOWER D, IWFC,
#1A WRIGHTSON ROAD, PORT-OF-SPAIN ON TUESDAY MARCH 27,2018 AT 10:00 A.M.

PRESENT

Committee Members

Mr. Faris Al-Rawi, MP - Chairman

Mr. Fitzgerald Hinds, MP - Member

Mr. Edmund Dillon, MP - Member

Dr. Roodal Moonilal, MP - Member

Mr. Clarence Rambharat - Member

Mr. Ronald Huggins - Member

Mr. Wade Mark - Member

Mr. Paul Richards - Member

Ms. Melissa Ramkissoon - Member
Secretariat

Ms. Chantal La Roche - Secretary

Mrs. Delrene Liverpool-Young - Assistant Secretary

ABSENT/EXCUSED

Ms. Shamfa Cudjoe, MP - Member [Excused]

Mr. Barry Padarath, MP - Member [Excused]

Mrs. Paula Gopee-Scoon - Member [Excused]

ALSO PRESENT
Ministry of the Attorney General and Legal Affairs
Ms. Vashti Maharaj - Head, Legal Services
Ms. Janelle Smith - Legal Officer Il

Office of the Chief Parliamentary Counsel

Ms. Dharlene Smith - Parliamentary Counsel 111 (Ag.)
Ministry of National Security

Ms. Sunita Ramsumair - Legal Officer Il

Ms. Amos Sylvester - TTPS, Head Cybercrime Unit

Mr. Kevin Ajodha - Cybersecurity Specialist, Incident

Response Team
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Ms. Louella Joseph -
Mr. Richard Lynch -
Mr. Angus Smith -

Telecommunication Services of Trinidad and Tobago
Mr. Charles Carter -

Ms. Gayle Allick Solomon -
Mr. Brent Olton -
Mr. Roger Richards -

DIGICEL Trinidad & Tobago Limited
Ms. Candace Coombs -
Mr. Ryan Lijertwood -
Ms. Laura Dowrich-Phillips -
Mr. Anil Ramdhan -

Telecommunications Authority Trinidad and Tobago
Ms. Sherry Mc Millan -
Mr. Karel Douglas -

COMMENCEMENT

International Affairs Coordinator
Director, International Affairs Unit
Manager, CSIRT

Executive Vice President Legal,
Regulatory, Carrier Services &
Corporate Secretary

Senior Manager, Corporate Legal &
Compliance

Senior Manager, Security &
Operational Risk

Chief Technology Information Officer

Legal & Regulatory Advisor
Fraud Analyst, Business Risk
Features Editor, Trend Media
IT Security Analyst

CEO (Ag.)
Manager, Legal

1.1 There being no objections by the Committee, Mr. Fitzgerald Hinds acted as Interim Chairman,

until the arrival of the Chairman.

1.2 The meeting was called to order by the Interim Chairman at 10:14 a.m.

ANNOUNCEMENTS

2.1 The interim Chairman advised that the following Members asked to be excused from the

meeting:

e Ms. Shamfa Cudjoe, MP (out of jurisdiction on official business)
e Mr. Barry Padarath, MP (conflicting engagement)
e Mrs. Paula Gopee-Scoon (conflicting engagement)

CONFIRMATION OF MINUTES

3.1 The Committee examined the Minutes of the fourth Meeting held on Tuesday March 12, 2018.

3.2 The Committee agreed that the following amendment be made:

Item at 6.2 at page 4:
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The word “Ms. Sheila Rampersad” be replaced with “Dr. Sheila Rampersad”

3.3 The motion of the confirmation of the minutes was moved by Mr. Paul Richards and seconded
by Mr. Ronald Huggins subject to the aforementioned amendment.

MATTERS ARISING FROM THE MINUTES
4.1 The interim Chairman brought the following matters to the attention of Members:
i.  Per Item 4.1 correspondence was received from the following persons in relation to
the provision of expert assistance to the Committee:
a. Ms. Betty Shave, Cybercrime Consultant (recommended by the European
Union); and
b. Mr. Karel Douglas, Head Legal, Telecommunications Authority of Trinidad
and Tobago.

ii.  Per Item 4.1 the discussion paper prepared for the Cybercrime Convention Committee
Cybercrime Model Laws (T-CY) by Zahid Jamil, Consultant was circulated to
Members.

4.2 Per Item 6.9, the interim Chairman advised that by letter dated March 14, 2018 the Media
Association of Trinidad and Tobago (MATT) has requested another opportunity to appear
before the Committee.

4.3 Discussion ensued, and the Committee made a decision to write a response letter to MATT
advising as follows:
i.  the reason the meeting was aired on the Parliament channel at a subsequent date;

ii.  the reason for the decision to receive evidence from more than one entity at the same
time;

iii.  the Committee is obliged to receive a written response MATT based on its undertaking
given during the meeting; and

iv.  the Committee agrees to MATT’s request for a second opportunity to appear.

4.4 Per Item7.1, the Chairman advised that the Secretariat wrote to the following entities inviting
them to appear before the Committee:
i.  Telecommunications Services of Trinidad and Tobago (TSTT);
ii.  Telecommunications Authority of Trinidad and Tobago (TATT);
iii.  DIGICEL Trinidad and Tobago Limited; and
iv.  Columbus Communications Trinidad Limited (FLOW)

PRE-HEARING DISCUSSIONS
51 The Chairman advised Members that representatives from DIGICEL, TSTT and TATT were

present to appear before the Committee to further elucidate their written submissions on the
Bill.
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5.2

5.3

The Chairman informed Members that Columbus Communications Trinidad Limited (FLOW)
was unable to appear due to scheduling constraints, but had agreed to appear at a subsequent

hearing.

The Committee engaged in brief discussions on the approach to be employed during the hearing

with representatives of DIGICEL, TSTT and TATT.

PUBLIC HEARING

Technocrats and representatives of the Telecommunications Services of Trinidad and Tobago

Limited (TSTT), Telecommunications Authority of Trinidad and Tobago (TATT), DIGICEL

Trinidad and Tobago Limited, The Ministry of the Attorney General, Chief Parliamentary Counsel
and the Ministry of National Security were invited to join the meeting at this time

6.1

6.2

6.3

6.4

6.5

6.6

The Chairman welcomed representatives of DIGICEL and TSTT and asked them to introduce

themselves.

Representing TSTT were:
Mr. Charles Carter

Ms. Gayle Allick Solomon

Mr. Brent Olton

Mr. Roger Richards
Representing DIGICEL were:

Ms. Candace Coombs

Mr. Ryan Lijertwood

Ms. Laura Dowrich-Phillips
Mr. Anil Ramdhan

Executive Vice President Legal,
Regulatory, Carrier Services &
Corporate Secretary

Senior Manager, Corporate Legal &
Compliance

Senior Manager, Security &
Operational Risk

Chief Technology Information Officer

Legal & Regulatory Advisor
Fraud Analyst, Business Risk
Features Editor, Trend Media
IT Security Analyst

The issues raised during discussions with representatives of DIGICEL Trinidad and Tobago
Limited and Telecommunications Services of Trinidad and Tobago Limited are attached at

Appendix I.

The Chairman invited representatives of DIGICEL to make opening remarks.

Representatives of DIGICEL gave an undertaking to provide a written submission on:
I.  Whether DIGICEL has licensing data in other jurisdictions;
ii.  Whether DIGICEL retains information on account holders that the bill requires
an Internet Service Provider to have and what information is kept currently;
iii.  DIGICEL’s Information Management Policy and its parameters;
iv.  What type of data is captured by WIFI users;
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v.  Does DIGICEL have cross indemnities in licence arrangements
vi.  Whether DIGICEL has restrictions for corporate entities with whom an internet
service is provided;
vii.  The specific sanctions that are disproportionate to the offence;

6.7 Representatives of TSTT gave an undertaking to submit a written response on the following:
I. Whether TSTT has cross indemnities in licensing arrangements;
ii. TSTT’s Information Management Policy and its parameters; and
ili. TSTT’s opinion on the criminality and sanctions the bill proposes.

6.8 The Chairman welcomed representatives of TATT and asked them to introduce themselves.

6.9 Representing TATT were:
Ms. Sherry Mc Millan - CEO (Ag.)
Mr. Karel Douglas - Manager, Legal

6.10 The representatives of TATT requested an opportunity to submit an amended written
submission.

6.11 The Committee agreed to facilitate TATT’s request to submit further comments on the Bill.

6.12  Atthe completion of discussions, the Chairman thanked the representatives for their attendance
and excused them from the meeting.

6.13  All entities were informed that the deadline for further submissions is Monday April 09, 2018.

Members of the TSTT, TATT, DIGICEL, The Ministry of the Attorney General, Chief
Parliamentary Counsel and the Ministry of National Security exited the room at this time.

OTHER MATTERS

7.1 The Chairman informed Members that the Committee received Curricula Vitae for expert
advisors from the OAS and the UNDP.

7.2 The Committee agreed that the applications received would be tabulated and circulated to
Members for consideration and priority ranking.

7.3 The Chairman will inform Members that in light of the Committee’s reporting deadline of
Saturday March 31, 2018 an interim report has been drafted for submission at the sitting of the
House of Representatives on Wednesday March 28, 2018.

ADJOURNMENT

8.1 There being no other business, the Chairman thanked Members and adjourned the meeting to
a date to be fixed.
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8.2 The adjournment was taken at 12:47 p.m.

I certify that these minutes are true and correct.

Chairman

Secretary
March 27, 2018
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Appendix |

The following are the issues raised by TSTT:

Clause

Issues

23

Clause 23 requires an internet service provider to disable or remove access
to information. TSTT is concerned that what is required to be disabled may
also encompass information that does not offend the act. Further, an internet
service provider should be heard on the matter before it is instructed to
disable or remove information.

The bill must provide for a balance between the public interest for personal
data to be protected and the right of the state to gain information.

24

This Clause gives rise to the concern that once TSTT complies with this
provision, the impression that customers’ personal data is not safe with
TSTT.

25

Regarding Clause 25, if all reasonable attempts are made to preserve data but
data somehow became lost, the penalty should balance recklessness with how
the data became lost.

28

Clause 28 gives rise to the concern that someone unfamiliar with TSTT’s
system for example, a police officer will be authorised to enter the system.
This may also pose a cost for TSTT.

37

TSTT is fearful that Clause 37 (1) (b) can lead to an unnecessary requirement
by an internet service provider. This requirement should be for “actual”
knowledge or awareness.

The following issues were raised by DIGICEL:

Clause Issue
24(b) This clause gives rise to the concern that the type of information that may be
required of an ISP under this subsection is not specific and the term
“information” is extremely wide.
28 This clause gives rise to the concern that where the installation of the remote

forensic tool impacts the service provided to other subscribers, the ISP ought
to have some form of recourse and or an opportunity to make submissions
to the Court.
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JOINT SELECT COMMITTEE ON THE CYBERCRIME BILL, 2017

MINUTES OF THE SIXTH MEETING HELD IN THE ANN.R. ROBINSON MEETING ROOM
(EAST), LEVEL 9, OFFICE OF THE PARLIAMENT, TOWER D, IWFC,
#1A WRIGHTSON ROAD, PORT-OF-SPAIN ON THURSDAY MAY 17,2018 AT 2:00 P.M.

PRESENT
Committee Members
Mr. Faris Al-Rawi, MP - Chairman
Mr. Fitzgerald Hinds, MP - Member
Mr. Edmund Dillon, MP - Member
Mr. Barry Padarath, MP - Member
Ms. Shamfa Cudjoe, MP - Member
Mr. Paul Richards - Member
Ms. Melissa Ramkissoon - Member
Secretariat
Ms. Chantal La Roche - Secretary
Ms. Simone Yallery - Assistant Secretary
Ms. Candice Ramkissoon - Legal Research Officer
ABSENT/EXCUSED
Mrs. Paula Gopee-Scoon - Member [Excused]
Mr. Ronald Huggins - Member [Excused]
Dr. Roodal Moonilal, MP - Member [Excused]
Mr. Wade Mark - Member [Excused]
Mr. Clarence Rambharat - Member [Excused]

ALSO PRESENT
Ministry of the Attorney General and Legal Affairs

Ms. Vashti Maharaj - Head, Legal Services
Mrs. Farzana Nazir-Mohammed - Legal Counsel Il
Ms. Janelle Smith - Legal Officer Il
Mr. Javed Sajad - Legal Counsel |
Office of the Chief Parliamentary Counsel
Ms. Dharlene Smith - Parliamentary Counsel 111 (Ag.)
Ms. Sharmaine Williams - Senior Parliamentary Counsel (Ag.)
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Ministry of National Security

Ms. Sunita Ramsumair - Legal Officer Il
Mr. Amos Sylvester - Head Cybercrime Unit, TTPS
Mr. Kevin Ajodha - Cybersecurity Specialist, Incident
Response Team
Mr. Richard Lynch - Director, International Affairs Unit
Ms. Tristine Forde - International Affairs Officer
COMMENCEMENT

1.1 There being no objections by the Committee, Mr. Fitzgerald Hinds acted as Interim Chairman,
until the arrival of the Chairman.

1.2 The meeting was called to order by the Interim Chairman at 2:06 p.m.
ANNOUNCEMENTS

2.1 The Interim Chairman advised that the following Members asked to be excused from the
meeting:
e Mrs. Paula Gopee-Scoon (out of the jurisdiction on official business)
e Mr. Ronald Huggins (conflicting engagement)
e Dr. Roodal Moonilal, MP (family emergency)
e Mr. Wade Mark (out of the jurisdiction)
e Mr. Clarence Rambharat (conflicting JSC meeting)

CONFIRMATION OF MINUTES
3.1 The Committee examined the Minutes of the Fifth Meeting held on Tuesday March 27, 2018.

3.2 There being no corrections, the motion for the confirmation of the minutes was moved by Mr.
Paul Richards and seconded by Mr. Edmund Dillon.

MATTERS ARISING FROM THE MINUTES
4.1 The Interim Chairman brought the following matters to the attention of Members:

i.  Per Item 4.3 the Secretariat wrote to MATT advising of:

e the reason the meeting was aired on the Parliament channel at a subsequent date
rather than live;

e the reason for the decision to receive evidence from more than one entity at the
same time;

e the Committee’s decision to accede to MATT’s request for a second opportunity
to appear, conditional upon the receipt of submissions from MATT, pursuant to
an undertaking given by representatives of MATT at its last appearance.
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Vi.

Vil.

Pursuant to its undertaking during the Committee’s Fourth Meeting, MATT has
submitted further comments on the Bill.

Per Item 5.2, the following entities were invited and have agreed to attend today’s
meeting:

e Columbus Communications Trinidad Limited (FLOW); and

e Trinidad and Tobago Computer Society (TTCS).

Per Items 6.6, 6.7 and 6.8, following the Secretariat’s communication, further written
submissions were received from the following entities:

e Telecommunications Services of Trinidad and Tobago (TSTT);

e Telecommunications Authority of Trinidad and Tobago (TATT); and

e DIGICEL (Trinidad &Tobago) Limited.

Per Item 7.2, applications received for expert assistance have been tabulated and
circulated to Members for consideration and priority ranking.

Per Item 7.3, an Interim Report was laid in both Houses requesting an extension of
time to June 29, 2018, to allow for the Committee to complete its work, which was
granted.

Per Item 7.1:

e the OAS has submitted preliminary comments from its Office of the Special
Rapporteur for Freedom of Expression via letter dated March 27, 2018 and has
recommended Ms. Kerry-Ann Barrett as an expert to provide technical assistance
to the Committee.

PRE-HEARING DISCUSSIONS

51 The Interim Chairman advised Members that representatives from FLOW and TTCS were
present to appear before the Committee to further elucidate their written submissions on the

Bill.

5.2 The Interim Chairman further advised that the TTCS submitted updated comments on the Bill
via letter dated Thursday May 17, 2018 which have been circulated to Members for their
consideration.

PUBLIC HEARING

Technocrats and representatives of the TTCS, FLOW, the Ministry of the Attorney General, Chief
Parliamentary Counsel and the Ministry of National Security were invited to join the meeting at

this time

6.1 Representing FLOW was:

Mr. Kurleigh Prescod - Vice President, Technology
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6.2 The Interim Chairman invited Mr. Prescod to make opening remarks.
(The Chairman entered the meeting)

6.3 The issues raised during discussions with the representative of FLOW are attached at
Appendix I.

6.4 Mr. Prescod gave an undertaking to provide a written submission on higher fines in cybercrime
legislation of other jurisdictions.

6.5 Representing TTCS were:

Ms. Jacqueline Morris - Director
Mr. Dev Anand Teelucksingh - Secretary
Mr. Ryan Shripat - Administrative Member

6.6 The Chairman invited the representative of the TTCS to make opening remarks.

6.7 The issues raised during discussions with representatives of TTCS are attached at Appendix
1.

6.8 The representatives of TTCS gave an undertaking to provide a written submission on:
i.  cyberbullying and the manner in which this issue should be treated with in clause 18
of the Bill; and
ii.  the organisation’s opinion on the increasing use of satire and parody as a form of
cyberbullying and how this could be addressed by the Bill.

DISCUSSION OF THE WAY FORWARD

Determination of Meeting Dates

7.1 The Chairman proposed and members agreed to the following meeting dates:
i. Tuesday May 29, 2018 at 10:00 a.m.;
ii. Friday June 1, 2018 at 10:00 a.m.; and
iii. Monday June 4, 2018 at 2:00 p.m.

Invitation to Stakeholders to attend Public Hearing

7.2 Members agreed to invite the following stakeholders to appear before the Committee:
I.  The Media Association of Trinidad and Tobago and the University of Trinidad and
Tobago on Tuesday May 29, 2018;
ii.  The Trinidad and Tobago Police Service on Friday June 1, 2018.
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Tabulation of Submissions by Stakeholders

7.3 The Chairman requested that a tabulation of stakeholder submissions, including additional
comments received during public meetings, be prepared and circulated to members.

ADJOURNMENT

8.1 There being no other business, the Chairman thanked Members and adjourned the meeting to
Tuesday May 29, 2018 at 10:00 a.m.

8.2 The adjournment was taken at 4:56 p.m.

I certify that these minutes are true and correct.

Chairman

Secretary
May 23, 2018
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The following are the issues raised by FLOW:

Clause Issues

4 = Consider defining “damage” to prevent ambiguity within the legislation.

21 |= In relation to proposed Section 21 (4) the procedure which a police officer must follow in
undertaking to secure an apparatus and maintain integrity of computer data that was seized, should
be outlined.

= The proposed procedure should enable a person to request and receive a copy of the data being
seized.

25 |= Section 25(1) should specify what the notice must include.

34 |= The definition of “access provider” in this clause is inconsistent with the definition of “access

provider” in the Telecommunications Act, Chap 47:31 and the Telecommunications (Access to
Facilities) Regulations.
Part |= There is uncertainty in the use of the term “Internet Service Provider”. The use of the term in this

v Part is too general and covers obligations that do not relate to FLOW’s operations. E.g. under Clause

37 FLOW cannot disable access to information within a website via a hyperlink but rather, can only
disable access to the entire website.

Consideration should be given to removing the general title of Part IV as “Internet Service
Providers”

General Comments

= Consideration of International obligations must be considered in relation to Cybercrime.

= The Bill should also criminalise complicity in the commission of a cybercrime offence to ensure that all parties
to the commission of an offence under the Act are punished.
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Appendix 11

The following issues were raised by TTCS:

Clause

Issue

5

The stipulated penalty is excessive.

Consider the inclusion of protection for whistle blowers and journalists

11

This clause may have a negative effect on ICT professionals and the industry in general, specifically
in terms of possession:
o The clause may capture ICT professionals who use security tools for example the use of
Wireshark in the field of penetration testing and computer forensics.
o In addition software developers utilise security tools and software of this type during the
course of their regular work.

The stipulated penalty is excessive.

18

Members of TTCS as a Membership Organisation had two contradictory opinions on this clause:
i.  That current law is sufficient to deal with cyberbullying, therefore the clause isn’t needed,
and
ii.  That the provision is absolutely needed to combat cyberbullying and that “harm” should
include serious emotional distress.

The threshold for harm for public figures/ officers should be higher since it is widely accepted that
their actions and decisions are subject to public scrutiny.

21

Computer professionals make use of shared resources such as cloud services. It is possible therefore
that multiple customers, professionals and businesses use the same infrastructure as a person who
is the subject of search or seizure. This clause may therefore have adverse effects on innocent
persons or businesses.

Consideration should also be given to sensitive or private material obtained from search and seizure
exercises that may cause harm to its owner if disseminated or destroyed.

22

An entity in charge of storing data may not have the ability to decrypt the data when it has been
encrypted by a third party.

24

Physical possession of the apparatus does not necessarily infer access to the data as it may be
encrypted or otherwise restricted and the entity may not be able to provide full access to the data in
question.

28

This clause appears to contradict the Interception of Communications Act 2010.

37

While an internet service provider can restrict access to a hyperlink’s target, it cannot modify the
content or page containing the hyperlink. Clause 37 (1) (a) should strike the words “removes or”;
an internet service provider can disable access by their customers to a URL, but cannot remove a
hyperlink.

General Comments

= The Bill requires whistle-blower and or journalist protection due to potential adverse effects on journalism,
free speech of private citizens and persons reporting misconduct.
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All access to data by the TTPS under the Bill should be obtained via a warrant granted by the Court to ensure
that the fundamental rights and freedoms of citizens are protected.

The penalties outlined within the Bill are excessive. This may have adverse effects on ICT professionals and
the industry.

Care should be taken to ensure that innocent parties to a crime under the Bill are protected. This becomes
increasingly relevant with the rise in the use of cloud services that may be accessed by multiple users, all of
which may not be guilty of a crime.

Care and protection should also be afforded to persons working within the ICT industry who may innocently
risk criminal prosecution in the execution of their duties.

Enforcement of the cybercrime legislation will require competent and well trained persons in the technical
issues surrounding cybercrime.

Any complimentary legislation in relation to the Cybercrime Bill must take urgent effect upon the passing of
the Bill to ensure that the full package of legislation in this area of the law is all in operation and there are no
loopholes (e.g. the Data Protection Act which is not yet fully proclaimed).

The UN right not to be forgotten should factor into the Committee’s considerations since it also regulates how
data is treated with in terms of the allowance to persons to dispose of and delete their data on their own
volition.

May 22, 2018
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Levels G - 7, Tower D
PARLIAMEN I The Port-of-Spain International Waterfront Centre

chublic of Trinidad and Tobago 1A Wrightson Road, Port-of-Spain

e 1

JOINT SELECT COMMITTEE ON THE CYBERCRIME BILL, 2017

MINUTES OF THE SEVENTH MEETING HELD IN THE AN.R. ROBINSON MEETING
ROOM (WEST), LEVEL 9, AND THEREAFTER IN THE J. HAMILTON MAURICE ROOM,
MEZZANINE FLOOR, OFFICE OF THE PARLIAMENT, TOWER D, IWFC,

#1A WRIGHTSON ROAD, PORT-OF-SPAIN ON TUESDAY MAY 29, 2018 AT 10:00 AM.

PRESENT

Committee Members

Mr. Faris Al-Rawi, MP - Chairman

Mr. Fitzgerald Hinds, MP - Member

Mr. Edmund Dillon, MP - Member

Mr. Barry Padarath, MP - Member

Mr. Wade Mark - Member

Mr. Ronald Huggins - Member

Mrs. Paula Gopee-Scoon - Member

Mr. Paul Richards - Member

Ms. Melissa Ramkissoon - Member
Secretariat

Ms. Chantal La Roche - Secretary

Mrs. Delrene Liverpool-Young - Assistant Secretary

Ms. Candice Ramkissoon - Legal Research Officer

ABSENT/EXCUSED

Dr. Roodal Moonilal, MP - Member [Excused]

Ms. Shamfa Cudjoe, MP - Member [Excused]

Mr. Clarence Rambharat - Member [Excused]

ALSO PRESENT

Ministry of the Attorney General and Legal Affairs
Ms. Vashti Maharaj - Head, Legal Services
Ms. Janelle Smith - Legal Officer Il

Office of the Chief Parliamentary Counsel
Ms. Sharmaine Williams - Senior Parliamentary Counsel (Ag.)

Ministry of National Security
Ms. Sunita Ramsumair - Legal Officer Il
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Ms. Tristine Forde - International Affairs Officer
Ms. Louella Joseph - International Affairs Coordinator

COMMENCEMENT
1.1 The meeting was called to order by the Chairman at 10:20 a.m.
ANNOUNCEMENTS

2.1 The Chairman advised that the following Members asked to be excused from the meeting:
e Dr. Roodal Moonilal, MP

e Ms. Shamfa Cudjoe (out of the jurisdiction)
e Mr. Clarence Rambharat (conflicting engagement)

CONFIRMATION OF MINUTES
3.1 The Committee examined the Minutes of the Sixth Meeting held on Thursday May 17, 2018.
3.2 The Committee agreed that the following amendment be made:
At Item 4.1 (ii), page 3, remove the word “at”.
3.4 There being no further corrections, the motion for the confirmation of the minutes was moved
by Mr. Edmund Dillon and seconded by Mr. Paul Richards subject to the aforementioned

amendment.

MATTERS ARISING FROM THE MINUTES
4.1 The Chairman brought the following matters to the attention of Members:

i.  Per Item 7.2 the following entities were invited and agreed to attend the Committee’s
meeting:
e The Media Association of Trinidad and Tobago (MATT); and
e The University of Trinidad and Tobago (UTT).

ii.  An invitation was also issued to the Trinidad and Tobago Police Service (TTPS) to
appear before the Committee at its Eighth meeting scheduled for Friday June 1, 2018.

PRE-HEARING DISCUSSIONS
51 The Chairman advised Members that representatives from the MATT and the UTT were
present to appear before the Committee to further elucidate their written submissions on the

Bill.

5.2 The Chairman proposed and the Members agreed to examine representatives of the MATT
first; followed by the UTT.
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PUBLIC HEARING

Technocrats and representatives of the MATT, UTT, the Ministry of the Attorney General, Chief
Parliamentary Counsel and the Ministry of National Security were invited to join the meeting at

6.1

6.2

6.3

6.4

6.5

6.6

6.7

this time

The following persons appeared on behalf of the MATT was:

Dr. Sheila Rampersad Chair, MATT Steering Committee on Cybercrime Bill

Mr. Joel Julien Vice President

Ms. Kalifa Clyne Member, MATT Steering Committee on Cybercrime Bill
Ms. Francesca Hawkins Member, MATT Steering Committee on Cybercrime Bill
Mr. Rishi Maharaj Consultant to MATT Steering Committee on Cybercrime Bill
Dr. Emir Crowne Legal Advisor to MATT

Dr Rampersad gave opening remarks on behalf of the MATT.

The issues raised during discussions with the representatives of the MATT are attached at
Appendix I.

Representing UTT was:
Dr. Yufei Wu Associate Professor and Programme Leader Centre for
Information and Communication Technology
The Chairman invited Dr. Wu to make opening remarks.

The issues on behalf of the UTT are attached at Appendix I1.

Dr. Wu gave an undertaking to provide a further amended written submission containing his
comments on the Bill.

OTHER MATTERS

7.1

Members were advised that via letter dated May 25, 2018 the Inter-American Committee
Against Terrorism (CICTE) of the Organisation of American States (OAS) has offered to
provide the Committee with a desk review of the Bill at no cost, through its Cyber Security
Program.

DISCUSSION ON THE WAY FORWARD

Determination of Meeting Dates

8.1

The Chairman proposed and members agreed to the following meeting dates:
i. Friday June 1, 2018 at 12:30 p.m.;
ii. Monday June 4, 2018 at 2:00 p.m.; and
ili. Thursday June 7, 2018 at 3:00 p.m.
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Invitation to Stakeholders to attend a Public Hearing

8.2 Members agreed to invite the following stakeholders to appear before the Committee:
i. The Trinidad and Tobago Police Service and AMCHAM Trinidad and Tobago
(Friday June 1, 2018); and
ii. The UTT (date to be determined).

Engagement of Expert Assistance

8.3 Members agreed to accept the offer made by the CICTE of the OAS to provide the Committee
with a desk review of the Bill.

8.4 Members further agreed that upon submission and consideration of the desk review by the
CICTE, the Committee will determine whether further expert assistance is required.

ADJOURNMENT

9.1 There being no other business, the Chairman thanked Members and adjourned the meeting
to Friday June 1, 2018 at 12:30 p.m.

9.2 The adjournment was taken at 12:38 p.m.

I certify that these minutes are true and correct.

Chairman

Secretary
May 29, 2018
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Issues discussed during public hearing with representatives of the Media Association of

Trinidad and Tobago

Clause

Issues

Preamble

= Consideration should be given to the insertion of a broad, non-exhaustive list of concepts
pursuant to the meaning of public interest. Internationally, public interest law is a growing
mechanism in which freedom of expression and press freedom are differentiated from criminal
cyber activity and serious breaches of privacy. In its current form the Bill makes no such
distinction between the public interest and privacy.

8(1)
8(2)

= This clause directly impacts the process of journalism (investigative journalism in particular) as
it would criminalise the journalist’s source (so called whistle blowers)

= The public interest is severely injured in this Bill:

o This Bill creates criminal offences added to the civil remedies already in place. The
consequences of this Bill in its present form criminalize journalists and other individuals
and organisations who function in the public interest by exposing to the public evidence
of corruption and other wrongdoing.

o The Bill potentially labels the media as hackers and thieves in their pursuit of democracy
and transparency.

12

= |t is suggested that a public interest exemption be included as this clause also criminalises
persons involved in a journalistic process e.g. the investigative journalist themselves and/ or the
whistle blower.

18

= Itissuggested that this clause include a bad faith element which would criminalize cyberbullying
which cannot be done in good faith but at the same time, exempts responsible journalism, parody
and satire which cannot be done in bad faith.

General Comments

MATT suggests that Committee consider including a general public interest exemption within the Bill that

should read; “Nothing in this Act shall criminalise, or is intended to criminalise, acts or omissions done
responsibly and in the public interest”. This exemption:

o
o

o

Seeks to protect persons that operate on information they receive in the public interest;

Covers the wider public who routinely receives information in the public interest (such as academics,
trade unions) and is not limited to the protection of journalists;

Operates both prior to being charged and at trial;

Follows the judgement in Grant v. Torstar Corp., 2009 SCC 61, [2009] 3 S.C.R. 640 where the
Supreme Court of Canada considered that the Reynolds Defence was too narrow a defence for the
media;

Follows Article 15 of the Budapest Model in providing this layer of protection; and

Provides a solution to the MATT’s concerns regarding the impact to the journalistic process under
clauses 8, 12 and 18 and further, regarding the potential to criminalise whistleblowing under clauses
5,6, 7and 11.

» The British Virgin Islands’ cybercrime law contains a similar statutory public interest exemption in specific
relation to the criminal law.
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= Having the Office of the DPP be the sole power in determining whether charges should be laid may also serve
as another level of protection.
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Appendix 11

Issues discussed during public hearing with representatives of the University of Trinidad and
Tobago

Clause Issue

4 = “Access”, “Unauthorised Access”, or “Illegal Access” should be clearly defined and outlined within
the Bill to ensure certainty in application.

8 = This clause in particular has the effect of capturing persons innocently participating in cybersecurity
research or the cybersecurity business. The clause should be worded to capture only malicious use.

11 = This clause should provide certain exceptions or safeguards to persons innocently using illegal
devices or software.

General Comments

= Trinidad and Tobago is a promising location for the successful establishment of cybersecurity businesses and
for cybersecurity research. The Bill may prove harmful to this prospect by creating new liabilities that possibly
capture persons innocently participating in this venture.

= The Bill has the potential to criminalize innocent persons in accessing, possessing or disclosing information
for the public interest.

May 29, 2018
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Levels G - 7, Tower D
PARLIAMEN I The Port-of-Spain International Waterfront Centre

RCleinC of Trinidad and Tobago 1A Wrightson Road, Port-of-Spain

JOINT SELECT COMMITTEE ON THE CYBERCRIME BILL, 2017

MINUTES OF THE EIGHTH MEETING HELD IN THE ANN.R. ROBINSON MEETING ROOM
(WEST), LEVEL 9, AND THEREAFTER IN THE J. HAMILTON MAURICE ROOM,
MEZZANINE FLOOR, OFFICE OF THE PARLIAMENT, TOWER D, IWFC,
#1AWRIGHTSON ROAD, PORT-OF-SPAIN ON MONDAY JUNE 4, 2018 AT 2:00 P.M.

PRESENT

Committee Members

Mr. Faris Al-Rawi, MP - Chairman

Mr. Edmund Dillon, MP - Member

Mr. Barry Padarath, MP - Member

Ms. Shamfa Cudjoe, MP - Member

Mr. Ronald Huggins - Member

Mrs. Paula Gopee-Scoon - Member

Mr. Clarence Rambharat - Member

Mr. Paul Richards - Member

Ms. Melissa Ramkissoon - Member
Secretariat

Ms. Chantal La Roche - Secretary

Mrs. Delrene Liverpool-Young - Assistant Secretary

Ms. Candice Ramkissoon - Legal Research Officer

ABSENT/EXCUSED

Mr. Wade Mark - Member [Excused]

Mr. Fitzgerald Hinds, MP - Member [Excused]

Dr. Roodal Moonilal, MP - Member [Excused]

ALSO PRESENT

Ministry of the Attorney General and Legal Affairs

Ms. Vashti Maharaj - Head, Legal Services
Mrs. Farzana Nazir- Mohammed - Legal Counsel 11
Ms. Janelle Smith - Legal Officer Il
Mr. Javed Sajad - Legal Counsel |
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Office of the Chief Parliamentary Counsel

Ms. Sharmaine Williams - Senior Parliamentary Counsel (Ag.)

Ms. Dharlene Smith - Parliamentary Counsel 111 (Ag.)
Ministry of National Security

Ms. Louella Joseph - International Affairs Coordinator
COMMENCEMENT

1.1 There being no objections by the Committee, Mr. Edmund Dillon acted as Interim Chairman,
until the arrival of the Chairman.

1.2 The meeting was called to order by the Interim Chairman at 2:18 p.m.
ANNOUNCEMENTS

2.1 The Interim Chairman advised that the following Members asked to be excused from the
meeting:
e Dr. Roodal Moonilal, MP (conflicting JSC-National Security meeting)
e Mr. Fitzgerald Hinds, MP (conflicting JSC-National Security meeting)
e Mr. Wade Mark (conflicting JSC -Land and Physical Infrastructure meeting)

CONFIRMATION OF MINUTES
3.1 The Committee examined the Minutes of the Seventh Meeting held on Tuesday May 29, 2018.

3.2 There being no amendments, the motion for the confirmation of the minutes was moved by
Mr. Ronald Huggins and seconded by Ms. Melissa Ramkissoon.

MATTERS ARISING FROM THE MINUTES
4.1 The Interim Chairman brought the following matters to the attention of Members:

i Per Item 8.2 (i) the following entities were invited and agreed to attend the
Committee’s meeting:
e The Trinidad and Tobago Police Service (TTPS); and
e The American Chamber of Commerce Trinidad and Tobago (AMCHAM TT).

ii.  Per Item 8.2 (ii) an invitation will be issued to the University of Trinidad and Tobago

(UTT) to appear before the Committee at its Ninth meeting scheduled for Thursday
June 7, 2018, pending the receipt of its revised submission.
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PRE-HEARING DISCUSSIONS

51 The Interim Chairman advised Members that representatives from the TTPS and AMCHAM
TT were present to appear before the Committee to further elucidate their written submissions
on the Bill.

5.2 Members agreed to examine representatives of the AMCHAM TT first; followed by the TTPS.

PUBLIC HEARING
[Chairman entered the Meeting during suspension]

Technocrats and representatives of the AMCHAM TT, TTPS, the Ministry of the Attorney
General, Chief Parliamentary Counsel and the Ministry of National Security were invited to join
the meeting at this time

6.1 The following persons appeared on behalf of the AMCHAM TT:

Mr. Nirad Tewarie Chief Executive Officer
Ms. Aurelia Bruce - Research Officer

6.2 Mr. Tewarie gave opening remarks on behalf of the AMCHAM TT.

6.3 The issues raised during discussions with the representatives of the AMCHAM TT are attached

at Appendix I.
6.4 The following persons appeared on behalf of the TTPS:
DCP (Ag.) Harold Phillip - Deputy Commissioner of Police
(Ag.), Crime and Support
ACP (Ag.) Irwin Hackshaw - Assistant Commissioner of Police

(Ag.), Anticrime Operations
Assistant Superintendent (Ag.),

Asst. Supt. (Ag.) Mr. Kerwin Francis

OCIU
Insp. Amos Sylvester - Inspector, Cybercrime Unit
Sgt. Dale Joseph - Sergeant, Cybercrime Unit

6.5 DCP (Ag.) Harold Phillip gave opening remarks on behalf of the TTPS.

6.6 The issues raised during discussions with the representatives the TTPS are attached at
Appendix I1.

6.7 The representatives of the TTPS gave an undertaking to provide further written submissions
on the following:
i.  The inclusion of a general public interest exemption in the Bill, as recommended by
the MATT.
ii.  Whether amending the definition of “harm” to include causing harm or threatening to
commit unlawful acts unto another person would be in line with the recommendation
of the TTPS.
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iii.  All cybercrime data/statistics available to the TTPS including but not limited to:
e Whether the TTPS has encountered or treated with any instances of death or
physical harm resulting from a cybercrime
e The number of domestic violence reports made in which social media was used
to commit the offence.
e Instances of gang activity that relate to cybercrime and cybersecurity.

iv.  The challenges currently faced by the TTPS in relation to cybercrime and
cybersecurity.

DISCUSSION OF THE WAY FORWARD

Determination of Meeting Dates

7.1  The Chairman proposed and members agreed to the following meeting dates:
i.  Thursday June 7, 2018 at 3:00 p.m.;
ii.  Monday June 11, 2018 at 2:00 p.m.;
iii.  Wednesday June 13, 2018 at 10:00 a.m.; and
iv.  Monday June 18, 2018 at 2:00 p.m.

Matrix of Submissions

7.2 The Committee requested that the Secretariat update the matrix of submissions to include the
comments of the UTT, and thereafter forward the matrix to the OAS for the commencement of
their desk review.

ADJOURNMENT

8.1 There being no other business, the Chairman thanked Members and adjourned the meeting to
Thursday June 7, 2018 at 3:00 p.m.

8.2 The adjournment was taken at 5:29 p.m.

I certify that these minutes are true and correct.

Chairman

Secretary
June 5, 2018
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The following are the issues raised by the AMCHAM TT:

Clause

Issues

4

It is suggested that the current definition of “electronic mail message”, has a component of
‘solicitation’. It is submitted that an electronic mail message should be defined as a data
message.

The use of the word “logged” is misleading. The widest use of the varying terminology should
be used to create this offence.

The penalty within this clause should be greater.

Clause 7 (d) and (e) should explicitly mention that moving or copying computer data to a device
or medium outside of the computer network or system is also prohibited (once the access was
improperly gained).

12

The language in the chaussure of clause 12 is confusing. Whether the word ‘authorised’ occurs
the second time, should it have instead been ‘unauthorised’?

16

This clause is too narrow for example, it does not cover body-shaming and infringement on
personal image or brand, perhaps the clause should be revisited and widened.

18

This clause should be more specific and make clear references to cyberbullying.

21

It may be difficult in cases of expediency to have access to a magistrate; it is suggested that the
Committee consider whether it is possible in legislating for these instances as well, to include
within this provision an allowance for Justices of the Peace to sign a warrant in place of a
magistrate?

24

Consider whether a magistrate would be able to request additional information or should the law
be prescriptive in this regard. There is concern that the threshold invoking the magistrate to act
is too low.

Consider amending the clause to have a more established judicial officer other than a magistrate
treat with the matter, such as a judge.

28

Clause 28 (2)(b) in particular is onerous in terms of specifying that an application must be made
containing a description of the device. This may not be feasible in some instances.

35

This clause suggests a proactive and preemptive removal of information. This places an extreme
burden on individuals to determine what may or may not be legal and therefore, that clause has
a potential to infringe on an individual’s freedom of speech and expression and to restrict
legitimate content.

37

Consideration should be given to the constitutional right of freedom expression.

General Comments

The penalties outlined in the Bill must be a sufficient deterrent for cybercrime.

It is important that a balance is maintained between rights of privacy and the public interest.

The AMCHAM TT is in agreement with the MATT that there should be a general public interest exemption
using the criteria outlined by the MATT and taking into account the changing nature of public interests.
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The Committee must, in its deliberations on the Bill, keep in mind any potential to limit the freedom of speech
and expression; any attempts to regulate speech or content that is nefarious in nature should not affect this
freedom especially where the speech or content merely controversial.

The imposition of mandatory standards on the media specifically is not recommended.

The burden of proof in the legislation seems to lie squarely on the person who was charged with the offence.
This approach can unintentionally and negatively impact upon employees and other computer users’
innocuous, normal or even beneficial online and offline activities.

Authorities must have the power to compel Money Transfer Services to give information on transactions that
may be under investigation and which may be an important component of establishing proof of commission
of a crime within the Bill. This recommendation comes in light of the strong need to restrict the rise in white
collar crime.
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Appendix 11

The following issues were raised by the TTPS:

Clause Issue

4 * The term “damage” as used within the Bill should be defined.

5 * For clarity and to avoid ambiguity the term “access” should be defined. The definition of “access”
found under the Section 3(4) of the Computer Misuse Act should be used.

7 = The offence found within should be an arrestable offence. The term of imprisonment should also
reflect an arrestable offence and thus should be 5 years of more.

6 = The offence found within should be an arrestable offence. The term of imprisonment should also
reflect an arrestable offence and thus should be 5 years of more.

18 *  The definition of “harm” should be expanded from serious emotional distress to include causing
physical, financial, psychological, intellectual and social distress.
o Intellectual distress here refers to loss or harm caused to intellectual property.

22 » Under clause 22(1)(a), in addition to providing information the words ‘password’ and ‘key’ should
be included to ensure that in the course investigations, law enforcement officials would be able to
access the device or encrypted data.

25 = Consideration should be given to replace Police Officer with a rank of Superintendent with any
First Division Officer because this will provide a wider pool of persons to ensure that investigations
are not stymied due to the unavailability of police officer.

General Comments

There appears to be no limitation period for the summary offences under the Bill. A limitation period should
be inserted and is recommended to be a period of 12-18 months, this would allow for a sufficient period of
investigation.

A similar provision to Section 15 of the Computer Misuse Act should be incorporated into the Bill.

The Bill should make provision for law enforcement to utilise external assistance in the course of
investigations.

The Anti-gang Act and the Electronic Monitoring Act should include cybercrime offences.

The TTPS submits that the provisions of the Children’s Act is adequate for dealing with instances of child
pornography.

The TTPS submits that acts of terrorism in relation to cybersecurity is sufficiently covered with the current
Anti-terrorism Legislation.
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Throughout the Bill some of the clauses propose satisfaction of elements that contain too high a threshold,
making it difficult for prosecuting the offence in question. The Committee should consider reversing the
burden of proof in certain circumstances thereby placing the burden on the accused.

The Bill should include a precise definition of Computer that includes computerised devices such as cellular
phones and ATM machines. It would be useful to include a list of devices which are classified as computers
along with a definition of each.
o This suggestion is made in light of the issues arising in the judicial arena as to what is a “computer”
and result of varying definitions; to ensure certainty in interpretation the term should be defined.
o The Jamaican and Grenadian legislation makes provision for the Minister to list what is or is not a
compulter.

Creation of a special provision to incorporate the offence of phishing should be included in the Cyber Crime
Bill.

June 5, 2018
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Levels G - 7, Tower D
PARLIAMENT The Port-of-Spain International Waterfront Centre

chublic of Trinidad and TOngO 1A Wrightson Road, Port-of-Spain

JOINT SELECT COMMITTEE ON THE CYBERCRIME BILL, 2017

MINUTES OF THE NINTH MEETING HELD IN THE ANN.R. ROBINSON MEETING ROOM
(WEST), LEVEL 9, AND THEREAFTER IN THE J. HAMILTON MAURICE ROOM,
MEZZANINE FLOOR, OFFICE OF THE PARLIAMENT, TOWER D, IWFC,

#1A WRIGHTSON ROAD, PORT-OF-SPAIN ON MONDAY JUNE 11, 2018 AT 2:00 P.M.

PRESENT
Committee Members
Mr. Fitzgerald Hinds, MP - Member
Mr. Edmund Dillon, MP - Member
Dr. Roodal Moonilal, MP - Member
Mr. Clarence Rambharat - Member
Mrs. Paula Gopee-Scoon - Member
Mr. Paul Richards - Member
Secretariat
Ms. Simone Yallery - Secretary (Ag.)
Ms. Candice Ramkissoon - Legal Research Officer
ABSENT/EXCUSED
Mr. Faris Al-Rawi, MP - Chairman [Excused]
Mr. Barry Padarath, MP - Member [Excused]
Ms. Shamfa Cudjoe, MP - Member [Excused]
Mr. Wade Mark - Member [Excused]
Ms. Melissa Ramkissoon - Member [Excused]
Mr. Ronald Huggins - Member [Excused]

ALSO PRESENT

Ministry of the Attorney General and Legal Affairs

Ms. Vashti Maharaj - Head, Legal Services
Ms. Janelle Smith - Legal Officer Il
Mr. Javed Sajad - Legal Counsel |
Office of the Chief Parliamentary Counsel
Ms. Sharmaine Williams - Senior Parliamentary Counsel (Ag.)
Ms. Dharlene Smith - Parliamentary Counsel 111 (Ag.)
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Ministry of National Security

Ms. Sunita Ramsumair - Legal Officer Il

Ms. Tristine Forde - International Affairs Officer

Ms. Louella Joseph - International Affairs Coordinator
Mr. Kevin Ajodha - Cybersecurity Specialist, Incident

Response Team
COMMENCEMENT
1.1 There being no objections by the Committee, Mr. Fitzgerald Hinds acted as Interim Chairman.
1.2 The meeting was called to order by the Interim Chairman at 2:33 p.m.
ANNOUNCEMENTS

2.1 The Interim Chairman advised that the following Members asked to be excused from the
meeting:
e Mr. Faris Al-Rawi, MP
e Mr. Barry Padarath, MP
e Ms. Shamfa Cudjoe, MP (conflicting meeting)
e Mr. Wade Mark (conflicting JSC -Land and Physical Infrastructure meeting)
e Ms. Melissa Ramkissoon (ill)
e Mr. Ronald Huggins (conflicting engagement)

CONFIRMATION OF MINUTES
3.1 The Committee examined the Minutes of the Eighth Meeting held on Monday June 4, 2018.

3.2 The Committee agreed that the following amendments be made at Item 6.4 page 3:

I.  Remove ‘Mr.” from the name Harold Philip and insert ‘DCP (Ag.)’;
ii.  Remove ‘Mr.’ from the name Irwin Hackshaw and insert ‘ACP (Ag.)’;
iii.  Remove ‘Mr.” from the name Kerwin Francis and insert ‘Asst. Supt. (Ag.)’;
iv.  Remove ‘Mr.” from the name Amos Sylvester and insert ‘Insp.’; and
V. Remove ‘Mr.” from the name Dale Joseph and insert ‘Sgt.’.

3.3 There being no further amendments, the motion for the confirmation of the minutes was moved
by Mr. Edmund Dillon and seconded by Mrs. Paula Gopee-Scoon.

MATTERS ARISING FROM THE MINUTES
4.1 The Interim Chairman brought the following matters to the attention of Members:

i. Per Item 7.2 the Secretariat has updated the matrix of submissions to include
comments on the Bill submitted by the University of Trinidad and Tobago (UTT).
ii.  Per Item 4.1 (ii), the UTT was invited and have agreed to attend today’s meeting.
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ili.  The Secretariat also wrote to the following entities who undertook to provide further
written submissions to obtain the same:
e Columbus Communications Ltd (FLOW) — Deadline Monday June 11, 2018.
e Trinidad and Tobago Computer Society (TTCS) - Deadline Monday June 11,
2018.
e Trinidad and Tobago Police Service (TTPS) - Deadline Monday June 13, 2018.

PRE-HEARING DISCUSSIONS

51 The Interim Chairman advised Members that the representative of the UTT was present to
appear before the Committee to further elucidate his written submissions on the Bill.

5.2 The Committee engaged in a brief discussion on UTT’s most recent submission and
clarification was provided on the terms ‘white hat hacker’, ‘grey hat hacker’ and ‘black hat
hacker’.

PUBLIC HEARING

Technocrats and representatives the UTT, the Ministry of the Attorney General, Chief
Parliamentary Counsel and the Ministry of National Security were invited to join the meeting at
this time

6.1 Representing UTT was:
Dr. Yufei Wu - Associate Professor and Programme
Leader Centre for Information and
Communication Technology

6.2 The Interim Chairman invited Dr. Wu to make opening remarks.

6.3 The issues raised during discussions with the representative of the UTT are attached at
Appendix I.

DISCUSSION OF THE WAY FORWARD

Determination of Meeting Dates

7.1 The Interim Chairman proposed and members agreed that the Tenth Meeting of the Committee
will be held on Monday 18 June, 2018 at 2:00 p.m.
ADJOURNMENT

8.1 There being no other business, the Interim Chairman thanked Members and adjourned the
meeting to Monday 18 June, 2018 at 2:00 p.m.

8.2 The adjournment was taken at 3:34 p.m.
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I certify that these minutes are true and correct.

Chairman

Secretary

June 12, 2018
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Appendix |

The following are the issues raised by the UTT:

Clause

Issues

5

The clause is potentially detrimental to security research and may harm T&T as a potential hub
for future cyber industry in the region. The bill would seriously impede or outlaw the kind of
independent research that helps keep critical infrastructure safe from intrusion.

The problem for security researchers and cybersecurity companies, is that accessing computer
networks is the very definition of their job.

Cybersecurity professionals who rely on gaining access are concerned that it would enable
prosecutors and organizations to pick and choose whom they want to target with the new law,
placing researchers and cybersecurity businesses under the constant threat of prosecution.

The clause should contain carve-outs and protections for cybersecurity research, businesses and
white-hat and gray-hat hackers.

Illegally remaining in a computer system is an extension of illegally accessing a computer system
and should be treated as such, as opposed to a separate offence. Separating these two, as is the
current case, would result in separate counts each time there is illegal remaining which also
entails illegal access.

The definition of illegally remaining in a computer system needs clarification, e.g. how long,
what purpose, how severe?

The clause either be removed or exceptions and safeguards should be inserted. It is foreseeable
that a person could go to jail if he/she simply fails to logout when she/he is supposed to.

Comments for Clause 5 also apply to Clause 8 (1) here.

Clauses which contain words like “unauthorized access” or “ access without authorization” or
“authorized access” are in need of carve-outs and protections for researchers, white-hat and
grey-hat hackers, and legitimate cybersecurity businesses in T&T. Both California and North
Carolina, for example, require proof that unauthorized access was gained to “devise or execute
a scheme or artifice to defraud, deceive or extort” to prove guilt. Meanwhile, Alabama avoids
broad language by outlining eight specific cases that constitute access without authorization as
a crime.

Safeguards or exceptions for unauthorized access could include: 1) where access is gained
between members of the same household, 2) for legitimate business activity, 3) active defence
measures, 4) in “violations of terms of services or user agreements”.

Who can “authorize” computer or computer network access? Virtually every citizen or user
interacting with a computer or network would violate the clause every time they go to a new
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website they haven’t received “authorization” to access and which does not fall under the
exceptions (if any).

11

Illegal devices clause would be problematic. This would make most computerised software
analysis and reverse engineering tools illegal. Most operating systems and software development
tool Kits contain such tools.

This sub-section does not protect the legitimate use of devices and programs such as ‘tcpdump
and wireshark’ that are designed primarily to intercept and capture and procure network traffic.
They can serve a dual purpose that can be abused by malicious actors. The law should not ban
them in a blanket manner but instead regulate only their malicious use.

15

According to the State of California, identity theft comprises four types of behaviours, yet this
clause only mentions three. The type that is missing and that should be included is ‘obtaining’.
The Californian law speaks to wilfully obtaining another person’s personal identifying
information and using that information for any unlawful purpose without that person’s consent.

General Comments

The exemption for unauthorised access in the course of employment found within the Californian Penal Code
should be adopted.

June 12, 2018
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Levels G - 7, Tower D
PARLIAMENT The Port-of-Spain International Waterfront Centre

chublic of Trinidad and Tobago 1A Wrightson Road, Port-of-Spain

JOINT SELECT COMMITTEE ON THE CYBERCRIME BILL, 2017

MINUTES OF THE TENTH MEETING HELD IN THE AN.R. ROBINSON MEETING ROOM
(WEST), LEVEL 9, OFFICE OF THE PARLIAMENT, TOWER D, IWFC,
#1A WRIGHTSON ROAD, PORT-OF-SPAIN ON MONDAY SEPTEMBER 10, 2018 AT 1:30 P.M.

PRESENT

Committee Members

Mr. Faris Al-Rawi, MP - Chairman

Mr. Edmund Dillon, MP - Member

Mr. Barry Padarath, MP - Member

Dr. Roodal Moonilal, MP - Member

Ms. Shamfa Cudjoe, MP - Member

Mr. Wade Mark - Member

Ms. Melissa Ramkissoon - Member

Mrs. Paula Gopee-Scoon - Member

Mr. Paul Richards - Member
Secretariat

Ms. Simone Yallery - Assistant Secretary

Ms. Candice Ramkissoon - Legal Research Officer

ABSENT/EXCUSED

Mr. Ronald Huggins - Member [Excused]

Mr. Fitzgerald Hinds, MP - Member [Excused]

Mr. Clarence Rambharat - Member [Excused]

COMMENCEMENT
1.1 The meeting was called to order by the Chairman at 1:52 p.m.
ANNOUNCEMENTS

2.1 The Chairman advised that the following Members asked to be excused from the meeting:
e Mr. Ronald Huggins (conflicting engagement)
e Mr. Fitzgerald Hinds, MP (out of jurisdiction)
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e Mr. Clarence Rambharat (conflicting engagement)

CONFIRMATION OF MINUTES OF THE NINTH MEETING

3.1 The Committee examined the Minutes of the Ninth Meeting held on Monday June 11,
2018.

3.2 There being no amendments, the motion for the confirmation of the minutes was moved
by Mr. Paul Richards and seconded by Mrs. Paula Gopee-Scoon.

MATTERS ARISING FROM THE MINUTES
4.1 The Chairman brought the following matters to the attention of Members:

I. per Item 4.1 (iii), the Secretariat circulated additional submissions from:
= Trinidad and Tobago Computer Society (TTCS);
= Columbus Communications Trinidad Limited (FLOW); and
= Trinidad and Tobago Police Service (TTPS).

ii. the Secretariat also received and circulated a submission by the Organisation of America
States, submitted in the form of a desk review of the Cybercrime Bill, 2017.

EXAMINATION OF UPDATED MATRIX

Updated Matrix of Submissions

51 The Chairman advised Members that an Updated Matrix on Submissions, was circulated
by the Secretariat via email on Wednesday September 5, 2018.

5.2 The Chairman proposed and the Members agreed that the Updated Matrix should be
examined by the newly appointed Committee in the Fourth Session, in light of the
impending deadline of September 14, 2018 for the submission of a Final Report as well
as the voluminous nature of the document.

DISCUSSIONS ON THE WAY FORWARD

Final Report

6.1 The Committee also agreed that the Final Report would recommend:
(i) that Parliament take note of the progress made by the Committee thus far.
(ii) that the work of the Committee be adopted by the newly appointed Committee
as part of its records, in the Fourth Session

6.2 The Committee agreed that the Final Report would be circulated to Member for their
consideration.
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Determination of Meeting Dates

6.3 The Chairman proposed and members agreed that the Committee would hold no further
meetings for the Third Session, unless the need arises.

ADJOURNMENT

7.1 There being no other business, the Chairman expressed his gratitude to the Members for
their commitment during the Session. The Chairman also thanked the Secretariat, the
technocrats and all support staff for their contribution to the work of the Committee.

7.2 The adjournment was taken at 2:07 p.m.

I certify that these minutes are true and correct.

Chairman

Secretary

September 11, 2018
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APPENDIX Il
Written Submissions
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17 February, 2018

Good Day,

My comment is in relation the removal of the term and definition of ‘cyberbully’ in the 2017 revision of
the bill. The term ‘cyberbully’ was present and defined in the 2014 version under Part 1 section 21 (6).

The presence of this definition has aided me and other practitioners in the field to clearly identify to the
public at large in particular students, parents and teachers on what cyber bullying is and the penalties
associated with it if the act is committed. There was a clear association between the act and the penalty.
This made it very easy for the wider population to understand and be informed.

Whereas the term and definition for ‘child pornography’ was removed from the 2017 version; one can
still revert to the Children Act for the same information.

| was however unable to find the term mentioned or defined in any other bill. If there is intention to do
so then | look forward to the same.

Whilst it may seem that the original definition might have been too vague and that it may result in a
breach of ones freedom of expression, | don’t agree with the term and definition being left out
completely.

Is it the intention for cyber bullying cases to be dealt with under current laws (tort)? Then if this is the
case then maybe the simple definition of the term cyberbully should be included under the Offences
Against the Person Act?

My main concern here is that whereas we do have a large adult population on social media including
media houses and reporters who may be more concerned with the issues of ‘reputation’ and ‘freedom of
speech’ we should also note that this is a growing population of youth users of the same medium. These
users (from primary school all the way up to tertiary) are born into this information age and social media
use is the norm.
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While organisations like mine seek to education this group, it will make the task a bit more challenging if
| can no longer directly refer to the term and definition in a piece of legislation then speaking about it can
just be lip service. Students will continue to use these faceless type of attacks on others. It will only be a
matter of time before cyber bullying attacks become synonymous with face to face and physical attacks.

Respectfully Submitted

Daren Dhoray
Managing Director
Cyber Safe Trinidad and Tobago

www.cybersafett.com
@cybersafett

CyberSafeTT com

abectin vour online footprnn

......
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Submission from Laura Bigram — February 22, 2018

My apologies for this late comment. Due to my previous commitments, | was not able to adequately

analyze the bill and offer more meaningful comments.

While there may be other issues pertaining to the bill, the major lingering comment or concern | have is
pertaining to artificial intelligence. While the bill speaks to a "person" as committing a crime, what about
those instances where an intelligent system is trained in a manner to execute an attack or conduct criminal
activity? The rise of artificial intelligence poses even greater threats when used by cybercriminals and
even greater threats when intelligent systems are not monitored carefully to ensure it does not go beyond

the boundaries of the law.

Laura Bigram
Chapter Leader
OWASP Trinidad and Tobago

OWARSP

Dpen Web Application
Security Project
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Submission on Cybercrime Bill, 2017 (CBTT) — Mukta Balroop — March 19, 2018

These submissions are a result of truncated consolidation of research and writing done for two Cybercrime
papers, for my LL.M course. | would be happy to expound on anything that may appear unclear. The
submissions concern provisions of the CBTT dealing with: 1) Illegal Access; ii) ‘Revenge Porn’ and; iii)
Internet Service Providers (ISPs).

In essence and in summary, | argue for:
. Incorporating ‘computer data’ from clause 8(1) into clause 5 and; to include “clause 12
data” into clause 5, thus obviating the need for clauses 8 and 12 on the whole (pages 1-3);
. To include an express whistleblower and journalistic exemption (pages 1-3);
I1l.  Clause 16 or the CBTT to provide an option for victims to enjoy anonymity rights in filing
complaints (pages 4-5);
IV.  Time frames to guide response times of ISPs (page 13); and
V.  The “right to be forgotten” to be applicable to Search Engine Providers under clause 38
(pages 8-13).
As a general observation, | also query:
- The use, purpose and meaning of clause 6.
- Whether the CBTT should specifically provide an offence for “cyber terrorism” ie, using a computer
to further a terrorist activity?

Illegal access:

The CBTT differentiates the offence of illegal access to computer system, acquisition of data and granting
of access to “clause 12 data” to create three offences. Clause 12 data as drafted refers to 1) trade secrets/
‘commercially sensitive’ data; (2) data pertaining to national security and; (3) simply stored on a computer
system and protected against unauthorized access.

| believe, with respect, that these provisions could be drafted in a less convoluted manner.

There is no issue with clause 5 except to say that, it could a separate sub-provision for acquisition of
‘computer data’ to obviate the need for clause 8(1) whilst maintaining the distinct nature of the two offences.
Also, clause 5 could include as another sub-provision, the specified classes of “clause 12 data”, except for
national security (which is already captured in clause 10(2)).

Clause 5, should be the clause that deals with the offence of illegal access to a computer system and/or
acquisition of data. For instance, see section 6 (1) of Nigeria’s Cybercrimes Prohibition Prevention Act,
2015.3

Clause 8(2) is disturbing; it would impact work of investigative journalists and whistleblowers. The benefits
and importance of a free unhindered press in a democratic society are trite. Notwithstanding there may be
an implied common law exception regarding whistleblowing and journalistic work, the clause or CBTT

3https://cert.gov.ng/images/uploads/CyberCrime_(Prohibition,Prevention,etc) Act, 2015.pdf accessed 3 January
2018.
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itself provides no statutory exception. Dr. Emir Crowne* opined, ‘the “formal” effect of the provision would
seemingly not criminalise investigative journalism, whereas the “substantive” and practical effect would in
fact stifle investigative journalism and journalistic independence as a whole.”® A fortiori, T&T lacks
whistleblower protection legislation on the whole. It is crucial therefore that the CBTT be amended to at
least provide an express exception for whistleblowers and investigative journalists.

Proponents of this current version of the CBTT, including clause 12 may argue that the intent was to create
different offences. This aim is evinced by the marginal notes, differences in penalties as well as the “clause
12 data”.

However, clause 12 is complicated; the drafters used the term ‘computer data’, which is defined as
essentially any information on the computer.® Yet, the classes of data here are specified. Additionally,
clause 12(1) b) re national security is seemingly already contained in clause 10 (2).

Further, this provision as drafted would impinge on journalistic and whistleblowers’ work, acting as a
deterrent similar to clause 8(2). Indeed, the Centre for Law and Democracy’ views clause 12 as ‘particularly
problematical’ for journalists.

Dr. Crowne also challenges clause 12(1) (c), arguing it would capture the previous provisions, subsections
(a) and (b) and render them ‘impotent.” He views the clause as ‘nonsensical’ insofar as the subsections
suggest that trade secrets or matters of national security are ‘stored on freely accessible computers’.® Whilst
I don’t hold this view, since the nature of hacking makes the inaccessible, accessible, I do agree generally
that the section is ‘nonsensical’ and ought to be deleted and perhaps incorporated into clause 5 as suggested.

‘Revenge Porn’:
Clause 16 as drafted, takes care of the problems of ‘up-skirting’ and surreptitious recordings by protecting
‘private area...regardless of whether he is in a public or private place.’ It is a de facto “Voyeurism’ offence.

Clause 16 also encompasses the initial acquisition and storage by the phraseology °...captures; or stores
in...” which is good since the initial collector of the impugned material is now also deterred as opposed to
only the disseminator.

‘Sextortion’ though not included in clause 16, would be captured under clause 20.

Additional Tools for Victims of Revenge Porn

4 Emir Crowne, ‘The problem with the Cybercrime Bill and why journalists are right to be afraid’ (Wired 868 18 June
2017) <https://wired868.com/2017/06/18/dr-crowne-the-problem-with-the-cybercrime-bill-and-why-journalists-are-
right-to-be-afraid/> accessed 2 December 2017.

® ibid.

6 CBTT clause 4

"Michael Karanicolas, ‘Trinidad and Tobago: Major Problems Remain with Cybercrime Bill’, (Centre for Law and
Democracy 1 June 2017) <https://www.law-democracy.org/live/trinidad-and-tobago-major-problems-remain-with-
cybercrime-bill/> accessed 2 December 2017.

8 Emir Crowne, ‘The problem with the Cybercrime Bill and why journalists are right to be afraid” (Wired 868 18 June
2017) <https://wired868.com/2017/06/18/dr-crowne-the-problem-with-the-cybercrime-bill-and-why-journalists-are-
right-to-be-afraid/> accessed 2 December 2017.
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Anonymity and Privacy
At this juncture, it is convenient to consider non-criminal but potentially useful rights for victims.

Traditionally, both in England and Wales and T&T, proceedings in camera are reserved for sexual offences
or matters concerning children. Clause 16, does not envisage anonymity of victims for proceedings to be
held in camera and for court reporting purposes. Sometimes victims may wish for anonymity due to the
sensitive subject nature of the material involved.® In T&T, judges may have a discretion to withhold victims’
names akin to their counterparts in England;® however the original documents when filed to move the court
would still have the victim’s name which may be reported publicly if picked up by the media.

To circumvent this, a victim may have no other choice but to seek a super injunction based on privacy for
which sometimes, it may not be practical to give notice to the other side!! (if the disseminators are multiple
or unknown persons) and; at other times, it may be a strategic move in the context of threats to disseminate
the revenge porn online.*?

However, seeking an injunction based on privacy law in T&T is not a comforting thought as the law is still
in an infancy stage. In Therese v Simmons,*® Justice Seepersad formed the view that the tort of misuse of
private information could not apply in T&T.* The injunction granted in Therese was accordingly based on
breach of confidence solely, as opposed to misuse of private information.

In any event, as their Lordships observed, the privacy based injunction may not be affordable to everyone.*®
Therefore, | believe, if anonymity could be an option stipulated by legislation it would incentivize victims
to file complaints since there would be less fear of more unwanted attention being directed to them, as
subjects of embarrassing media in circulation.

Data Protection

In England and Wales, even if the “anonymity ship” has sailed, victims still have certain remedies which
they may pursue to exercise some degree of control over the impugned material. These remedies are
applicable mostly to Search Engine Providers (“SEPs”) under data protection law but Internet Service
Providers (“ISPs”) and Social Media companies also fall under the spotlight. Data protection law imposes

9 Samantha Pegg, ‘When naming is shaming’ (2016) Law Society Gazette, 10 (2); AMP v Person’s Unknown [2011]
EWHC 3454 (TCC).

10 Samantha Pegg (n7).
Y AMP v Person’s Unknown [2011] EWHC 3454 (TCC); Contostavlos v Mendahun [2012] EWHC 850 (QB).
12JpH v XYZ and others [2015] EWHC 2871 (QB).

13 Therese Ho v Lendl Simmons CV2014-01949 (26 October 2015) (Seepersad J)
http://webopac.ttlawcourts.org/LibraryJud/Judgments/HC/seepersad/2014/cv_14 01949DD2 60ct2015.pdf accessed
13 December 2017.

5The Select Committee on Communications, ‘Social Media and Criminal Offences’ House of Lords 1% Report of
Session 2014-2015 [44], https://publications.parliament.uk/pa/ld201415/ldselect/Idcomuni/37/37.pdf accessed 2
January 2018.
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conditions for the processing of persons’ personal information by public and private entities.*® Generally,
personal information is any information by which a person is identified or identifiable; it is broadly defined,
it may be for example, images of persons or an IP address of a computer.t’

SEPs are subject to data subjects’ “right to be forgotten.”® This means that as an entity which processes
information, it must comply with a data subject’s request to have information pertaining to him or her,
erased. In the context of revenge porn, this information would mean websites which link to or contain the
revenge porn. Thus, a web search complying with a request of right to be forgotten must, by way of
algorithm, de-list and de-index websites containing the revenge porn, so that they become onerous to find,;
this essentially buries the revenge porn.t® This solution means the material could still be found directly on
the hosting website but research has shown, users rarely go beyond the first page of web results returned
by a SEP.?° So unless someone is specifically searching for it, it is unlikely to be found by say, a potential
employer.

Additionally, data subjects in England and Wales also have the right to prevent processing of information
likely to cause distress to him or her. This was recently invoked by Max Moseley, who wants Google to
stop processing and listing websites including news reports, which links to him participating in an alleged
Nazi themed orgy with 5 prostitutes. The matter has proceeded to trial.?

T&T, lacks these rights under a partially proclaimed Data Protection Act,?? though arguably, they could be
shoehorned under sections 6(f) and (h) which form part of Part | and which were enacted as law in 2012.
However, the Act’s Information Commissioner, the office charged with the interpretation and compliance
of the statute was never established; thus the provisions are currently without force.

Presently, reputable companies such as Google cooperate with victims by having particular pages set up
for removal requests for everyone;? separate from the specified page for EU citizens under “right to be
forgotten™.?* Responsible Social Media companies such as Twitter, Facebook and Tumblr have community
guidelines prohibiting the sharing of revenge porn; they also allow for individuals to lodge reports and are
responsive to take down requests. US companies which have a presence in Europe (like Google and
Facebook) face stiff penalties under EU Data Protection law for failure to comply with data subject rights;
this together with public image of its company may incentivize them to be proactive and to cooperate.

16 Data Protection Act 1998; Directive 95/46/EC of the European Parliament and of the Council [1995] OJ 2 281 /31
- 0050; General Data Protection Regulation [2016] OJ 2 119/1 (coming into force 25 May 2018).

17 Breyer v Germany C-582/14.

18 Google Spain SL v Agencia Espafiola de Proteccion de Datos Case C-131/12.

19 The Select Committee on Communications (n 13) at [41]-[42].

2 Lauren Kaye, ‘95 PERCENT OF WEB TRAFFIC GOES TO SITES ON PAGE 1 OF GOOGLE’S SERPS’ (Brafton
21 June 2013) https://www.brafton.com/news/95-percent-of-web-traffic-goes-to-sites-on-page-1-of-google-serps-
study/ accessed 27 January 2018.

2L Mosley v Google [2015] EWHC 59 (QB).

22Data Protection Act, 2011 http://wwuw.ttparliament.org/legislations/a2011-13.pdf accessed 14 December 2017.

2z Google, ‘Remove information from Google’
https://support.google.com/websearch/troubleshooter/3111061#ts=2889054 accessed 21 January 2018.
% Google, ‘EU Privacy Removal’ https://www.google.com/webmasters/tools/legal-removal-

request?complaint_type=rtbf&visit id=1-636521828222389167-4234272051&hl=en&rd=1 accessed 22 January
2018.
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Since Google has no place of establishment in T&T or even CARICOM, it is difficult to argue for a “right
to be forgotten” under the lines of EU Data Protection law on the mere basis that users access and use
Google’s services.?® A real option as pointed out earlier, would be for Parliament to incorporate the right to
anonymity for victims; this coupled with the ability to lodge their own requests to webmasters,? web
hosters and Google search results?” would provide some protection to victims’ mental distress.

CBTT: defences, penalties and recourse

There are implicit defences in clause 16 in the phrase ‘without lawful excuse or justification’. A lawful
excuse may be for example, for the public to identify a murdering rapist in a video, law enforcement
analysis, employment purposes and so on.

Clause 16 acts as a deterrent on its own, insofar as the fines and jail time prescribed are considerable. Also,
an additional fine and/or compensation may be paid not exceeding the fine imposed, under clauses 29(2)
and 30(1) of the CBTT. Further, clause 30(2) confirms the fines and compensation awarded under the Bill
does not preclude any other private law remedy, which a victim may undertake; so that damages in an action
for breach of confidence (and in my view, misuse of private information) could still be sought, in addition
to criminal proceedings.

Intermediary Liability

Without the role of various intermediaries, for instance Hosting Providers, there would be no internet. Given
the global nature of the internet, it is difficult to regulate what should be on websites in other countries.
Indeed, the idea is not to regulate or censor the internet, yet the context of revenge porn calls for exactly
that.

Generally, international consensus shows that intermediary companies may have a limited degree of
liability. For example, in the European Union, intermediaries are subject to different levels of liability
depending on whether they are ‘mere conduits’,® providers of caching services?® or hosting services®
although there is an argument now for reforming this approach.®* Additionally, the courts in Northern
Ireland are whittling down the ‘hosting immunity’ as it refused to strike out a claim against Facebook in

% However, I argue for “the right to be forgotten” to be applied in another manner on page 11.

% Google, ‘Contact a site’s webmaster’ https://support.google.com/websearch/answer/9109 accessed 22 January
2018.

27 Google, ‘Remove information from Google’
https://support.google.com/websearch/troubleshooter/3111061#ts=2889054 accessed 21 January 2018.

28 Electronic Commerce Directive of the European Parliament and of the Council

2000/31/EC OJ L 178 /0001 — 0016 Article 12.

2 jbid Article 13.

30 Electronic Commerce Directive of the European Parliament and of the Council

2000/31/EC OJ L 178 /0001 — 0016 Article 12.Article 14.

31 Giancarlo Frosio, ‘Reforming Intermediary Liability in the Platform Economy: A European Digital Single Market
Strategy’ (2017) 112 Northwestern University Law Review 19.
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Northern Ireland, after the company was sued by a teenager when nude pictures of her were posted on a
revenge porn page;*’there have been similar subsequent suits against Facebook.

In T&T,* the ‘mere conduit’ approach has been incorporated with intermediaries having no obligation to
monitor content; however, after becoming aware of information which gives rise to criminal or civil
liability, they must take steps to remove/block access to the material and inform law enforcement about
said activities and the identity of perpetrators, if known.

Under clauses 35(1)(b) and 37(1)(b), it appears a victim can notify a Hosting Provider and an Internet
Service Provider (“ISP”) respectively, that revenge porn material is being disseminated. Clause 35(1) (b)
appears to contemplate the scenario of the Hosting Provider being abroad; it could also be locally based.

The ISP is usually locally based and could be the same entity as the Hosting Provider, for example TSTT
provides internet services and Hosting Services. 3 Upon receiving a notice from a victim, the Hosting
Provider (and/or ISP) are then obliged to notify the ‘authority’ expeditiously, who would evaluate and ‘if
necessary’ order removal of the impugned content. It is unclear from the clause, who is the authority which
the Hosting Provider should notify. However, this allows for a foreign authority, if the Host is in another
jurisdiction.

The Hosting Provider may not be able to remove the infringing material since, it would not know the
technical architecture or code that was used to construct the website. Only the actual webmaster, could do
this, hence even Google’s recommendation to first contact the webmaster, which is usually the actual
business, ie the website.*® The Hosting Provider could however, shut down the entire site but this would
affect its own commercial rights and contractual obligations as well as third-party rights of access. Hence,
it would do that as a last resort after receiving perhaps a court order or police notification re child sexual
abuse images being present on the website.

If the Hosting Provider is in a foreign jurisdiction like the US, enforcing liability is difficult due to varying
states’ liability shields for intermediaries and website operators;* this difficulty dissolves in a case of
copyright infringement or child sexual abuse images. However, the circumstances of revenge porn, is not
always as “black and white” unless perhaps the individual in the impugned material can be proven to be
under the legal age.

If the Hosting Provider is locally based, section 35(1)(a) would apply; to avoid liability*” for hosting the
revenge porn, the Hosting Provider must disable access to the website after being ordered to do so. The

32 Henry McDonald and Jasper Jackson, ‘Facebook loses legal bid to prevent girl suing over naked picture on 'shame
page”  https://www.theguardian.com/technology/2016/sep/12/facebook-loses-legal-bid-to-prevent-girl-suing-over-
naked-picture accessed 20 January 2018.

33 Electronic Transactions Act 2011, ss 50-51 http://www.ttparliament.org/legislations/a2011-06.pdf accessed 22
January 2018.

34 Express, ‘TSTT receives full certification as a Data Centre Service Provider’ (Trinidad Express Newspapers 6
November 2016) http://www.trinidadexpress.com/20161106/features/tstt-receives-full-certification-as-a-data-centre-
service-provider accessed 7 January 2018.

3 Google, ‘Remove information from Google’
https://support.google.com/websearch/troubleshooter/3111061#ts=2889054 accessed 21 January 2018.

36 US Communications Decency Act s 230.

37 Extent of the liability as implied in these ISP clauses are unclear.
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provision does not specify by “court order” as it does in clause 36(1)(g) in relation to a caching provider.
Thus, perhaps a senior police officer may be able to execute such an order.

The same applies to the ISP which would usually be locally based. It must act expeditiously to block access
to a website upon it being aware that it contains revenge porn.

In summary, the clauses provide for a “take down and block- access” and “notice and take down” approach,
3 depending on whether the Host and ISP is based abroad or locally.

The “right to be forgotten™

SEPs are afforded total protection under clause 38, in its ordinary course of business. However, | see no
reason why the “right to be forgotten” cannot be made an exception so as to create duties for SEPs and
protect T&T nationals. This would not be on a data protection basis so as to require an ‘establishment’
within the locale akin to EU data protection principles; rather, | submit that it would be based on a “notice
and take down” approach which is already essentially applicable to other intermediaries, located abroad
and locally.

The Canadian Supreme Court recently held by a (7-2 majority) that the claimant’s right to be forgotten had
to occur across the world, in all jurisdictions.® This is drastic since previously under Google Spain the right
would have been limited to the particular country of the EU and the impugned search result would have
shown up in search results of another country’s Google domain. However, subsequent to the Canadian
Supreme Court’s decision, Google petitioned a US Federal Court and was granted a preliminary injunction
against the Canadian court’s ruling; the US court noted that the Canadian ruling undermined section 230 of
the US Communications Decency Act and threatened free speech of the internet.*°

This paradox of rulings illustrates Professor Walden’s point that cross border litigation, having regard to
diverging laws are the bane of content regulation.** | agree with this. However, | also think that, since the
“right to be forgotten” is already being complied with by Google on a limited basis, it is less likely to be
contested by Google in its local courts, in of itself. Perhaps the Canadian judges simply took the issue too
far. Yet, France is also trying to follow in that vein.*? However for T&T, the “right to be forgotten” solely
in T&T’s Google domain (google.tt) on the basis of a “notice and take down” approach is the singular
notion that I’m advocating for here. With a duty based “notice and take down” approach, there would be
no disproportionate commercial implications so as to conflict with US law; this lessens the possibility of a
local court’s decision being contested by Google as happened with the Canadian’s case.

%Jlan  Walden, ‘Content Regulation’ (Institute  for ~ Computer and  Communications Law
Centre for Commercial Law Studies, Queen Mary, University of London)
http://unctad.org/meetings/en/SessionalDocuments/Content%20requlation%20(Walden).pdf accessed 22 January
2018.

39 Google Inc v Equustek Solutions Inc 2017 SCC 34.

40 Google LLC v Equustek Solutions Inc 2017 WL 5000834.

“1lan Walden (n36).

42 Nick Kostov and Sam Schechner, ‘EU Court to Rule on ‘Right to Be Forgotten’ Outside Europe’ (The Wall Street
Journal 19 July 2017) https://www.wsj.com/articles/eu-court-to-rule-on-right-to-be-forgotten-outside-europe-
1500470225 accessed 22 January 2018.
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The extent of the extra-territoriality in these circumstances, is justified and proportionate. It is not
uncommon. For instance, the US’s FATCA extra-territoriality regime affects most democratic nations.
From May 25" this year, the EU’s General Data Protection Regulations (GDPR) would apply with extra-
territoriality, affecting businesses across the world that deal with Europeans’ data in some form.

Taking this small step to capture Google and other SEPs is necessary in this age of data; it would benefit
the citizens of T&T, in the long run.

In addition to being legislatively prescribed, engaging Google and other SEPs is something that could be
done via diplomatic channels as well. In other words, high office holders requesting Google to engage in
dialogue on this issue with the aim of cooperation would help T&T. The aim being that T&T, should benefit
from a dedicated page for data erasure requests, similar to how it is provided for EU citizens.

CONCLUSION

I believe that Clause 8 should be incorporated into Clause 5 for reasons stated. Additionally, that Clause 12
be incorporated into clause 5 as argued. This would make the offences clearer.

I urge that an exemption for whistleblowers and journalists be included in the CBTT, overall since the
provision in the Data Protection Act is not yet law and, the Whistleblower Protection Bill has not been
passed.

I recommend that the CBTT incorporate a right to anonymity for victims of ‘revenge porn’. This would
encourage victims to lodge reports and complaints.

I suggest a 24 hour time frame for locally based ISPs and Hosting Providers to notify authorities, having
themselves been notified by victims; there should be damages imposable on these entities to deter non-
compliance. For these entities abroad, perhaps a 48 hours- time frame may be more practical.

Further, I recommend a duty based “notice and take down” approach to incorporate a “right to be forgotten”,
to be applied to SEPs. This would ideally be mutually agreed as well via high level talks between T&T’s
policy makers and Google, to make it a foreseeable reality, as opposed to protracted litigation and cross
jurisdictional enforcement. This would give victims in T&T perhaps their best chance, to live with some
modicum of normalcy, considering that no remedy is perfectly able to put the “genie back in the bottle.”

March 19, 2018
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A8, Trinidad & Tobago
=5 Computer Society

112A Edward Street, Port of Spain,
Trinidad and Tobago
Website: https://lwww.ttcs.tt/ ; Email: info@ttcs.tt

May 17 2018
The Joint Select Committee on the Cybercrime Bill, 2017

Good afternoon, Mr. Chairman of the Joint Select Committee, distinguished Members of the Committee, Ministry Officials, support Staff of Parliament, Members of the Public, and the viewing and
listening public, both online and via free to air transmissions. The Trinidad and Tobago Computer Society thanks you for your invitation to appear before you today in response to our submission
on the Cybercrime Bill 2017 last year.

Since its establishment in 1997, the Trinidad and Tobago Computer Society has focused on end users’ interests in ICT and Internet Governance policies locally, regionally and internationally.

Overall, we feel that the Bill is generally well crafted and deals with many issues that Trinidad and Tobago currently encounters and will encounter in the future. In preparation for this meeting, the
members of the TTCS have reviewed our previous submission and we have updated our comments on the Cybercrime Bill. Some general issues to which we would like to draw particular attention
are:

1. Suppression of free speech and the work of journalists
It is important to note that some clauses in this Bill (specifically clause 8) can be applied to journalists carrying out their duties, and/or the free speech of private citizens, as well as to
persons who are attempting, in the public interest, to report misconduct (aka whistleblowers). In the interest of support of the Fourth Estate as well as the principles of Free Speech
enshrined in our Constitution, this Bill requires urgent complementary whistleblower/journalist protection via legislation.

2. Potential for Censorship and Abuse
In the interest of protecting the rights of citizens, we believe that all requests for access to systems and data should be approved by the Judiciary via the application for, and receipt of, a
warrant. This judicial warrant would ensure that any potential for abuse by the State or its agents, would be mitigated.

3. Excessive Penalties and the wide disparity of penalties given for similar online and offline behaviours.
A number of sections outline penalties ranging from $100,000 to $2,000,000 plus jail time. Penalties for similar behaviour offline are orders of magnitude less. These penalties are
non-trivial amounts that at times exceed the penalties for illegal activity in areas that many citizens would view as more serious.
Page 81


http://ttcs.tt/
mailto:info@ttcs.tt

4. Collateral Damage
The general trend in technology has been to move towards using shared server resources in the cloud. This opens up the possibility that data and equipment in use by accused persons
may be simultaneously used by other persons unrelated to the accused. These innocent persons may thus be affected by the shutdown and/or seizure of such equipment and data. Care
must be taken to protect the interests of those who are not party to the criminal activities of other persons. As businesses in Trinidad and Tobago move more to cloud services, this
becomes increasingly relevant.

5. Criminalisation of Persons in the ICT sector
Clause 11 regarding “illegal devices” raises the potential that persons in the ICT sector can be criminalised for possession of software that they use in their work. Also, persons who
discover and report security vulnerabilities in an organisation’s IT infrastructure can also be subject to criminal prosecution.

6. Technical competency
Given that the Courts and Trinidad and Tobago Police Service will be called on to deal many cases under this legislation, it is critical that officers of both agencies are competent and
well-trained in the technical issues surrounding cyber crime. In this regard the TTCS would welcome the opportunity to assist in providing this training and any specialized advice when
required.

Finally, we note that recent public disclosures regarding illegal access to users’ data, the ease of such access, and the many dangerous ways in which such data can be used, have raised the
awareness of data privacy in Trinidad and Tobago and how organisations in Trinidad and Tobago process, store and share data of citizens to third parties. We are aware that the Cybercrime Bill
does not stand alone in regulating the cyber landscape of the nation. It is therefore extremely urgent that the complementary legislation be passed, proclaimed, implemented, and operationalised in
the shortest possible time. For example, throughout this Bill there are no references as to how long the State may hold the data retrieved under various sections of this Bill, nor of the protections
and limitations of use of such data obtained in the investigation of a crime. We believe that the Data Protection Act should deal with issues of use of data seized by the State. Additionally, the
non-proclamation of certain clauses of the Data Protection Act (Sect. 37) have left loopholes with respect to the use of data. There is potential for destruction of State data, and that destruction not
being subject to penalty. We thank you.

More detailed comments and observations relating to specific clauses are included below and on the online document at www.ttcs.tt/cybercrime2018-comments where you can find a history of the
comments and discussions by TTCS members. If you have any questions, please do not hesitate to contact us at info@tics.tt . Thank you again for the opportunity to submit our comments and
concerns.

Yours Faithfully,

Dev Anand Teelucksingh
Secretary, Trinidad and Tobago Computer Society, http://tics.tt/ ; email : info@tics.tt
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PARTI - PRELIMINARY

TTCS comments / observations June 2017

TTCS comments / observations April 2018

Short title | 1.

This Act may be cited as the Cybercrime Act, 2017

An observation that some sections are similar to

Saint Vincent and the Grenadines Cybercrime

Bill

http://www.assembly.gov.vc/assembly/images/st
. Me%20bill%202016.ndf

Commencement | 2.

This Act comes into operation on such date as is fixed by the
President by Proclamation.

Act inconsistent with | 3.

Constitution

This Act shall have effect even though inconsistent with
sections 4 and 5 of the Constitution.

J/red legalaffal ) Constituti
pdf

4. Recognition and declaration of rights and
freedoms.
5. Protection of rights and freedoms.

It is noted that Parliament can pass laws
where the Act is inconsistent with parts of the
Constitution.

Interpretation | 4.

In this Act -

“computer data” means any representation of -

(a) facts;

(b) concepts;

(c) machine-readable code or instructions; or

(d) information, including text, sound, image or video,

thatis in a form suitable for processing in a computer system
and is capable of being sent, received or stored, and includes
a program that can cause a computer system to perform a
function;

“computer data storage medium” means anything in which
information is capable of being stored, or anything from
which information is capable of being retrieved or
reproduced, with or without the aid of any other article or
device;

“computer program” or “program” means data which

We have some concerns with regard to the
definitions:

“Computer data storage medium”, for
example, over-broadly includes storage media
that are not accessible by computers.
Information handwritten on paper can be
classified under this definition as well, and
should not be.

“electronic mail message” means an
unsolicited data message, including electronic
mail and an instant message;

Note that MOST data messages are solicited,
or at least sent with permission. Unsolicited
generally refers to SPAM messages. Does this
mean that the Bill would only apply if the
message were truly unsolicited? Suppose the
offending message is sent via a mailing list to
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represents instructions or statements that, when executed in
a computer system, can cause the computer system to
perform a function;

“computer system” means a device or group of interconnected
or related devices which follows a program or external
instruction to perform automatic processing of information or
electronic data;

“data message” has the meaning assigned to it in the
Electronic Transactions Act;

“device” means any electronic programmable device used,
whether by itself or as part of a computer network, an
electronic communications network or any other device or
equipment, or any part thereof, to perform pre-determined
arithmetic, logical, routing or storage operations and includes
(a) an input device;

(b) an output device;

(c) a processing device;

(d) a computer data storage medium;

(e) a program; or

(f) equipment,

that is related to, connected with or used with such a device or
any part thereof;

“electronic mail message” means an unsolicited data message,
including electronic mail and an instant message;

“function” in relation to a computer system, includes logic,
control, arithmetic, deletion, storage or retrieval, and
communication or telecommunication to, from, or within a
computer;

“hinder” in relation to a computer system, includes -

(a) disconnecting the electricity supply to a computer system;
(b) causing electromagnetic interference to a computer
system;

(c) corrupting a computer system; or

which the recipient is a subscriber. Refers to
Clauses 13 and 17.
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(d) inputting, transmitting, damaging, deleting, deteriorating,
altering or suppressing computer data;

“internet service provider” includes a person who provides the
services referred to in Part1V;

“Minister” means the minister to whom responsibility for
national security is assigned;

“remote forensic tools” means investigative software or
hardware installed on or attached to a computer system that
is used to perform a task that includes keystroke logging or
transmission of an internet protocol address;

“traffic data” means computer data that -

(a) relates to a communication by means of a computer
system;

(b) is generated by a computer system that is part of the chain
of communication; and

(c) shows the communication’s origin, destination, route, time,
date, size, duration or the type of underlying services,

and references to traffic data being attached to a
communication include references to the data and the
communication being logically associated with each other.
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PART II - CYBERCRIME OFFENCES

TTCS comments / observations June 2017

TTCS comments / observations April 2018

Illegal access to a
computer system

A person who, intentionally and without lawful
excuse or justification, accesses a computer system
or any part of a computer system, commits an
offence and is liable -

(@) on summary conviction to a fine of three
hundred thousand dollars and imprisonment for
three years; or

(b) on conviction on indictment to a fine of five
hundred thousand dollars and imprisonment for
five years.

Just an observation that this clause would allow for
someone accessing an unsecured Wifi to be
charged.

Why are these fines so high? According
http:// nidad Bi fi

!

Motorists who drive drunk will now have to pay
fines ranging from $12,000 to $22,500.

Online fines should bear some resemblance to their
nearest offline equivalent.

back archive lint inidad il
from 2015

This clause is extremely broad, as “ without lawful
excuse or justification” may mean that contrary to
normal practice, in which activity not specifically
prohibited is assumed to be permitted, that all
activity needs to be specifically permitted to
provide a “lawful excuse or justification” to access
a computer.

One example could be an employee using the
work computer while on a break or after working
hours to access personal email, or to find
information for personal purposes. Since these
activities are not explicitly permitted by the
employer, nor are they necessarily explicitly
banned, this could mean that the employee could
run afoul of this clause, and be subject to
extremely high fines and jail time.

Illegally remaining
in a computer
system

A person who, intentionally and without lawful
excuse or justification, remains logged into a
computer system or part of a computer system or
continues to use a computer system commits an
offence and is liable -

(@) on summary conviction to a fine of one hundred
thousand dollars and imprisonment for two years;
or

(b) on conviction on indictment to a fine of two
hundred thousand dollars and imprisonment for
three years.

Similarly to our comment for the previous Clause
5, this is overly broad.
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Illegal data
interference

(1) A person who, intentionally and without lawful
excuse or justification -

(a) damages computer data or causes computer
data to deteriorate;

(b) deletes computer data;

(c) alters computer data;

(d) copies computer data to any computer data
storage device or to a different location within the
computer system;

(e) moves computer data to a computer storage
device or a different location within the computer
system;

(f) renders computer data meaningless, useless or
ineffective;

(g) obstructs, interrupts or interferes with the
lawful use of computer data;

(h) obstructs, interrupts or interferes with a person
in his lawful use of computer data; or

(i) denies access to computer data to a person who
is authorised to access it,

commits an offence.

(2) A person who commits an offence under
subsection (1), is liable -

(@) on summary conviction to a fine of one hundred
thousand dollars and imprisonment for two years;
or

(b) on conviction on indictment to a fine of two
hundred thousand dollars and imprisonment for
three years.

Illegal data interference which is more damaging
than clause 5 (“Illegal access to a computer system”)
attracts lower penalties than 5?

What is the outcome if someone denies access to a
computer which affects 1000 people? Is this fine
multiplied by 1000? Need clarification.

This might be critical for infrastructure things like
SCADA systems, which have the potential to affect
tens of thousands, at minimum. Maybe different
classes of offense?

There seems to be significant overlap with earlier
clauses.

Illegal acquisition of
data

(1) A person who intentionally and without lawful
excuse or justification accesses a computer system
without authorisation, or by exceeding authorised
access, and obtains computer data commits an
offence and is liable -

(@) on summary conviction to a fine of one
hundred thousand dollars and imprisonment for
two years; or

The clause will likely get whistleblowers and/or
press in trouble with such disclosure. Because part
2 seems to say that any press receiving the data is
guilty of a crime.

There needs some form of protection for
whistleblowers and journalists and news media.

DT - The Whistleblower Protection Bill, 2018
introduced in Parliament on April 9 2018

8.pdf

It is noted that in the above referenced Bill, the
media is not considered as an entity to which a
whistleblower can make a protected disclosure.
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(b) on conviction on indictment to a fine of five
hundred thousand dollars and imprisonment for
three years.

(2) A person who intentionally and without lawful
excuse or justification receives or gains access to
computer data knowing the same to have been
stolen or obtained pursuant to sub-section (1)
commits an offence and is liable -

(@) on summary conviction to a fine of one hundred
thousand dollars and imprisonment for two years;
or

(b) on conviction on indictment to a fine of five
hundred thousand dollars and imprisonment for
three years.

Even when it is reasonable to sanction those who
breach a computer system to obtain information
or share information beyond its authorised
recipients, journalists should be allowed to
receive and report on the information they
receive without fear of retaliation.

The presumption of guilt for expressive activities
which are undertaken “without lawful excuse or
justification”, will shift the onus onto users to
demonstrate that their actions are legitimate and
justified.

This type of reverse onus runs contrary to our
presumption of innocence.

In the case of presumed guilt, there will be a
chilling effect on the legitimate reporting of issues
that are vital to the national interest.

Illegal system
interference

(1) A person who, intentionally and without lawful
excuse or justification, hinders or interferes with a
computer system commits an offence

(2) A person who, intentionally and without lawful
excuse or justification, hinders or interferes with a
person who is lawfully using or operating a
computer system commits an offence.

(3) A person who commits an offence under this
section is liable -

(@) on summary conviction to a fine of one hundred
thousand dollars and imprisonment for two years;
or

(b) on conviction on indictment to a fine of three
hundred thousand dollars dollars and
imprisonment for three years.

Would investigating officers and courts be
sophisticated enough to understand the nuances of
these issues? For example, most malware spreads
from compromised machines with no knowledge of
this by the owner of compromised machines .

We note that determination of intent is the main
issue since in most cases of malware spreading
from compromised machines, many owners of
said machines will have no knowledge of what is
happening via their computers.
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Offences affecting
critical
infrastructure

10.

(1) Notwithstanding the penalties set out in
sections 5 to 9, where a person commits an offence
under any of those sections and the offence results
in hindering, or interference with, a computer
system that -

(a) is exclusively for the use of critical
infrastructure; or

(b) affects the use, or impacts the operation, of
critical infrastructure,

he is liable on conviction on indictment to a fine of
two million dollars and imprisonment for fifteen
years.

(2) For the purpose of this section, “critical
infrastructure” means any computer system,
device, network, computer program or computer
data so vital to the State that the incapacity or
destruction of, or interference with, such system,
device, network, program or data would have a
debilitating impact on the -

(a) security, defence or international relations of
the State; or

(b) provision of services directly related to national
or economic security, banking and financial
services, public utilities, the energy sector,
communications infrastructure, public
transportation, public health and safety, or public
key infrastructure.

Shouldn’t the definition of critical infrastructure in
10 (2) be in the definitions under part 1 #4 ?
Maybe system critical financial services to
distinguish between a large bank or insurance
company vs. small money changers.

The "Critical infrastructure" clause should also
include areas such as agriculture-related
infrastructure (food security) (10.(2).(b))
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Cybercrime Bill 2017

TTCS comments / observations June 2017

TTCS comments / observations April 2018

Illegal devices 11 | (1) A person who - If this were to criminalise the use of security tools 11 (1) (b) raises the possibility that someone who
(a) produces, sells, procures for use, imports, (eg. Wireshark)? This is problematic for the entire discovers a vulnerability in a computer system
exports, distributes or otherwise makes available field of penetration testing and computer forensics. | and reports it responsibly and directly to the
or has in his possession - owners of the computer system could be charged.
(i) a device, or computer program, that is designed | However the last phrase in 11 a (ii) seems to look at | This should not be. Furthermore, if a person
or adapted for the purpose of committing an the intent behind of the use of these programs. So | publicly discloses the security vulnerability after
offence under this Act; or a network admin using pen testing tools is fine but a | good faith efforts (90 days is the convention for
(i) a computer password, access code or similar hacker using the same tools to break into an responsible disclosure), s/he is liable for
data by which the whole or any part of a computer | organization has committed an offence. conviction under this Act.
system, computer data storage device or computer
data is capable of being accessed, The language needs to accommodate legitimate Given that simple possession can be considered
with the intent that it be used for the purpose of users who are engaged in securing computer as committing an offence, we are concerned at
committing an offence under this Act; or networks. the effect this would have on persons learning

cybersecurity. The definition can be broadly
(b) intentionally and without lawful excuse or 11 (1) (b) seems to be misplaced here under a applied to any computer or device “modified”.
justification discloses a computer password, access | heading of “illegal devices” and perhaps could be
code or similar data by which the whole or any part | deleted or merged with 12. In addition to the use of these security tools (eg.
of a computer system, computer data storage Wireshark) by Computer Security professionals,
device or computer data can be accessed - Software Developers also utilize software of this
(i) for unlawful gain, whether for himself or another type during the course of their regular work. This
person; clause would have the effect of severely
(i) for an unlawful purpose; or hampering the ICT Sector.
(iii) knowing that it is likely to cause unlawful
damage,
commits an offence.
(2) A person who commits an offence under
subsection (1) is liable -
(@) on summary conviction to a fine of two hundred
thousand dollars and imprisonment for three
years; or
(b) on conviction on indictment to a fine of five
hundred thousand dollars and imprisonment for
five years.
Unauthorised 12 | (1) A person who, through authorised or Need clear definition on matters of "national National Security of the State should be defined

granting of access to

unauthorised means, obtains or accesses computer

security”

in this Bill. For example, would the term “National
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computer data

data which -

(a) is commercially sensitive or a trade secret;

(b) relates to the national security of the State; or
(c) is stored on a computer system and is protected
against unauthorized access,

and intentionally and without lawful excuse or
justification grants access to or gives the computer
data to another person, whether or not he knows
that the other person is authorised to receive or
have access to the computer data, commits an
offence.

2) A person who commits an offence under this
section is liable -

(@) on summary conviction to a fine of two hundred
thousand dollars and imprisonment for three
years; and

(b) on conviction on indictment to a fine of five
hundred thousand dollars and imprisonment for
five years.

The latter clause regarding justification (“lawful
excuse”) though may be the intended link to
possible whistleblower legislation which is needed.

As stated before, there needs to be to be some form
of protection for whistleblowers, journalists, and
news media.

Security” apply to State Enterprises, or strictly
Government Ministries? Can it apply to data and
systems in all Ministries, or only in specific
Ministries?

We have reviewed this and withdraw the
comments on how this clause applies to
whistleblowers.

12 (1) (a) is missing an ‘or’ at the end.

Computer Data Storage Media such as CDs or
DVDs do not seem to be covered under the
definition of “Computer System” used in 12 (1) (c);

Therefore 12 (1) (c) should be updated to say
“stored on a computer system or computer data
storage medium” or “apparatus” as defined in 21

(5).

TTCS comments / observations June 2017

TTCS comments / observations April 2018

Computer-related
forgery

13

(1) A person who, intentionally and without lawful
excuse or justification inputs, alters, deletes or
suppresses computer data, resulting in inauthentic
data, with the intent that it be considered or acted
upon as if it were authentic, regardless of whether
or not the data is directly readable and intelligible,
commits an offence and is liable -

(@) on summary conviction to a fine of three
hundred thousand dollars and imprisonment for
three years; or

(b) on conviction on indictment to a fine of five
hundred thousand dollars and imprisonment for
five years.

Just noticed that point (2) of this computer forgery
has nothing to do with forgery. It speaks about
email spamming and may need to be place at
another area in the document.

We withdraw the comment relating to email
spamming.

We note that this clause relates to the issues of
“fake news”, “photoshopping of images”, and
creating fake video and audio files. (Reference

the use of Adobe VoCo or Lyrebird)

With regard to 13 (2), and in conjunction with the
definition of “electronic mail message” - we note
the issue of unsolicited vs agreed to
communications.
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(2) A person who commits an offence under
subsection (1) by sending out multiple electronic
mail messages from or through a computer
system, is liable on conviction to a fine of two
hundred thousand dollars and imprisonment for
three years, in addition to the penalty set out in
subsection (1).

Computer-related 14 | (1) A person who, intentionally and without lawful | Just an observation that this would target
fraud excuse or justification - ransomware like the recent Wannacry
(a) inputs, alters, deletes or suppresses computer | (https://en.wikipedia.org/wiki/WannaCry_ransomwa
data; or re_attack)
(b) interferes with the functioning of a computer
system, This doesn't appear to cover other types of malware
(https://en.wikipedia.org/wiki/Malware) such as
with the intent of procuring an economic benefit viruses but this appears to be covered under clause
for himself or another person and thereby causes |9
loss of, or damage to, property, commits an
offence.
(2) A person who commits an offence under
subsection (1) is liable -
(@) on summary conviction to a fine of one million
dollars and imprisonment for five years; or
(b) on conviction on indictment to a fine of two
million dollars and imprisonment for ten years.
TTCS comments / observations June 2017 TTCS comments / observations April 2018
Identity-related 15 | A person who intentionally transfers, possesses or

offences

uses a means of identification, other than his own,
with the intent of committing an unlawful act
through the use of a computer system, commits an
offence and is liable -

(@) on summary conviction to a fine of three
hundred thousand dollars and imprisonment for
three years; or

(b) on conviction on indictment to a fine of five
hundred thousand dollars and imprisonment for
five years.
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Violation of privacy

16.

(1) A person who intentionally and without lawful
excuse or justification -

(a) captures; or

(b) stores in, or publishes or transmits through a
computer system,

the image of the private area of another person
without his consent, where the other person has a
reasonable expectation that he could disrobe in
privacy, or that his private area would not be
visible to the public regardless of whether heisin a
public or private place,

commits an offence.

(2) A person who commits an offence under
subsection (1) is liable -

(@) on summary conviction to a fine of one hundred
thousand dollars and imprisonment for two years;
and

(b) on conviction on indictment to a fine of five
hundred thousand dollars and imprisonment for
three years.

(3) For the purposes of this section, “private area”
means the genitals, pubic area, buttocks or breast.

Would the images of private areas of a person also
apply if persons were in undergarments when
images were taken?

We withdraw the comment.

Causing damage by
electronic mail
message

17

(1) A person who maliciously initiates, relays or
re-transmits an electronic mail message from or
through a computer system and thereby causes
damage to a computer system commits an offence.

(2) A person who intentionally falsifies the header
information of an electronic mail message for the
purpose of committing an offence under
subsection (1) commits an offence.

(3) A person who commits an offence under this
section is liable -
(@) on summary conviction to a fine of three

Just curious about how intent is proven. Email
worms that spread themselves or users who
unknowingly forward these messages could be a
tricky issue.

The given definition of electronic mail message
“‘electronic mail message” means an unsolicited
data message, including electronic mail and an
instant message;”

covers only unsolicited messages; messages
delivered via mailing lists or group chats may
technically be solicited, but damaging or
malicious messages from such lists/chats would
still be undesirable.

Of course, intent is important here.
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hundred thousand dollars and imprisonment for
three years; and

(b) on conviction on indictment to a fine of five
hundred thousand dollars and imprisonment for
five years.

Causing harm by
communication
using a computer
system

18

(1) A person who uses a computer system to
communicate with the intention to cause harm to
another person commits an offence.

(2) In determining whether an offence is
committed under this section, the Court may take
into account any factor which it considers relevant,
including -

(a) the extremity of the language used in the
communication;

(b) the age and characteristics of the person
involved;

(c) whether the communication was anonymous;
(d) whether the communication was repeated,;

(e) the extent of circulation of the communication;
(f) whether the communication is true or false; and
(g) the context in which the communication
appeared.

(3) A person who commits an offence under this
section is liable -

(@) on summary conviction to a fine of one hundred
thousand dollars and to imprisonment for three
years; and

(b) on conviction on indictment to a fine of two
hundred and fifty thousand dollars and
imprisonment for five years.

(4) For the purposes of this section, “harm” means
serious emotional distress.

This area is problematic. Clauses like this have
already been used in other Caribbean countries to
suppress free speech by activists. Any comment
criticizing a public figure could be construed as
causing serious emotional distress.

The concept of a public figure should change the
level of activity that constitutes “causing harm”.
Public figures should and do, expect a certain
amount of comment on their public activities. This is
not the case for private citizens. The bar for “harm”
should be set much higher for public figures.

“Serious emotional distress” is not the only
repercussion that may arise - for example, doxxing,
or the release of personal information, such as
phone numbers and addresses, can lead to actual
physical harm.

Perhaps to cover this, Part 4 “harm” should be
changed to

“For the purposes of this section, “harm” includes
serious emotional distress.”

Reputational damage is already covered by existing
law.

With regard to comments from our membership
on this Clause - there were two contradictory
lines of thought. One tended towards the use of
current law as sufficient to deal with
cyberbullying, while the other agreed that Clause
18 was necessary, and looked to make comments
to support and improve this Clause. Therefore,
please forgive us for submitting comments that
may seem to be contradictory.

1) What happens when a person communicates
with the intention to cause harm to another
person? Whilst cyberbullying is an offence under
this proposed Bill, is there a legislative equivalent
for bullying that occurs without the use of
computer systems?

We note as an example The Summary Offences
Act Chap 11:02 Section 49.

"49. Any person making use of any insulting,
annoying or violent language with intent to, or
which might tend to, provoke any other person to
commit a breach of the peace, and any person
who uses any obscene, indecent or profane
language to the annoyance of any resident or
person in any street or of any person in a place to
which the public is admitted or has access, or
who fights or otherwise disturbs the peace, is
liable to a fine of two hundred dollars or to
imprisonment for thirty days."

2) “Serious emotional distress” is not the only
repercussion that may arise - for example,
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doxxing, or the release of personal information,
such as phone numbers and addresses, can lead
to actual physical harm.

Perhaps to cover this, Part 4 “harm” should be
changed to “For the purposes of this section,
“harm” includes serious emotional distress.”

3) The concept of a public figure should change
the level of activity that constitutes “causing
harm”. Public figures should, and do, expect a
certain amount of comment on their public
activities. This is not the case for private citizens.
The bar for “harm” should be set much higher for
public figures.

A “public figure” needs to be defined for the
purposes of this law.

International experience suggests that laws which
aim to protect public people against vaguely
defined forms of emotional distress can be
abused, for example by politicians to suppress
legitimate criticism - notwithstanding the “thick
skins” of politicians under the Westminster
model.

We note that the police have additional tools to
combat several forms of harmful online speech
such as Section 16, Violation of Privacy, Section 19
- Intent to extort a benefit and offences in the
Offences Against the Person Act.

4) With regard to the extent of language being
defined as “harmful”.

Digital discourse often turns very nasty, especially
when it is anonymous. Some commentators
defend their hateful or malicious online behavior
as “parody” or “satire.”
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We note that in general, the only things that can
be parodied are copyrightable works, which does
not include people. Additionally, a work only
qualifies as a parody if it comments critically on
the work from which it borrows.

Satire, or the the use of humour, irony,
exaggeration, or ridicule to expose and criticize
people's stupidity or vices, particularly in the
context of contemporary politics and other
topical issues, is effective as social commentary
because it is based in truth. However, we believe
that given the focus on social commentary in the
definition, the concept of a satirical post,
comment, or message that focuses on a private
person, especially a child, is beyond the line.
However, we must also be careful to ensure that
forms of satirical or ironic posts not be targeted
in an overly broad definition of cyberbullying,
leading to possible infringement of free speech.

Intent to extort a
benefit

19

A person who uses a computer system with the
intent to extort a benefit from another person by
threatening to publish computer data containing
personal or private information which can cause
public ridicule, contempt, hatred or
embarrassment commits an offence and is liable -
(@) on summary conviction to a fine of one hundred
thousand dollars and to imprisonment for three
years; and

(b) on conviction on indictment to a fine of two
hundred and fifty thousand dollars and
imprisonment for five years.
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PARTIII - ENFORCEMENT

TTCS comments / observations June 2017

TTCS comments / observations April 2018

Jurisdiction

20

(1) A Court in Trinidad and Tobago shall have jurisdiction in
respect of an offence under this Act where the act constituting
the offence is carried out -

(a) wholly or partly in Trinidad and Tobago;

(b) by a citizen of Trinidad and Tobago, whether in Trinidad and
Tobago or elsewhere; or

(c) by a person on board a vessel or aircraft registered in
Trinidad and Tobago.

(2) For the purpose of subsection (1)(a), an act is carried out in
Trinidad and Tobago if -

(a) the person is in Trinidad and Tobago at the time when the
act is committed;

(b) a computer system located in Trinidad and Tobago or
computer data on a computer data storage device located in
Trinidad and Tobago is affected by the act; or

(c) the effect of the act, or the damage resulting from the act,
occurs within Trinidad and Tobago.

(3) Subject to subsection (1), a Summary Court has jurisdiction
to hear and determine any offence under this Act, if -

(a) the accused was within the magisterial district at the time
when he committed the offence;

(b) a computer system, containing any computer program or
computer data which the accused used, was within the
magisterial district at the time when he committed the offence;
or

(c) damage occurred within the magisterial district, whether or
not paragraph (a) or (b) applies.

This does seem to clear the way for
charging someone whose data is hosted on
outside cloud services (Facebook, Twitter,
web hosting companies) given the phrasing
of “offence is carried out wholly or partly in
Trinidad and Tobago” if the effect of the act
or the damage resulting from the act,
occurs within Trinidad and Tobago.

20 (1) (a) is missing an ‘or’ at the end.
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Search and seizure

21

(1) Where a Magistrate is satisfied on the basis of information
on oath by a police officer that there is reasonable ground to
believe that there is in a place an apparatus or computer data -
(a) that may be material as evidence in proving an offence
under this Act; or

(b) that has been acquired by a person as a result of an offence
under this Act,

he may issue a warrant authorizing a police officer, with such
assistance as may be necessary, to enter the place to search for
and seize the apparatus or computer data.

(2) If a police officer who is undertaking a search under this
section has reasonable grounds to believe that -

(a) the computer data sought is stored in another apparatus; or
(b) part of the computer data sought is in another place within
Trinidad and Tobago,

and such computer data is lawfully accessible from, or available
to the first apparatus, he may extend the search and seizure to
that other apparatus or other place.

(3) In the execution of a warrant under this section, a police
officer may, in addition to the powers conferred on him by the
warrant -

(a) activate an onsite computer system or computer data
storage media;

(b) make and retain a copy of computer data;

(c) remove computer data in a computer system or render it
inaccessible;

(d) take a printout of the output of computer data;

(e) impound or similarly secure a computer system or part of it
or a computer data storage medium; or

(f) remove a computer system or computer data storage
medium from its location.

(4) A police officer who undertakes a search under this section
shall secure any apparatus and maintain the integrity of any
computer data that is seized.

(5) For the purpose of this section, “apparatus” includes -
(a) a computer system or part of a computer system; or

Police officers and court officers need to be
trained and educated on the implications of
this clause. If the place where an apparatus
or computer data that may be material as
evidence in proving an offence is a third
party hosting center or business place, the
seizing of apparatus or computer data
under clause 3(c) (“ remove computer data
in a computer system or render it
inaccessible;") could collect data from other
users not in the warrant and also severely
disrupt the business operations of such a
company and other users of the said
apparatus.

We reiterate our original comments from
2017, as well as our general comment under
“Collateral Damage”:

Police officers and court officers need to be
trained and educated on the implications of
this clause. If the place where an apparatus
or computer data that may be material as
evidence in proving an offence is a third
party hosting center or business place, the
seizing of apparatus or computer data under
clause 3(c) (“ remove computer data in a
computer system or render it inaccessible;"”)
could collect data from other users not
subject to the warrant and also severely
disrupt the business operations of such a
company and other users of the said
apparatus.

As businesses in Trinidad and Tobago move

more to cloud services, this becomes more
relevant.
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(b) a computer data storage medium.

TTCS comments / observations June 2017

TTCS comments / observations April 2018

Assistance 22 | (1) A person who has knowledge about the functioning of an We note that this clause would allow for Apparatus definition from 21 isn't specified
apparatus, or measures applied to protect computer data, that | encrypted data to be decrypted or person’s | here
is the subject of a search warrant shall, if requested by the mobile phones to be unlocked.
police officer authorised to undertake the search, assist the
officer by - When devices and data are decrypted or In the case of encrypted data, it must be
(a) providing information that facilitates the undertaking of the | unlocked in this way, there’s the risk of noted that an entity in charge of storage of
search for and seizure of the apparatus or computer data private legitimate communications with this data may not have the ability to decrypt
sought; innocent third parties being exposed. the data.
(b) accessing and using an apparatus to search computer data
which is stored in, or lawfully accessible from, or available to, If the data on the apparatus is provided by
that apparatus; a third party (business, data center), is
(c) obtaining and copying computer data; or encrypted by a user, it cannot be expected
(d) obtaining an intelligible output from an apparatus in such a | for such a third party to be able to decrypt
format that is admissible for the purpose of legal proceedings. | such information.
(2) A person who fails to comply with this section commits an It must be acknowledged that in certain
offence and is liable on summary conviction to a fine of one instances, for example in the case of data
hundred thousand dollars and imprisonment for one year. encrypted by a third party or technical
deficiency on the part of the person, it may
not be reasonable or even possible for the
person to be of assistance in producing the
required data or access. In such cases, it
would not be advisable for such a person to
be unfairly prosecuted.
Order for removal | 23 | If a Magistrate is satisfied on the basis of information on oath This clause is problematic to implement.

or disablement of
data

by a police officer that an internet service provider or any other
entity with a domain name server is storing, transmitting or
providing access to information in contravention of this Act or
any other written law, the Magistrate may order the internet
service provider or other entity with a domain name server to
remove, or disable access to, the information.

According to the Internet Society’s White
Paper titled “Perspectives on Internet
Content Blocking: An Overview” dated
March 2017 at

et-content-blocking :

“The Internet Society believes the most

appropriate way to counteract illegal
content and activities on the Internet is to
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attack them at their source. Using filters to
block access to online content is inefficient,
likely to be ineffective, and is prone to
generate collateral damage affecting
innocent Internet users.”

The Internet Society report should be read
in its entirety at

Y : dod/i
Production Order 24 | If a Magistrate is satisfied on the basis of information on oath Again, as mentioned in clause 22 Physical possession of the apparatus does
by a police officer that computer data, a printout or other comments, not necessarily infer access to the data as it
information is reasonably required for the purpose of a criminal | if the data on the apparatus provided by a may be encrypted or otherwise restricted
investigation or criminal proceedings, the Magistrate may order | third party (business, data center) is and the entity may not be able to provide full
- encrypted by a user, it cannot be expected | access to the data in question.
(a) a person in Trinidad and Tobago who is in control of an for such a third party to be able to decrypt
apparatus, to produce from the apparatus computer data or a such information. It is noted that Parliament can pass laws
printout or other intelligible output of the computer data; or where the Act is inconsistent with the
(b) an internet service provider in Trinidad and Tobago to Forcing a person to unlock their device or Constitution.
produce information about a person who subscribes to, or decrypt their data can be considered a form
otherwise uses his service. of self-incrimination, which is inconsistent
with the provisions of Section 5 of the
Constitution:
“Parliament may not...authorise a Court,
tribunal, commission, board or other
authority to compel a person to give
evidence unless he is afforded protection
against self-incrimination and, where
necessary to ensure such protection, the
right to legal representation”
hILp.LL[gLiJ_egaLaﬁalLsﬁgMLLamZLCQnﬂﬂu_t. if
Expedited 25 [ (1) A Magistrate may, if satisfied on an ex parte application by a | Especially in the case of multimedia data, What happens when the data gets modified

preservation

police officer of the rank of Superintendent or above, that there
are grounds to believe that computer data that is reasonably
required for the purpose of a criminal investigation is
vulnerable to loss or modification, authorise the police officer to
require a person in control of the computer data, by notice in

storage and retrieval/transmission costs
can be extremely expensive when stored
overseas, especially for the length of time
potentially required by this law. This can
have a severe impact on a third party

or corrupted through no fault of the person
notified in writing?
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writing, to preserve the data for such period not exceeding
ninety days as is stated in the notice.

(2) A Magistrate may, on an ex parte application by a police
officer of the rank of Superintendent or above, authorise an
extension of the period referred to in subsection (1) by a further
specified period not exceeding ninety days.

service or hosting provider, both on their
ability to service the request for storage
and their ability to continue running their
business.

TTCS comments / observations June 2017

TTCS comments / observations April 2018

Disclosure of details
of an order

26

(1) If an order under section 24 or a notice under section 25
stipulates that confidentiality is to be maintained, a person who
is the subject of the order or notice and who intentionally and
without lawful excuse or justification discloses -

(a) the fact that the order or notice has been made;

(b) the details of the order or notice;

(c) anything done pursuant to the order or notice; or

(d) any data collected or recorded pursuant to the order,
commits an offence.

(2) A person who commits an offence under subsection (1) is
liable -

(@) on summary conviction to a fine of one million dollars and
imprisonment for three years; or

(b) on conviction on indictment to a fine of two million dollars
and imprisonment for five years.

It is not clear whether the person subject to
the order is able to challenge the order in
the courts in cases where the requirements
of clauses 24 and 25 are unreasonably
onerous or potentially damaging to their
business.

It is also unclear in this and other clauses in
the bill as to what happens to data
collected in investigations are no longer
needed or relevant by authorities. The data
collected must be properly secured for the
duration of the investigation and properly
destroyed or returned to the persons
subject to the order.

Information collected by authorities can
include sensitive data from unrelated third
parties and care must be taken to protect
their privacy.
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Disclosure of traffic | 27 | If a Magistrate is satisfied on the basis of information on oath It may not be technically feasible to
data by a police officer, that there are reasonable grounds to believe | accurately determine the entire path

that computer data stored in an apparatus is reasonably through which the data has passed; for

required for the purpose of a criminal investigation into a data | example, extensive logs may not have been

message, he may require a person to disclose sufficient traffic kept. ISPs should therefore not prosecuted

data about the data message to identify - for an inability to comply.

(a) the internet service provider; or

(b) the path, through which the data message was transmitted.

TTCS comments / observations June 2017 | TTCS comments / observations April 2018

Remote forensic 28 | (1)If aJudge is satisfied on ex parte application by a police

tools

officer, that there are reasonable grounds to believe that
computer data which is required for the purpose of a criminal
investigation into an offence listed in the Schedule cannot be
collected without the use of a remote forensic tool, the Judge
may authorise a police officer, with such assistance as may be
necessary, to utilise such tool for the investigation.

(2) An application made under subsection (1) shall contain the
following information:

(a) the name, and if possible, the address of the person who is
suspected of committing the offence;

(b) a description of the targeted computer system;

(c) a description of the required tool, and the extent and
duration of its utilization; and

(d) reason for the use of the tool.

(3) Where an application is made under subsection (1), the
Judge may order that an internet service provider support the
installation of the remote forensic tool.

(4) Where a remote forensic tool is utilised under this section -
(a) modifications to a computer system shall be limited to those
that are necessary for the investigation;

(b) modifications to a computer system shall be undone, so far
as possible, after the investigation; and

(c) the following information shall be logged:

This clause appears to contradict the

I . f C L \Ct 2010,
This clause should therefore be adjusted in
consideration of the powers already
conferred to authorities under this act.

Also, there may be a risk that a police
officer can plant false evidence through the
use of a remote forensic tool.

Potentially, a remote forensic tool could be
subverted by hackers and compromise the
suspect’s data and potentially other
unrelated computers connected to the
suspect’'s computer.

There may be an issue of jurisdiction.
Suppose the computer data is located
outside of Trinidad and Tobago, can this
clause allow for local courts to authorize
use of remote forensic tools in computers
outside of Trinidad and Tobago?

This clause appears to contradict the

I . f C L At 2010,
This clause should therefore be adjusted in
consideration of the powers already
conferred to authorities under this act.

In 25, a police officer of the rank of
Superintendent or higher makes a ex-parte
application as compared to this section
where a police officer of any rank can make
an ex parte application.

The risk of planting of false evidence by the
police officer is mitigated by items 4 and 5
under this section.

ISPs may not be in a position to provide
access to data stored within private networks
or on offline computer systems. 28 (3) may
need to be expanded to include the
administrators of private networks or those
who are in charge of offline computer
systems.
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(i) the technical means used;

(i) the time and date of the application;

(iii) the identification of the computer system and details of the
modification undertaken; and

(iv) the information obtained.

(5) The police officer responsible for a criminal investigation in
which a remote forensic tool is utilised under this section shall
ensure that any information obtained by the utilisation of the
remote forensic tool is protected against modification,
unauthorised deletion and unauthorised access.

(6) An authorization that is granted under this section shall
cease to apply where -

(a) the computer data sought is collected;

(b) there is no longer any reasonable ground for believing that
the computer data sought exists; or

(c) the conditions of the authorization are no longer present.

(7) The Minister may, by Order, amend the Schedule.

(8) For the purpose of this section, “utilise” includes -
(a) accessing a computer system;

(b) developing a remote forensic tool;

(c) adopting a remote forensic tool; or

(d) acquiring a remote forensic tool.

Order for payment
of additional fine

29

(1) Where a person is convicted of an offence under this Act and
the Court is satisfied that monetary benefits accrued to him as a
result of the commission of the offence, the Court may order
him to pay an additional fine in an amount equal to the amount
of the monetary benefits.

(2) Where damage is caused as a result of an offence under this
Act, the person convicted of the offence is liable to an additional
fine not exceeding the fine that the Court may impose for the
commission of the offence that caused the damage.

Order for payment
of compensation

30

(1) Where a person is convicted of an offence under this Act,
and the Court is satisfied that another person has suffered loss

Part 5 regarding who is the owner of the
computer data held in an apparatus is

Part 5 regarding who is the owner of the
computer data held in an apparatus is
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or damage because of the commission of the offence, it may, in
addition to any penalty imposed under this Act, order the
person convicted to pay a fixed sum as compensation to that
other person for the loss or damage caused or likely to be
caused, as a result of the commission of the offence.

(2) An order made under subsection (1) shall be without
prejudice to any other remedy which the person who suffered
the damage may have under any other law.

(3) The Court may make an order under this section of its own
motion or upon application of a person who has suffered
damage as a result of the commission of the offence.

(4) A person who makes an application under subsection (3)
shall do so before sentence is passed on the person against
whom the order is sought.

(5) For the purpose of this section, computer data held in an
apparatus is deemed to be the property of the owner of the
apparatus.

deemed to be the property of the owner of
the apparatus does not seem to take into
account cloud storage practices or
outsourcing of data storage where the
owner of the data is not necessarily the
owner of the device on which it is stored.

deemed to be the property of the owner of
the apparatus does not seem to take into
account cloud storage practices or
outsourcing of data storage where the owner
of the data is not necessarily the owner of
the device on which it is stored.

Forfeiture Order

31

(1) Subject to subsection (2), where a person is convicted of an
offence under this Act, the Court may order that any property -
(a) used for, or in connection with; or

(b) obtained as a result of, or in connection with,

the commission of the offence, be forfeited to the State.

(2) Before making an order under subsection (1), the Court shall
give an opportunity to be heard to any person who claims to be
the owner of the property or who appears to the Court to have
an interest in the property.

(3) Property forfeited to the State under subsection (1) shall vest
in the State—

(a) if no appeal is made against the order, at the end of the
period within which an appeal may be made against the order;
or

(b) if an appeal has been made against the order, on the final
determination of the matter, where the decision is made in
favour of the State.

(4) Where property is forfeited to the State under this section, it
shall be disposed of in the prescribed manner.

Subsection 4 should take into account the
possibility that sensitive data pertaining to
third-parties may be exposed and care
must be taken to protect or properly
destroy such data and equipment.

Subsection 4 should take into account the
possibility that sensitive data pertaining to
third-parties may be exposed and care must
be taken to protect or properly destroy such
data and equipment in the prescribed
manner.
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Order for seizure
and restraint

32

Where an ex parte application is made by the Director of Public
Prosecutions to a Judge and the Judge is satisfied that there are
reasonable grounds to believe that there is in any building,
place or vessel, any property in respect of which a forfeiture
order under section 31 has been made, the Judge may issue -
(a) a warrant authorising a police officer to search the building,
place or vessel for that property and to seize that property if
found, and any other property in respect of which the police
officer believes, on reasonable grounds, that a forfeiture order
under section 31 may be made; or

(b) a restraint order prohibiting any person from disposing of,
or otherwise dealing with any interest in, the property, other
than as may be specified in the restraint order.

Part IV - Internet Service Providers

TTCS comments / observations June 2017

TTCS comments / observations April 2018

No monitoring
obligation

33

(1) Subject to subsection (2), an internet service provider who
provides a conduit for the transmission of information, shall not
be responsible for -

(a) monitoring the information which he transmits or stores on
behalf of another in order to ascertain whether its processing
would constitute or give rise to liability under this Act; or

(b) actively seeking facts or circumstances indicating illegal
activity in order to avoid criminal liability under this Act.

(2) Subsection (1) does not relieve an internet service provider
from complying with any court order, injunction, writ or other
legal requirement, which obliges an internet service provider to
terminate or prevent an infringement based on any written law.

Access provider

34

(1) An access provider shall not be liable under this Act for
providing access and transmitting information if he does not -
(a) initiate the transmission;

(b) select the receiver of the transmission; or

(c) select or modify the information contained in the
transmission.
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(2) For the purpose of this section -

“access provider” means a person who provides a service to
facilitate the transmission of computer data between two or
more computer systems by transmitting information provided
by, or to a user of the service in a communication network or
provides access to a communication network;

“communication network” means a set of devices or nodes
connected by communication links, which is used to provide the
transfer of computer data between users located at various
points or other similar services; and

“transmit” or “provide access” includes the automatic,
intermediate and transient storage of information transmitted
in so far as it takes place for the sole purpose of carrying out the
transmission in the communication network, and provided that
the information is not stored for a period longer than is
reasonably necessary for the transmission.

Hosting provider

35

(1) A hosting provider shall not be liable for the storage of
information in contravention of this Act if -

(a) he expeditiously removes or disables access to the
information after receiving a lawful order from any appropriate
authority to remove specific illegal information stored; or

(b) upon obtaining knowledge or awareness, by ways other than
a lawful order from any appropriate authority, about specific
illegal information stored, he expeditiously informs the
authority to enable it to evaluate the nature of the information
and, if necessary, issue an order to remove the content.

(2) This section shall not apply when the user of the service is
acting under the authority or control of the hosting provider.

(3) For the purpose of this section -

“hosting provider” means a person who provides a service to
facilitate the transmission of computer data between two or
more computer systems by storing information provided by a
user of his service.

This may delay the ability of the Hosting
Provider to protect their network.

We withdraw the comment.

Caching provider

36

(1) A caching provider shall not be liable for the storage of
information in contravention of this Act if -
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(a) he does not modify the stored information;

(b) he complies with the condition of access to the stored
information;

(c) he updates stored information in accordance with any
written law or in @ manner that is widely recognised and used in
the information communication technology industry; or

(d) he does not interfere with the lawful use of technology,
widely recognised and used by the information communication
technology industry, to obtain data on the use of the stored
information,

and acts expeditiously to remove or to disable access to the
information he has stored upon obtaining knowledge of the fact
that -

(e) the stored information at the initial source of the
transmission has been removed from the network;

(f) access to the stored information has been disabled; or

(g) a Court has ordered the removal or disablement of the
stored information

(2) For the purpose of this section -

“caching provider” means a person who provides a service to
facilitate the transmission of computer data between two or
more computer systems by the automatic, intermediate and
temporary storage of information, where such storage is for the
sole purpose of making the onward transmission of the
information to other users of the service more efficient.

Hyperlink provider

37

(1) An internet service provider who enables the access to
information provided by another person, by providing an
electronic hyperlink, shall not be liable for information that is in
contravention of this Act if -

(a) the internet service provider expeditiously removes or
disables access to the information after receiving a lawful order
from any appropriate authority to remove the link; or

(b) the internet service provider, upon obtaining knowledge or
awareness, by ways other than a lawful order from any
appropriate authority, expeditiously informs the authority to
enable it to evaluate the nature of the information and if
necessary issue an order to remove the content.

As mentioned in clause 23, this clause is
problematic to implement. According to the
Internet Society's White Paper titled
“Perspectives on Internet Content Blocking:
An Overview” dated March 2017 at

) . ) loc/i
t-content-blocking :

“The Internet Society believes the most
appropriate way to counteract illegal
content and activities on the Internet is to
attack them at their source. Using filters to
block access to online content is inefficient,

While an ISP can restrict access to a
hyperlink's target, it cannot modify the
content or page containing the hyperlink. 37
(1) (a) should strike the words “removes or”;
an ISP can disable access to a URL, but
cannot remove a hyperlink.

(DT) Also, the use of the term "appropriate
authority" could create confusion as to who
has the power to expedite a lawful order.
Better to state clearly and give that power
to the 'judicial authority'.
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(2) For the purpose of this section -

“hyperlink” means a characteristic or property of an element
such as a symbol, word, phrase, sentence, or image that
contains information about another source and points to and
causes to display another document when executed.

likely to be ineffective, and is prone to
generate collateral damage affecting
innocent Internet users.”

Search engine
provider

38

A provider who makes or operates a search engine that either
automatically, or based on entries by others, creates an index of
internet-related content or, makes available electronic tools to
search for information provided by another person, shall not be
liable under this Act for the search results if the provider -

(a) does not initiate the transmission; or

(b) does not select the receiver of the transmission; or

(c) does not select or modify the information contained in the
transmission.

Part V - Miscellaneous

TTCS comments / observations June 2017

TTCS comments / observations April 2018

Regulations

39

(1) The Minister may make Regulations prescribing all
matters that are required to be prescribed under this Act and
for such other matters as may be necessary for giving full
effect to this Act and for its proper administration.

(2) Regulations made under this section shall be subject to
negative resolution of Parliament.

Review of the Act

40

The Minister shall cause the Act to be reviewed at least once
every three years from the date on which it comes into
operation.

Does this imply that the act expires if not
renewed every three years?

We withdraw the comment.

Repeal of Chap. 11:17

41

The Computer Misuse Act is repealed.
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SCHEDULE - OFFENCES

Offences involving treason under the Treason Act, Chap. 11:03

2 | Offences against the person, namely -
(a) Murder
(b) Manslaughter
3 | Offences involving kidnapping
4 | Drug trafficking, namely -
(a) Trafficking in dangerous drugs;
(b) Possession of a dangerous drug for the purpose of trafficking
5 | Unlawful possession of a firearm or ammunition
6 | Offences involving a terrorist act
7 | Trafficking in persons or trafficking in children
8 | Offences involving child pornography
9 | Offences involving fraud
10 | Offences involving corruption
11 | Offences involving money laundering
12 | Offences affecting critical infrastructure
13 | Tax offences
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APPENDIX I

Matrix of Clause by Clause
Consideration of Submissions
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MATRIX OF LEGISLATIVE ISSUES RAISED IN COMMENTS

SUBMITTED TO THE JOINT SELECT COMMITTEE ON THE

CYBERCRIME BILL, 2017 - CLAUSE SPECIFIC

PREAMBLE

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

Media Association
of Trinidad and
Tobago

The preamble to
the Bill
acknowledges
that it is
inconsistent with
the right to
freedom of the
press.

While the Bill
acknowledges that it is
inconsistent with
sections 4 and 5 of the
Constitution, it should
be noted that the rights
affected by the Bill
does not relate to
freedom of the press.
The affected rights
would be the right to
freedom of expression,
the right to private and
family life and the
right to protection
against self-
incrimination.

Telecommunications
Authority of
Trinidad and
Tobago

The Bill may
allow for the
infringing of a
person’s right to
private and
family life, in
particular  the
grant of Orders
to access a
person’s
information
stored on a
computer system
or network.

The Bill acknowledges
the breach of the
constitutional right by
its requirement that it
be passed with a
special majority.
Further, the grant of an
Order is made by a
Court and so this will
ensure that some
balancing of rights and
security issues take
place before an Order
is granted.
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CLAUSE 1 (Short Title) - NO COMMENT

CLAUSE 2 (Commencement) —- NO COMMENT

CLAUSE 3 (Act inconsistent with Constitution) —= NO COMMENT

CLAUSE 4 (Interpretation)

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT
SELECT COMMITTEE

Telecommunications
Services of Trinidad
and Tobago

The  definition  of
‘internet service
provider’ should be
narrowed to its usual
meaning of a person
who provides access to
the internet.

e It is the intention
that the definition
be wide enough to
capture all  the
persons set out in
Part IV. It is not the
intention that the
term be limited to
the persons who
provide access to
the internet only.
Further, it should be
noted that Part 1V,
which deals with
internet service
providers, seeks to
provide protection
for the identified
internet service
providers.

Columbus
Communications

A definition for the
term ‘damage’ should
be included in the Bill
as follows: “damage”
means any impairment
to a computer system,
or to the integrity or
availability of
computer data, that (a)
causes economic loss;

¢ No objections to the
inclusion of a
definition for the
term ‘damage’.
However, the
definition provided
appears to  be
limited in scope.
Consideration can
be given to
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STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT
SELECT COMMITTEE

(b) modifies or impairs
or potentially modifies
or impairs the medical
examination, diagnosis,
treatment or care of one
or more persons; (C)
causes or threatens
physical injury or death
to any person; (d)
threatens public health
or public safety; or (e)
causes or threatens
physical damage to a
computer.

including a wider
definition than the
one provided.

Trinidad and

Tobago Police
Service

The term ‘computer’
should be defined and
it should include a list
of devices that would
be classified as
computers with a
definition for each.

The term
‘manipulation of
communication’

should be defined.

The term ‘damage’
should be defined to
include, except for the
purpose of section 13,
any impairment to a
computer or the
integrity or availability
of any program or data
held in a computer that
(a) causes financial
loss aggregating in at
least a specified sum of

e The

more
specifically the Bill
defines each term,
the more danger
there is that some
element or device
would not be
captured. Further, it
appears that the
definition of
‘computer system’
would be wide
enough to cover all
things that are
currently
considered as
computers now.

e Clarification is

needed on what is
meant to be
captured by this
term.

e No objections to the

inclusion of a
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STAKEHOLDER COMMENT RESPONSE OF THE DECISION OF JOINT
OFFICE OF THE SELECT COMMITTEE
CHIEF
PARLIAMENTARY
COUNSEL

money, (b) the loss definition for the

incurred should be term ‘damage’.

taken into However, the

consideration if the
loss occurred within a
time frame that is
specified in the Bill,
(c) modifies or
impairs, or potentially
modifies or impairs,
the medical

definition provided
appears to  be
limited in scope.
Consideration can
be given to
including a wider
definition than the
one provided.
Further, not clear
why clause 13 was
exempted from the
definition.

Trinidad and
Tobago Police
Service (Cont’d)

Examination, diagnosis,
treatment or care of a
person, (d) causes or
threatens physical injury or
death to person, (e)
threatens the public
interest.

Ester Research

e In the definition of
“computer system”, the
word
‘telecommunications’
should be as the term
currently seems to
suggest that it is in
reference to the
personal computer or

strictly a computer
device or storage
system only.

e (2 The term

“telecommunications”
should be defined to
ensure that it includes
access of Smart TVs,

e The definition of

“computer system”
is intended to
capture all the
devices which were
mentioned.
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STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT
SELECT COMMITTEE

cell phones, radios or
electric sound devices,
satellites, cable TV
devices, camera
surveillance etc, which
all have computerized
systems.

A. Dickson, Dr. K.
Moore

It is imprudent to draft
legislation that
addressed  legislative
gaps exclusively in the
domain of computer
systems, since conduct
that can be performed
with the aid of a
computer system can
be performed with the
aid of alternative
equipment and
communication
channels. For instance,
conduct that constitutes
aviolation of privacy as
defined in the Bill can
easily be committed
without the use of a
computer system.

e The definition of
“computer system”
is broad enough to
not only capture
computers, but also
cell phones and
other devices which
are cited by the
stakeholder.

Taran Rampersad

The use of the word
‘unsolicited” in the

definition of
“electronic mail
message” should be

reserved for what is
popularly known as
spam as electronic mail
messages may also be
solicited.

Paragraph (d) in the
definition of ‘hinder’ is

e The word
“unsolicited” was
included in the
definition in order
to distinguish an
electronic mail
message from a
data message, as
defined under the
Electronic
Transactions  Act.
As such the term
“electronic mail
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STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT
SELECT COMMITTEE

problematic because no
context is provided. It
describes functions that
can  be  perfectly
legitimate in designed
use of systems.

message”’ is
therefore intended
to refer to spam
only.

e The intent of the

definition is not to
speak  to the
outcome/result  of
the interference or
hindrance. The
outcome/result

would be an
element of the

offence which
would be addressed
in the relevant

clause creating the
offence.

Pinaka Technology
Solutions

The definition of the
term “remote forensic
tools” is misleading as
the functionalities
mentioned are a bare
minimum of what these
tools are capable of.

e The definition of

the term is broad
enough to capture
more than
keystroke logging
or transmission of
an internet protocol
address. The use of
the word “includes”
simply means that
these actions should
be among the
functionalities, not
that these are the
only features of the
tools.

AMCHAM

Uncertain why
solicitation IS a
component of the
definition of ‘electronic
mail message’.

e No objections to

amending the Bill
to make solicitation
a component of the
offence as opposed
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STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT
SELECT COMMITTEE

to including it in the
definition, as it
would be better
suited in the
substantive

provision.
Clause 5: lllegal access to a computer system
STAKEHOLDER COMMENT RESPONSE OF DECISION OF JOINT SELECT
THE OFFICE OF COMMITTEE
THE CHIEF

PARLIAMENTARY

COUNSEL

Media Association

This clause has the

A general stand- | o

of Trinidad and potential to alone exemption is
Tobago criminalise not advisable as
whistleblowing, this would have
thereby stifling the the effect of
journalistic process. creating a general
A stand-alone defence. Also, it
public interest would require a
exemption should Court to determine
be included in the whether the
Bill. ‘exemption’
applies.
Consideration
may be given to
the inclusion of
the exemption in
the relevant
section.
Trinidad and The term ‘access’
Tobago Police should be defined. | e (2) If the words are
Service included as a

(2) There should be
a reverse burden of
proof as it relates to
‘without lawful

defence then
innocent  persons
will automatically
be captured and
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excuse or
justification’ as the
defendant would be
in the better
position to prove
the defence.

have to prove their
defence. However,
if the clause is left
as is then it would
be more difficult
for the prosecution
to prove the
offence.

Esther Research

This clause should
also make reference
to instances where
persons gain access
to computer
systems through
surveillance
systems, to ensure
that even though a
person does not
physically/manually
access a computer
system, an instance
where a
surveillance device
is used by someone
other than the
authorities is
captured.

The word “access”
should be broad
enough to capture
the circumstances
mentioned.

Leslie J. Charles

The low threshold
required to commit
the offence of
illegal access to a
computer system is
quite often made
proportionate in
accordance with
Article 2 of the
Council of Europe
Convention on
Cybercrime by
additional
requirements, e.g.
intent to unlawfully
obtain computer
data.

The main
recommendation
in Article 2 is that
parties ought to
legislate for the
criminalization of
intentionally and
without right,

accessing
computer  data.
The other

recommendations
are discretionary.
Further, illegal
acquisition of data
is dealt with in
clause 8.
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Mukta Balroop

This clause should
be a separate sub-
provision for
“acquisition of
computer data” to
obviate the need for
clause 8(1) whilst
maintaining the
distinct nature of
the offences.

This clause could
include as another
sub-provision, the
specified classes of
“clause 12” data,
except for national
security which is
already captured in
clause 10(2).

Clauses 5 and 8(1)
create  different
offences. Clause 5
is intended to
criminalise the
deliberate
unauthorized
intrusion into a
computer system.
The mere
unauthorized
intrusion, separate
and apart from any
further crime, such
as is provided for
in clause 8(1) is
meant to  be
criminalized as it
is an impediment
to a legitimate
user.

Clause 12 seeks to
more severely
penalize  persons
who illegally
access or obtain
particular types of
computer data and
who then
intentionally and
without lawful
excuse or
justification grant
access to that data
to another person.

Mukta Balroop
(Cont’d)

(3) Clause 5 should
be the clause that
deals with the
offence of illegal
access to a
computer system
and/or acquisition
of data. Reference
IS made to section

(3) The comments
seems directed
towards the style
of setting out the
offences in the Bill
when compared to
Nigeria’s Bill.
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6(1) of Nigeria’s
Cybercrimes
Prohibitions
Prevention Act,
2015.

Centre for Law
and Democracy

The prohibition is
so broad that it
includes perfectly
legitimate online
activity.

The intent of the
provision is to
criminalise

particular  online
activity where the
activity is done
intentionally and
without lawful
excuse or
justification.

Trinidad and Noted that a person No objections to | e
Tobago Computer who accesses an addressing the
Society unsecured Wifi concern raised
could be charged
under this clause. (2) This is a matter
of policy.
(2) The fines are However, it
too high and should should be noted
bear some that the economic
resemblance to their damage resulting
nearest offline from an online
equivalence. offence may be
much higher than
a similar offline
offence.
OAS The offence is “Without lawful | e
defined very excuse or

broadly and may
include not only
potentially harmful
activity but also
regular behavior on
the internet,
including free
speech. The
inclusion of the
clause “without
lawful excuse or
justification” may
not prevent abuse.

justification”

would be an
element of the
offence. As such
the  prosecution
would have to
prove this first
before a person
would have to
disprove it by way
of a defence.
Furthermore,

section 5(2)(f) of
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On the contrary, the
clause seems to
create a
presumption of
criminality by
shifting the onus on
users to justify their
conduct and they
are operating
legitimately rather
than clearly
defining the
prohibited conduct.

the  Constitution
of Trinidad and
Tobago provides
that while it is
one’s
constitutional
right to be

presumed
innocent until
proven guilty,

“this shall  not
invalidate a law by
reason only that
the law imposes
on any such
person the burden

of proving
particular

facts...”. Also the
term “lawful

excuse” or “lawful
justification” s
one which has
been interpreted
by the Court. As
such, it is not a

vague term.
University of The clause will The clause | o
Trinidad and chill security stipulates that an
Tobago research in Trinidad offence would
and Tobago as only be committed
accessing computer where the persons
networks is the accesses the
definition of their computer system
jobs. There should without lawful
be a carve-out and excuse and
protection for justification and as
cybersecurity such a person who
research and is employed or
business and white- contracted to
hat and gray-hat perform the
hackers. services  should
not be captured.
AMCHAM The clause should Clause 8 makes it | o

make it an offence

an offence to
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to illegally access a
file on a system and
not just to illegally
access a computer
system.

illegally access a

computer system
and obtain
computer  data.

‘Computer data’,
as defined, would
include both a
program and a file.
As such there
appears to be no
need to create a
new offence in the
Bill.

Clause 6: lllegally remaining in a computer system

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT
SELECT COMMITTEE

Media Association
of Trinidad and

This clause has
the potential to

A general stand-alone
exemption is  not

Tobago criminalise advisable as this would
whistleblowing, have the effect of
thereby stifling creating a  general
the journalistic defence and it would
process. A stand- require a Court to
alone public determine whether the
interest exemption ‘exemption’  applies.
should be Consideration may be
included in the given to the inclusion of
Bill. the exemption in the

relevant section.
Trinidad and The words “after | e The use of the
Tobago Police authorized access additional words are not
Service has expired’ necessary as the offence

should be
included.

speaks to  ‘without
lawful excuse’.
However the words can
be included for clarity.

A. Dickson, Dr. K.
Moore

This offence is not
recognized by the
international
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community as a
cybercrime. Given
the commitment
of the Attorney
General to
harmonize our
cybercrime
legislation with
international best
practice, it should
be removed.

Leslie J. Charles

Either: (a) Delete
clause 6 in
keeping with the
rationale of
Article 2 of the
Europe
Convention on
Cybercrime; or (b)
retain clause 6 to
cater for the
circumstance
where someone
remotely remains
in a computer
system by creating
a backdoor
allowing
unfettered illegal
access at any time.
The penalty can
then be applied in
addition to the
penalty prescribed
in clause 5 as it
would then be
reasonable to
deduce that in
order to remain in
the computer
system, one must
first access it. If
clause 6 is
deleted, replace it
with a new clause

Clause 6 of the Bill as
drafted already caters
for the instance cited by
way of example, as the
words “remains logged
into a computer
system...or continues
to use a computer
system” are  broad
enough in scope to
capture such a situation.
The Court does not need
guidance/assistance in
making a determination
as to whether a person
committed an act with
or  without lawful
justification. There is
ample case law on this.
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6 which would
give guidance to a
Court or the DPP
on the definition
of the word
“justification”. If
clause 6 is
retained and
reworded to
contain the
suggestion made
in (b) above, then
it would be
beneficial to add
clause 6 to the
other clauses for
which the
definition of the
word
“justification”

may apply.

Mukta Balroop

What is the use,
purpose and
meaning of clause
6?

The intent of clause 6 is
to criminalise the act of
remaining logged into a
computer system or
using a  computer
system with intent and
without lawful excuse
or justification, given
that the integrity of a
computer system can
not only be violated by
entering a  system
without right but can
also occur by remaining
in a computer system
after the expiration of
the authority which may
have been initially
given.

Centre for Law and
Democracy

The prohibition is
so broad that it
includes perfectly
legitimate online
activity.

The intent is to

criminalise online
activity done
intentionally and
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without lawful excuse
or justification.

OAS

The offence is
defined very
broadly and may
include not only
potentially
harmful activity
but also regular
behavior on the
internet, including
free speech. The
inclusion of the
clause “without
lawful excuse or
justification” may
not prevent abuse.
On the contrary,
the clause seems
to create a
presumption of
criminality by
shifting the onus
on users to justify
their conduct and
they are operating
legitimately rather
than clearly
defining the
prohibited
conduct.

“Without lawful excuse
or justification” would
be an element of the
offence. As such the
prosecution would have
to prove this first before
a person would have to
disprove it by way of a
defence. Furthermore,
section 5(2)(f) of the
Constitution of
Trinidad and Tobago
provides that while it is
one’s constitutional
right to be presumed
innocent until proven
guilty, “this shall not
invalidate a law by
reason only that the law
imposes on any such
person the burden of
proving particular
facts...”. Also the term
“lawful  excuse” or
“lawful justification” is
one which has been
interpreted by  the
Court. As such, it is not
a vague term.

University of
Trinidad and
Tobago

The clause should
be merged with
clause 5 as it is an
extension of the
offence in clause 5
and not a separate
offence.

The term ‘illegal
remaining’ should
be defined or
made clearer.

There may be instances
where a person may not
have accessed a
computer system
illegally but his
approval for access may
have expired and he
would then be illegally
remaining in  the
computer system. In
such a circumstance the
offence would not be an
extension of the offence
in clause 5.
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The clause should
provide
exceptions or
safeguards, for
example, if a
person fails to
logout when he is
supposed to.

It appears that it is
intended  that  the
ordinary meaning of the
term ‘remaining’ would

apply.

Not clear on what

exceptions or
safeguards can  be
provided.

AMCHAM

The clause is
superfluous as the
offence is
captured in clause
5.

Consider
changing the word
‘logged” as it is
misleading.

The clause should
explicitly provide
for the leaving of
software on a
system that
transmits data or
information
within or outside
the network.

Penalties should
be increased to
what is contained
in clause 5.

Clause 5 creates the
offence of illegally
accessing a computer
system, whereas clause
6 creates the offence of
illegally remaining on a
computer system.
Therefore clause 5
captures the person
where he just accesses.
However, clause 6
captures the person who
not only accesses the
system but remains
there, which  could
result in a different type
of damage/harm. As
such clause 6 is not
superfluous but may be
seen as an extension of
clause 5.

No  objections to
changing the language
to address the concern.

The offence may be
already captured in
clause 7 and clause 9.
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Clause 7: lllegal Data Interference

Media Association
of Trinidad and

This clause has
the potential to

A general stand-alone
exemption is  not

Tobago criminalise advisable as this would
whistleblowing, have the effect of
thereby stifling creating a  general
the journalistic defence and it would
process. A stand- require a Court to
alone public determine whether the
interest exemption ‘exemption’  applies.
should be Consideration may be
included in the given to the inclusion of
Bill. the exemption in the

relevant section.
Trinidad and The loss of data e Even though the stated
Tobago Police may cause severe penalty may not cover

Service financial loss or the loss as a result of the
may be critical in commission of the
the daily offence, it should be
operations of an noted that the Court
institution. would have the power

to impose additional
fines under clauses 29
and 30.

Trinidad and In order for

Tobago Police effective

Service (Cont’d)

enforcement the
penalty should be
increased to five
years’
imprisonment to
make this offence
an arrestable
offence.

Centre for Law and
Democracy

The prohibition is
so broad that it
includes perfectly
legitimate online
activity.

The intent of the
provision is to
criminalise online
activity  where  the
activity IS done
intentionally and
without lawful excuse
or justification.
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Trinidad and
Tobago Computer

The penalty is
lower than the

No  objections to
addressing the concern

Society penalty in clause 5 raised.

even though the

offence in this

clause is more

damaging than The fine cannot be

that in clause 5. multiplied by the
number of  people

Would a fine be affected. However, the

multiplied by the Court can take into

number of people account the number of

affected by the affected persons before

offence? imposing the penalty.
Further, the Court
would be empowered
under clauses 29 and 30

Given that some to impose additional

offences have the fines and to order the

potential to affect payment of

thousands of compensation.

persons at a time

consideration The creation of classes

should be given to of offences would not

having different necessarily address the

classes of issue of the relevant fine

offences. where thousands of
persons are affected.
This issue would be

There appears to dealt with under clauses

be significant 29 and 30 of the Bill as

overlap with discussed above.

earlier clauses.
(4) Due to the fact that
the significant overlap
is not identified no
possible solution can be
put forward.

OAS The offence is “Without lawful excuse | o

defined very
broadly and may
include not only
potentially
harmful activity
but also regular

or justification” would
be an element of the
offence. As such the
prosecution would have
to prove this first
before a person would
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behavior on the
internet, including
free speech. The
inclusion of the
clause “without
lawful excuse or
justification” may
not prevent abuse.
On the contrary,
the clause seems
to create a
presumption of
criminality by
shifting the onus
on users to justify
their conduct and
they are operating
legitimately rather
than clearly
defining the
prohibited
conduct.

have to disprove it by
way of a defence.
Furthermore, section
5(2)(f) of the
Constitution of
Trinidad and Tobago
provides that while it is
one’s constitutional
right to be presumed
innocent until proven
guilty, “this shall not
invalidate a law by
reason only that the law
imposes on any such
person the burden of
proving particular
facts...”. Also the term
“lawful excuse” or
“lawful justification” is
one which has been
interpreted by the
Court. As such, it is not
a vague term.

MCHAM

Penalties should
be increased as
suggested.

The clause should
speak to moving
or copying data
(paragraphs (d)
and (e)) to a
computer system
outside the
network.

Clause 8: lllegal acquisition of data

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE
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Media Association
of Trinidad and

The protections
offered by way of

This issue should be

Tobago layers of proof, weighed against the
would only be justification for the
applicable after a creation of the
person has been offence.
charged and is to
be determined by A general stand-alone
a Court. exemption is not

advisable as this
This may result in would have the effect
injury to of creating a general
journalism and defence and it would
self-censorship require a Court to
by journalists. determine whether the
‘exemption’ applies.
This clause would Consideration may be
impact the given to the inclusion
journalistic of the exemption in
process. A stand- the relevant section.
alone public
interest
exemption should
be included in the
Bill.
Trinidad and Include in sub- No objections to the

Tobago Publishers
and Broadcasters

clause (2), the
words “solicits or

inclusion of new
words to address the

Association through concern.
solicitation
acquires access
to’, so that the (2) No objections to
passive receipt of the inclusion of a new
computer data is sub-clause to address
not criminalized. the concern.
(2) Include a new
sub-clause (3) to
exempt the use of
publicly available
data from liability
under the Act.
Trinidad and This may be a Clause 5 deals with
Tobago Police combination of the offence of
Service the offences illegally accessing a
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under clauses 5
and 6. If not,
there should be a
clearer
distinction.

Given that the
clause does not
create the offence
of stealing data it
would not be
possible to charge
a person for
receiving or
gaining access to
data knowing it to
have been stolen,
as set out in sub-

computer system.
Clause 6 deals with
the offence of
illegally remaining in
a computer system.
Clause 8 deals with
illegally accessing a
computer system and
obtaining data as well
as with illegally
remaining in a
computer system and
obtaining data. As
such each clause deals
with three separate
offences. Clarification
is needed on what
distinction is needed.

No objections to
revising the clause to
address the concern

clause (2). raised. The words
‘stolen or’ should be
deleted.
Trinidad and It will be No objections to
Tobago Police difficult, if not revising the clause to
Service (Cont’d) impossible, for address the concern

the prosecution to
prove that a
person had
knowledge that
the computer data
was illegally
obtained.

raised. Can remove
knowledge as an
element of the offence
and provide for a
specific defence of
not knowing instead.

MurvaniOjah
Maharaj

The provision
should include a
prohibition on
sharing computer
data.

The prohibition
should be captured
under clauses 9 and
12.

A. Dickson, Dr. K.
Moore

This offence is
not recognized by
the international
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community as a
cybercrime.
Given the
commitment of
the Attorney
General to
harmonize our
cybercrime
legislation with
international best
practice, it should

be removed.

Carla Bridglal This clause is This clause does not
phrased in terms seek to interfere with
so general to the journalists in the
point of being exercise of their role.
vague. It makes There already exists a
journalism almost protection for
impossible in the journalists. This
digital age. This protection provides a
clause needs to be “lawful excuse or
revised to include justification”, and is
protections for referred to as
journalists and Reynolds Privilege.
their sources. If
an adequate
revision cannot
be achieved, then
this clause ought
to be removed.

Mukta Balroop The clause should This clause does not

be amended to
provide an
express exception
for
whistleblowers
and investigative
journalists.

seek to prevent
journalists in the
exercise of their role,
nor to stifle persons in
reporting corruption
or other unlawful
activities. There
already exists a
protection for
journalists. This
protection provides a
“lawful excuse or
justification”, and is
referred to as
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Reynolds Privilege.
The treatment of
whistleblowers would
be beyond the scope
of this Bill.

Centre for Law
and Democracy

The prohibition is
so broad that it
includes perfectly
legitimate online
activity.

This section
makes it illegal
for journalists to
receive leaked
information,
including from
whistleblowers.

The intent of the
provision is to
criminalise online
activity where the
activity is done
intentionally and
without lawful excuse
or justification, or by
exceeding authorized
access.

The intent of this Bill
is not to prevent
journalists in the
exercise of their role,
nor to stifle persons in
reporting corruption
or other unlawful
activities. Further, the
clause provides for a
protection with the
use of the words
“lawful excuse or
justification”, and is
referred to as
Reynolds Privilege.

Trinidad and This clause
Tobago Computer should provide
Society some protection
for
whistleblowers
and news media.
OAS The offence is “Without lawful

defined very excuse or

broadly and may
include not only
potentially
harmful activity
but also regular
behavior on the

justification” would
be an element of the
offence. As such the
prosecution would
have to prove this first
before a person would
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internet,
including free
speech. The
inclusion of the
clause “without
lawful excuse or
justification” may
not prevent
abuse. On the
contrary, the
clause seems to
create a
presumption of
criminality by
shifting the onus
on users to justify
their conduct and
they are operating

have to disprove it by
way of a defence.
Furthermore, section
5(2)(f) of the
Constitution of
Trinidad and Tobago
provides that while it
is one’s constitutional
right to be presumed
innocent until proven
guilty, “this shall not
invalidate a law by
reason only that the
law imposes on any
such person the
burden of proving
particular facts...”.
Also the term “lawful

legitimately excuse” or “lawful
rather than clearly justification” is one
defining the which has been
prohibited interpreted by the
conduct. Court. As such, it is
not a vague term.
University of The clause will The clause stipulates
Trinidad and chill security that an offence would
Tobago research in only be committed
Trinidad and where the persons
Tobago as does the act without
accessing lawful excuse and
computer justification and as

networks is the
definition of their
jobs. There
should be a
carve-out and
protection for
cybersecurity
research and
business and
white-hat and
gray-hat hackers.

The clause should
specifically state

such a person who is
employed or
contracted to perform
the services should
not be captured.
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the instances that
would constitute
unauthorized
access or access
without
authorization
(See California,
North Carolina

and Alabama
legislation).

AMCHAM e Theterm e Defining the term
‘exceeding may prove difficult
authorized and may also limit its

access’ should be
defined to avoid
ambiguity.

Consider
providing an
exception to sub-
clause (2) for
persons who
report a criminal

application. In the
absence of a
definition the ordinary
meaning would apply
and the term would
therefore be coloured
by the circumstances.

e Further clarification is

needed on how the
exception would

offence. apply.
e The clause should
provide for
specific
exemptions for
whistle-blowers
and journalists
acting in the
public interest.
Clause 9: lllegal system interference
STAKEHOLDER COMMENT RESPONSE OF THE DECISION OF JOINT SELECT
OFFICE OF THE COMMITTEE
CHIEF
PARLIAMENTARY
COUNSEL
Telecommunication | ¢  The word e |tis intended that the

Authority of

‘interfere is too

word ‘interfere’
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Trinidad and

wide. Suggest

maintain its ordinary

Tobago that it be dictionary meaning.
defined (See However, no
Larceny Act) or objections to
deleted. providing a definition.
Trinidad and The clause While not specifically | e
Tobago Police should make mentioned these terms
Service reference to the are captured in the

terms ‘hacking’
and ‘cyber-
bullying’ and
possibly seek to
define them.

Bill. In particular,
‘hacking’ may be
captured under clauses
5 to 7 and ‘cyber-
bullying’ would be
captured under clause
18.

A. Dickson, Dr. K
Moore

The definition
of ‘interfering’
that can be
inferred from
clause 7 does
not relate to
computer
systems. Thus
actions which
would
constitute
interfering are
unclear.

Given that the
definition of
‘hindering’
relates only to
computer
systems, clause
9(2) does not
have any
obvious
meaning with
respect to
hindrance of a
person. Thus
actions
constituting
‘hindering’ in

The ordinary meaning
of the word would

apply.

The ordinary meaning
of the word would

apply.

The ordinary meaning
of the word would

apply.

The definition of
“hinder” in relation to
a computer system, is
intended to be wide
enough so as to
capture various
actions.
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clause 9(2) are
unclear.

The definition
of ‘interfering’
that can be
inferred from
clause 7(1)(h)
does not relate
to persons
engaged in the
use of computer
systems. Thus
actions that
would
constitute
‘interfering’ in
clauses 9(1) and
(2) are unclear.

Article 5 of the
Budapest
Convention
articulates how
computer
systems are
hindered by the
interference of
computer data.
Interference has
a narrower
scope than the
definition in the
Bill. To ensure
clarity, it would
be helpful for
this Bill to
adopt the
interpretation of
‘hindrance of a
computer
system’ given
in the Budapest
Convention.
Similarly, it
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would be
helpful if this
Bill would
adopt the
Budapest
Convention’s
limited usage of
‘interfering’,
which relates
exclusively to
computer data.

A. Dickson, Dr. K.
Moore (Cont’d)

Clauses 7(1)(h)
and 9(2) are not

limited to
instances of
(assumed)

interference and
hindrance that

would @)
reasonably
warrant the

intervention  of
the State, such as
harm/damage to
others; or (b)
elevate the
consequence of
these actions
above existing
offences
protecting an
individual’s
constitutional
freedoms as
enshrined in the
Constitution.

It is noted that
the Budapest
Convention’s
sanctions on
‘hindering
computer
systems’ are
restricted to the

The intention of the
referenced clauses is
to capture all persons
who intentionally and
without lawful use or
justification interfere
with a computer
system or with a
person operating a
computer system.
Where there is
interference with a
computer system
which is vital to the
State, clause 10 speaks
to the penalties which
the person incurs.
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cases
determined to be
‘serious’. The
definition of
‘serious’ is left
up to the
discretion of the
parties to the
treaty.

Clauses 7 and 9
have the chilling
effect of
establishing
exceptional
property rights
to those in
lawful
possession of
computer
systems and
computer data,
which is
unwarranted
given the broad
contexts in
which computer
data and
computer
systems are
employed, from
the important to
the trivial.

Centre for Law
and Democracy

The prohibition
is so broad that
it includes
perfectly
legitimate online
activity.

The intent of the
provision is to
criminalise online
activity where the
activity is done
intentionally and

without lawful excuse

or justification.

OAS

The offence is
defined very
broadly and may
include not only

“Without lawful
excuse or

justification” would be

an element of the
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potentially
harmful activity
but also regular
behavior on the
internet,
including free
speech. The
inclusion of the
clause “without
lawful excuse or
justification”
may not prevent
abuse. On the
contrary, the
clause seems to
create a
presumption of
criminality by
shifting the onus
on users to
justify their
conduct and
they are
operating
legitimately
rather than
clearly defining
the prohibited
conduct.

offence. As such the
prosecution would
have to prove this first
before a person would
have to disprove it by
way of a defence.
Furthermore, section
5(2)(f) of the
Constitution of
Trinidad and Tobago
provides that while it
is one’s constitutional
right to be presumed
innocent until proven
guilty, “this shall not
invalidate a law by
reason only that the
law imposes on any
such person the burden
of proving particular
facts...”. Also the
term “lawful excuse”
or “lawful
justification” is one
which has been
interpreted by the
Court. As such, it is
not a vague term.

Clause 10: Offences affecting critical infrastructure

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

Taran Rampersad

Businesses
should be
allowed to have
the concept of
their own
“critical
infrastructure”
within the Bill,

The intention of the
clause is to provide for
greater penalties for
the offence of
interference with a
computer system
which is vital to the
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which concept
should be open
to interpretation
by the Court.
The examples
used include
banking systems
and medical
systems.

critical infrastructure
of the State.

Trinidad and
Tobago Computer
Society

The definition of
“critical
infrastructure’
should be placed
in clause 4.

Consider
defining “critical
financial
services’ to
distinguish
between a large
bank or
insurance
company and
small money
changers.

e The definition is best

suited in clause 10 as
this is the only place

where it is used and its

definition is not
intended to apply to
the Bill generally.

e The intentionis to

impose greater
penalties where an
offence affects the

operation of the State.

As such the only
relevant factor would
be the effect the
offence has on the

operations of the State
and not the size of the
business. Further it is

not intended that the
clause apply to

offences which affect

private businesses.

Clause 11: Illegal Devices

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

of Trinidad and
Tobago

Media Association

This clause has
the potential to
criminalise

e A general stand-
alone exemption is
not advisable as
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whistleblowing,
thereby stifling
the journalistic
process. A
stand-alone
public interest
exemption
should be
included in the
Bill.

this would have
the effect of
creating a general
defence and it
would require a
Court to determine
whether the
‘exemption’
applies.
Consideration may
be given to the
inclusion of the
exemption in the
relevant section.
To be guided by
policy instructions
on this matter.

Trinidad and
Tobago Computer
Society

If this were to
criminalise the
use of security
tools it would
be problematic
for the entire
filed of
penetration
testing and
computer
forensics.

Consider
deleting
paragraph
(1)(b) or
merging it with
clause 12.

The intention of
this clause is not to
criminalise the tool
itself but the use of
the tool with the
intention to
commit an offence.
As such the legal
use of the tool or
its use with lawful
excuse or
justification would
not be
criminalized. The
clause already
accommodates
legitimate users.

For this clause, the
password, access
code or similar
data would be
considered as
devices. However,
no objections to
revising the clause
to address the
concern raised.
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University of
Trinidad and
Tobago

The Bill should
not make the
devices illegal
but should
instead regulate
their malicious
use.

The Bill in its
current form only
makes the devices
illegal when the
intent is that they
be used for the
committing an
offence under this
Act.

Clause 12: Unauthorised Granting Of Access to Computer Data

STAKEHOLDER

COMMENT

RESPONSE OF

THE OFFICE OF

THE CHIEF

PARLIAMENTARY

COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

Media Association
of Trinidad and
Tobago

The reference
to ‘national
security’ is too
wide.

The Bill should
include
exemptions for
journalists and
whistleblowers.

Without the
exemptions, the
Bill threatens to
violate
constitutional
rights to press
freedom and
freedom of
expression.

This clause
would impact
the journalistic
process. A
stand-alone
public interest

The current
version of the Bill
would not affect a
person’s freedom
of expression or
freedom of the
press as it relates
to this clause.

A general stand-
alone exemption is
not advisable as
this would have
the effect of
creating a general
defence and it
would require a
Court to determine
whether the
‘exemption’
applies.
Consideration may
be given to the
inclusion of the
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exemption
should be
included in the
Bill.

exemption in the
relevant section.

Trinidad and
Tobago Police
Service

The clause does
not create an
offence if a
person has
unauthroised
access to the
identified
computer data.
It will only be
an offence if
the data is
handed over to
another person.
As such there is
some
ambiguity.

The clause would
apply if a person
has unauthorized
access to the
identified data.
The intention of
the clause is to
capture the giving
of or granting
access to the
identified data.
Not clear on where
the ambiguity lies.
The offence of
simply accessing
the data should be
captured under
clauses 5 and 8.

Esther Research

Scope of this
clause is too
broad, as it
does not take
into
consideration,
for example, IT
students who
hack websites
as part of their
course work for
academic
purposes.

This clause
should be
divided into
two parts to
deal with the
person who
unlawfully
accesses data
material for

Such persons
should be granting
access with a
lawful excuse or
justification.
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manipulation or
transferal to
another person
or system, and
the person who
receives the
unlawfully
accessed
information
knowingly or
unknowingly
and uses it for
other purposes.

Esther Research
(Cont’d)

It is suggested
that the words
“for the
purpose of
manipulating or
reprinting,
publishing or
using part
thereof in any
form of
electronic or
print
publication” or
“to cause any
harm” be
included, and a
reference made
to clause 19 of
the Bill, which
deals with
extortion.

How does
clause 12
impact on
Members of
Parliament who
receive hacked
information
which is then
shared under

The clause merely
criminalises  the
accessing of
specified types of
data and the
granting of that
access to another

person. By
including the
suggested  words,
the provision

would be limited in
its scope.

This clause will
not affect persons
who receive such
information. It
seeks to
criminalise  those
who access the
data and share
same. Clause 8,
however,
criminalises  the
illegal acquisition
of data but
provides a defence
of lawful
excuse/lawful
justification.
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Parliamentary

privilege?

Carla Bridglal This clause is This clause
phrased in contains a
terms so protection for

general to the
point of being
vague. It makes
journalism
almost
impossible in
the digital age.
This clause
needs to be
revised to
include
protections for
journalists and
their sources. If
an adequate
revision cannot
be achieved,
then this clause
ought to be
removed.

journalists through
the use of the
words “lawful
excuse or
justification”, and
is referred to as
Reynolds
Privilege.

Mukta Balroop

While the
intent of this
clause may
have been to
create a new
offence, it is
complicated.
The drafters
used the term
“computer
data” which is
defined as
essentially any
information on
a computer, yet
the classes here
are specified.

Clause 12(1)(b)
speaks to

The intent of
clause 12 is to
criminalise the
illegal acquisition
of particular types
of computer data
and then further
granting access to
another person. As
such, the term
computer data
gives context, and
the specific
categories which
form the object of
the offence are
then mentioned.
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computer data
which relates to
national
security which
is already
contained in
clause 10 (2).

The reference to
‘national security’
in clause 10 is
meant to more
harshly criminalise
persons who
commit an offence
under the Act and
the offence results
in hindering or
interfering with a
computer system
that is either
exclusively for the
use of critical
infrastructure or
affects the use
critical
infrastructure
which is defined to
include national
security. However,
clause 12 seeks to
create an offence
involving
computer data
which relates to
national security.

Mukta Balroop
(Cont’d)

This provision
as drafted
would impinge
on journalistic
and
whistleblowers’
work, acting as
a deterrent

This clause does
not seek to prevent
journalists in the
exercise of their
role, nor to stifle
persons in
reporting
corruption or other

similar to unlawful

clause 8(2). activities. There
already exists a
protection for
journalists. This

The clause is protection

‘nonsensical’ provides a “lawful

and as such excuse or

ought to be justification”, and
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deleted and
perhaps
incorporated
into clause 5.

is referred to as
Reynolds
Privilege. The
treatment of
whistleblowers
would be beyond
the scope of this
Bill.

Clause 12 seeks to
penalize not just
the accessing of
certain categories
of information but
situations where
after it is obtained
or accessed, it is
then given to
another person.
Whereas, clause 5
only treats with
persons who
illegally enter or
access a computer
system. As such
they are two
different offences.

Centre for Law
and Democracy

The prohibition
is so broad that
it includes
perfectly
legitimate
online activity.

This section
makes it illegal
for journalists
to receive
leaked
information,
including from
whistleblowers.

The intent of the
provision is to
criminalise online
activity where the
activity is done
intentionally and
without lawful
excuse or
justification.

The intent of this
Bill is not to
prevent journalists
in the exercise of
their role, nor to
stifle persons in
reporting
corruption or other
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unlawful
activities. Further,
a protection is
provided with the
use of the words
“lawful excuse or
justification”, and
is referred to as

Reynolds
Privilege.
Trinidad and Need a clear Defining this term
Tobago Computer definition on may have a
Society matters of limiting effect on
‘national the application of
security’. the term.
There should
be some
protection for
whistleblowers,
journalists and
news media.
AMCHAM Consider The intent of this
amending the clause is not to
clause to criminalise the

capture only
the
unauthorised
grant of access
to computer
data, as per the
explanatory
notes, by either
changing the
word
‘authorised’ in
the second
place it occurs
to the word
“unauthorised’
or by using the
words ‘without
lawful excuse
or justification.

accessing of
computer data but
to criminalise the
giving of that data
to another person
without lawful
excuse or
justification. As
such the change in
use of the term
authorised would
affect how the
clause would
operate. Further,
the clause does
make use of the
words ‘without
lawful excuse or
justification.
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Clause 13: Computer-Related Forgery

STAKEHOLDER | COMMENT | RESPONSE OF THE DECISION OF JOINT SELECT
OFFICE OF THE COMMITTEE
CHIEF
PARLIAMENTARY
COUNSEL
Centre for Law The The intent of the
and Democracy prohibition provision is to
is so broad criminalise online
that it activity where the
includes activity is done
perfectly intentionally and
legitimate without lawful
online excuse or
activity. justification.
Trinidad and Sub-clause While sub-clause (2)
Tobago Computer (2) deals deals with email
Society with email spamming, the actual
spamming offence is linked to
and does the forgery offence
not deal created in sub-clause
with (1). As such email
forgery spamming by itself
and should would not constitute
be placed an offence under this
ina clause. The offence
separate related to email
clause. spamming is dealt

with under clause 17.

Clause 14: Computer-Related Fraud

STAKEHOLDER | COMMENT | RESPONSE OF THE DECISION OF JOINT SELECT
OFFICE OF THE COMMITTEE
CHIEF
PARLIAMENTARY
COUNSEL
Trinidad and The term It would be safer to
Tobago Police ‘economic leave the term
Service benefit’ undefined so that
should be the ordinary
defined.
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e An

offence
would
only be
committed
under this
clause if
the action
results in
loss or
damage to

property.

meaning would
apply.

No clear on where
the ambiguity in
the clause lies. The
intention is to
capture only those
actions that result
in loss or damage
to property.

Clause 15: Identity-related offences

STAKEHOLDER

COMMENT

RESPONSE OF
THE OFFICE OF
THE CHIEF

PARLIAMENTARY

COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

Centre for Law
and Democracy

The
prohibition
is so broad
that it
includes
perfectly
legitimate
online
activity.

The intent of the
provision is to
criminalise online
activity where the
activity is done
intentionally.

University of
Trinidad and
Tobago

The clause
should also
make it an
offence
where a
person
obtains a
means of
identification
to commit an
offence (See
California
legislation).

No objections to
revising the Bill to
address the
concern.
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Clause 16: Violation of Privacy

STAKEHOLDER COMMENT RESPONSE OF DECISION OF JOINT SELECT
THE OFFICE OF COMMITTEE
THE CHIEF
PARLIAMENTARY
COUNSEL
Trinidad and The clause e No objection to
Tobago Police should also inclusion of the
Service capture the mental element of
mental maliciousness.
elements of Not sure how it
negligence, would apply in
maliciousness relation to

and
recklessness for
the commission
of an offence.

The penalty for
the offence
should be
increased to
five years’
imprisonment
to make the
offence an
arrestable
offence.

negligence or
recklessness.

MurvaniOjah
Maharaj

The provision
should be
expanded to
also capture
those who
“intentionally
view” the
image from

Prosecuting
“viewing” may be
difficult.
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another’s
device.

The penalty
should be
increased to
reflect the
penalty
contained in
clause 18 of the
Bill as the act
IS more serious
than what is
being
prohibited
under clause
18.

A. Dickson, Dr. K.
Moore

This offence is
not recognized
by the
international
community as a
cybercrime.
Given the
commitment of
the Attorney
General to
harmonize our
cybercrime
legislation with
international
best practice, it

should be
removed.

Taran Rampersad The concept of The issue of
consent is a consent is an issue

fluid one and as
such,
criminalizing
storage of
images of
private areas of
another person,
without more,
seems a bit

that would have to
be addressed by
the Court as it is
one that would
need to be
determined by the
relevant facts.
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extreme and
seems like an
aspect of the
system is very
open to abuse.

Pinaka e Theremaybea | e Theclause as o

Technology need for currently drafted

Solutions possible further may not capture
analysis at the the issue of
legal wording upskirt photos.
of certain
issues. (See
USA judgment
re: upskirt
photos).

Trinidad and e Would this e It doesnotappear | e
Tobago Computer clause apply to that the intention
Society the images of is to capture
private areas images of private

that are covered areas that are
by covered.
undergarments?

AMCHAM e The scope of
the clause is
too narrow and
should be re-
examined.

Clause 17: Causing Damage By Electronic Mail Message

STAKEHOLDER COMMENT RESPONSE OF THE DECISION OF JOINT SELECT
OFFICE OF THE COMMITTEE
CHIEF
PARLIAMENTARY
COUNSEL
Trinidad and e The Bill should
Tobago Police create a special
Service offence of

phishing as this
clause does not
capture the act
of phishing.

154 |Page




Trinidad and
Tobago Computer
Society

How would
intent be
proven?

Intent would be

proven based on the

evidence that is
presented to the
Court. A person
who unknowingly
forwards a
damaging email
would not be
captured under this
clause.

Clause 18: Causing harm by communication using a computer system

STAKEHOLDER COMMENT RESPONSE OF DECISION OF JOINT SELECT
THE OFFICE OF COMMITTEE
THE CHIEF
PARLIAMENTARY
COUNSEL
Media Association | e This clause A general stand-
of Trinidad and would impact alone exemption
Tobago the journalistic is not advisable as
process. A this would have
stand-alone the effect of
public interest creating a general
exemption defence and it
should be would require a

included in the
Bill.

An element of
bad faith should
be introduced in
the clause so
that legitimate
exercises of
speech are not
captured.

Court to
determine whether
the ‘exemption’
applies.
Consideration
may be given to
the inclusion of
the exemption in
the relevant
section. To be
guided by policy
instructions on
this matter.
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(2) This would be
captured by the
words ‘with the
intention to cause
harm’.

Trinidad and
Tobago Publishers
and Broadcasters
Association

Include in sub-
clause (1), the
words
“repeatedly
intimidate or
threaten or force
another person
to do some
action and
thereby cause
harm to that
person or other
persons or
groups”.

No objections to
the inclusion of
new words to
address the
concern.

Trinidad and
Tobago Police
Service

The definition of
the term ‘harm’
should be
expanded to
include physical,
financial,
psychological,
intellectual and
social.

The definition of
‘harm’ is far-
fetched and
immeasurable.
Some examples
of what will
amount to
‘serious
emotional
distress’ should
be provided in
the Bill.

No objections to
revising the Bill to
address the
concern.

Examples should
not be provided in
legislation as
legislation should
be specific.
Further, the Court
is given some
guidelines which
can be used in
determining
whether to charge
a person.

A. Dickson, Dr. K.
Moore

This offence is
not recognized
by the
international

The intent of the
provision is to
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community as a
cybercrime.
Given the
commitment of
the Attorney
General to
harmonize our
cybercrime
legislation with
international
best practice, it
should be
removed.

None of the
factors to be
used in
determining if
an offence took
place is unique
to the domain of
computer
systems. Thus,
the nature of the
speech acts
which are
prohibited by
this Bill are
indistinguishable
from speech acts
an individual
may make in
any other
domain, say in
person or in
print.

create the offence
in the cyber realm
in addition to
those criminal acts
that are already
provided for in
legislation.

A. Dickson, Dr. K.
Moore (Cont’d)

If the legislature
would find it
prudent to make
such speech acts
an offence in the
domain of
computer
systems, what
justification

These acts are
already
criminalized
under the Libel
and Defamation
Act.
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would be
provided for
maintaining an
individual’s
freedom to
perform these
speech acts in
other domains?

Guidance is
given as to the
factors that
should be taken
into
consideration
but no guidance
is given as to
how these
factors should be
applied.

The Court would
be capable of
applying the
relevant factors
and taking note of
the appropriate
considerations in
adjudicating a
matter. Where
there is need for
guidance, practice
directions may be
issued by the
Chief Justice.

Leslie J Charles

Itis
recommended
that this clause
be reworded so
as to specifically
define the
offences of
harassment,
denigration and
cyber stalking
which are subset
offences of
cyber bullying.

As currently
drafted, the
offence is broad
enough to capture
even more than
the examples
cited. By
specifically using
those terms, we
may exclude other
forms of behavior
which may cause
harm.

Centre for Law
and Democracy

International
experience
suggests that
laws which aim
to protect people
against vaguely
defined forms of
emotional
distress are often
abused, for
example by
politicians, to

This clause seeks
to guard against
this by the
provision of
guidelines for the
Court to
determine if an
offence was
committed.
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suppress
legitimate
criticism.

Trinidad and
Tobago Computer
Society

Any comment
criticizing a
public figure
could be
construed as
causing serious
emotional harm
and thus
suppress free
speech by
activists.

The bar for
‘harm’ should be
set higher for
public figures.

The
repercussion of
this offence need
not only be
emotional but
could be
physical as well.
Consider
changing
‘means’ to
‘includes’ in the
definition of
‘harm’.

The clause intends
to capture persons
who intend to
cause Serious
emotional harm. If
there is no
intention to do so
then there can be
no offence.

No objections to
revising the clause
to address the
concern raised.

No objections to
revising the clause
to address the
concern raised.

OAS

This clause
defines the
offence of
“causing harm
by
communication
using a
computer
system” in
overly broad
terms and should

The term “harm” is defined in subclause
(4). It should also be noted that, in order
to ensure that this clause is not abused,
there is the oversight/intervention of a
judicial officer in order to determine
whether an offence was in fact
committed, and furthermore, the judicial
officer also may take into account certain
factors when coming to said
determination.
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be revised. The
lack of clarity of
the prohibited
conduct has the
potential to be
used as a form
of indirect
censorship and
encompass
legitimate
speech on issues
of public
interest.

AMCHAM

The term
‘serious
emotional
distress’ 1s not
clear and should
be defined.

e Defining the term would prove difficult
as what amounts to distress would be
unique to each particular circumstance.
As such defining it to make it clearer
may have the effect of limiting the
applicability of the clause.

Clause 19: Intent to extort a benefit — No Comment

Clause 20: Jurisdiction

STAKEHOLDER | COMMENT RESPONSE OF DECISION OF JOINT SELECT
THE OFFICE OF COMMITTEE
THE CHIEF
PARLIAMENTARY
COUNSEL
Trinidad and e Jurisdiction | e It should be noted | o
Tobago Police should that national of a
Service extend to country is a wider
nationals of concept than
Trinidad citizen and it is not
and easily
Tobago. defined/captured.
e (2)TheBill | e This is an issue
should that would not
address the generally fall
issue of under the scope of
extradition. this Bill.

Extradition is a
wider criminal law
issue which should
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be dealt with

separately (See the

Mutual Assistance

in Criminal

Matters Act).

Clause 21: Search and seizure
STAKEHOLDER COMMENT RESPONSE OF DECISION OF JOINT SELECT
THE OFFICE OF COMMITTEE
THE CHIEF
PARLIAMENTARY

COUNSEL

Telecommunications

No provision is

e No objections to

Authority of made for the the inclusion of a
Trinidad and keeping of records clause to address
Tobago of the concern. (See
documents/evidence clause 28(4) (c)).
seized (See sub-
clause (3)).
Columbus No provision is e No objections to

Communications

made for the
procedural steps
that should be taken
to ensure that the
apparatus is secured
and that the
integrity of the data
is maintained.
Suggested wording
for the new clause
is provided.

the inclusion of a
clause to address
the concern.

AMCHAM

Concern about the
recourse an
individual or
business would
have where data is
‘illegally’ seized.

Would a Justice of
the Peace be able to
sign a warrant for
the purposes of this
Act?

e Asitstands, as
affected person
would be able to
bring a civil
action in the
courts for, inter
alia,
compensation.

e A Justice of the
Peace would be
able to sign the
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warrant as well
(Summary Courts
Act, section 6(3)).

Clause 22: Assistance

STAKEHOLDER COMMENT RESPONSE OF DECISION OF JOINT SELECT
THE OFFICE OF COMMITTEE
THE CHIEF
PARLIAMENTARY
COUNSEL
Telecommunications The clause runs e The Bill
Authority of afoul of the acknowledges that
Trinidad and common law the clause runs
Tobago privilege against afoul of the right
self-incrimination against self-
and legal privilege. incrimination and
as such is required
to be passed with
a special majority.
Potential for misuse In relation to legal
of the clause. privilege, an
Should consider the affected person
issue of a warrant may approach the
in order to exercise Court to have the
the power. issue determined
accordingly.
It is preferred that
the police develop
the technical
expertise itself or
seek assistance
from international
law enforcement
officers instead of
requiring the
manufacturers/users
themselves to
assist.
Trinidad and The penalty should
Tobago Police be increased to
Service three years’ e This offence

imprisonment.

should already be
captured under
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Consider creating a
special provision to
incorporate the
offence of
obstruction in the
execution of a
search warrant.

section 59 of the
Police Service
Act.

Keshav Ramnath

The Bill should
make provision for
a mechanism by
which persons who
are able to assist
with an
investigation, to do
SO.

e Clause 22
provides that
where a person
has knowledge of
the functioning of
an apparatus that
is the subject of a
search warrant,
the person must
assist the police
officer authorized

to take the
research.

Trinidad and Persons may be e No objections to
Tobago Computer unfairly prosecuted revising the clause
Society under this clause to address the

where it is not concern raised.
reasonable or
possible for a
person to be of
assistance.
Trinidad and The term ¢ No objections to
Tobago Bankers’ ‘apparatus’, as revising the Bill to
Association defined in clause address the

21, should be
defined either in the
clause or for the
purposes of Part IlI.

concern raised.
The term may be
defined in the
interpretation
clause.

Clause 23: Order for removal or disablement of data

STAKEHOLDER

COMMENT

RESPONSE OF
THE OFFICE OF
THE CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE
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Telecommunications
Services of Trinidad
and Tobago

To consider the
impracticability of
removing/disabling
only ‘illegal’
information in
certain
circumstances.

Delete the words
‘in contravention
of this Act’ and
substitute the
words ‘which
contravenes this
Act’.

Consider providing
either that a police
officer consult
with the internet
service provider
before seeking an
Order or that the
internet service
provider be a party
to the proceedings
to ensure the
making of a more
targeted Order.

The Order should
be made for a
stipulated time
frame and the
internet service
provider should be
released from
obligation at the
end of that time
frame.

An internet service
provider should
have the ability to
advise the public

No objections to
the change
requested.

No objections to
the inclusion of a
provision to
address the
concern.

No objections to
the inclusion of a
provision to
address the
concern (See
clause 25).

No objections to
the inclusion of a
provision to
address the
concern. To be
noted that the
confidentiality
clause (Clause 26)
does not apply to
an order made
under clause 23.

No objections to
the inclusion of a
provision to
address the
concern.
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of the fact that the
access is blocked
as a result of an
Order.

Order should not
be granted based
on ‘information on
oath by a police
officer’ as this
standard is too
low. Can consider
looking at
Australia
(Government-
issued guidelines
for order for
website-blocking)
or the Interception
of Communication
Act (who may

apply).

Digicel

Given the
draconian
consequences there
should be a higher
standard of proof
and more
evidentiary
requirements
before a Magistrate
can make an order.

An internet service
provider should be
given an
opportunity to be
heard before an
order is made.

No objections to
the inclusion of a
provision to
address the
concern.

Digicel (Cont’d)

There should be
dialogue with an
internet service
provider to
determine the
feasibility of

No objections to
the inclusion of a
provision to
address the
concern.
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compliance with
an order.

The penalty is
disproportionate to
the offence. The
fine should be
reduced and there
should be no
imprisonment
attached.

Clause 23 does not
create an offence
and does not
provide any
penalties.
Therefore not clear
on the comment.

Trinidad and The disablement This clause seeks | o
Tobago Computer or removal of to provide one tool
Society content may not to deal with the
be efficient or issue of illegal
effective in content. Other
counteracting tools may be
illegal content on added as options
the internet. present
themselves.
Clause 24: Production Order
STAKEHOLDER | COMMENT RESPONSE OF
THE OFFICE OF DECISION OF JOINT SELECT
THE CHIEF COMMITTEE
PARLIAMENTARY
COUNSEL
Telecommunications Compliance To be noted that
Services of Trinidad with this clause 26 provides
and Tobago Order may that

cause confidentiality
reputational may be a
damage to condition of the
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an internet Order but need
service not be required in
provider. every
circumstance.
Digicel The
information If an internet
required of service provider is
an internet unable to provide
service the information
provider requested then it
under ought not to be
paragraph considered as non-
(b) should compliance with
be the order.
contained in
an
exhaustive
list.
There may
be limits to
what an
internet
service
provider can
provide
under the
order.
Trinidad and The term No objectionsto | e
Tobago Bankers’ ‘apparatus’, revising the Bill to
Association as defined address the
in clause 21, concern raised.
should be The term may be
defined defined in the
either in the interpretation
clause or for clause.
the purposes
of Part I11.
AMCHAM Production Itis the intention | e
Orders are that the Orders be
to be issued issued by a
by a Magistrate. No
Magistrate objections to a
which is not change in the
in keeping clause to address
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with the

practice of it
being issued
by a Judge.
Clarification
sought on
whether this
is the
intention.

the concern
usual raised.

Clause 25: Expedited Preservation

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT
SELECT COMMITTEE

Telecommunications
Services of Trinidad
and Tobago

What is the
consequence of a
failure to preserve
data pursuant to a
Preservation
Notice?

Bill is silent on the
manner in which
data obtained from
a Notice will be
treated. Reference
made to clause
20(2) of the
Interception of
Communications
Act.

No consequence
currently provided.

No objections to the
inclusion of a
provision to address
the concern.

Columbus
Communications

No provision is
made for what
information should
be in a preservation
Notice. Suggested
wording for
inclusion is
submitted.

No objections to the
inclusion of a
provision to address
the concern.
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Trinidad and Tobago
Police Service

Consider replacing
‘police officer with
arank of
superintendent of
above’ with ‘a First
Division Officer’ as
this would provide
for a wider pool of
persons.

T. Maundy

There is no
information on data
preservation by the
Intelligence
Agencies or Law
Enforcement
Agencies to require
the ISP’s to
preserve
communication
about specified
persons in relation
to domestic or
foreign criminal
investigations.

e Clause 25 empowers
a Magistrate to order

the preservation by
the person in control

of computer data that
is reasonably required

for the purpose of a

criminal investigation

where he has

reasonable grounds to
believe that the data is

susceptible to
modifications.

Clause 26: Disclosure of details of an order

STAKEHOLDER

COMMENT

RESPONSE OF
THE OFFICE OF
THE CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

Telecommunications
Services of Trinidad
and Tobago

Bill should make
provision for the
exemption from
liability for
disclosure under
certain
circumstances.
Reference made to
section 18(6) & (7)
of the Interception of
Communications
Act.

e No objections to
the inclusion of a
provision to
address the
concern.
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Trinidad and °

Tobago Computer
Society

Not clear whether a
person who is
subject to an order of
the Court will be
able to challenge the
order.

Not clear what is to
become of data that
is collected during
an investigation after
a matter has come to
an end.

Care should be taken
to protect the privacy
of data that is
collected, in
particular sensitive
data.

Any person who
is the subject of an
order of the Court
can approach the
Court to have the
order varied or set
aside. However,
no objections to
revising the Bill to
make the issue
clearer.

Generally, at the
end of a matter, if
the evidence itself
is illegal it would
be destroyed or
otherwise it would
be returned to the
rightful owner.
However, given
the specific nature
of the Bill there
are no objections
to revising the Bill
to address the
concern.

No objections to
revising the Bill to
address the
concern.

Clause 27: Disclosure of traffic data

STAKEHOLDER

COMMENT

RESPONSE OF
THE OFFICE OF
THE CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE
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Telecommunications The clause No objectionsto | e
Services of Trinidad should the inclusion of a
and Tobago include the provision to
words ‘take address the
all concern.
reasonable
attempts to The general
retrieve and penalty for failure
disclose’. to comply with a
Court order would
Bill is apply. However,
unclear as To be noted that
to the this is also dealt
effect of with in greater
failing to detail under the
produce the Interception of
data Communications
required. Act.
Trinidad and An internet An internet J
Tobago Computer service service provider
Society provider can only be
may not be ordered to do
able to what it can and no
accurately more. As such it
determine cannot be
the entire prosecuted for
path of a inability to
data comply.
message
and
therefore
should not
be
prosecuted
for inability
to comply.
Trinidad and The term No objectionsto | e
Tobago Bankers’ ‘apparatus’, revising the Bill to
Association as defined address the
in clause concern raised.
21, should The term may be
be defined defined in the
either in interpretation
the clause clause.
or for the
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purposes of
Part 111,
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Clause 28: Remote forensic tools

STAKEHOLDER COMMENT RESPONSE OF
THE OFFICE OF DECISION OF JOINT SELECT
THE CHIEF COMMITTEE
PARLIAMENTARY
COUNSEL
Telecommunication Bill does not
Services of Trinidad contain any
and Tobago provision for No objections to
safeguard the inclusion of a

against misuse
of the tool or
requirement that
the use of the
tool be
independently
supervised.
Reference made
to Interception
of
Communications
Act.

Sub-clause
(4)(c) does not
specify who has
to log the
information and
to whom the
information is to
be submitted.

provision to
address the
concern.

Telecommunications

Clause conflicts

The inconsistency

Authority of with explanatory is noted. The term
Trinidad and note in its use of used in the clause
Tobago the terms would be prevail,
‘Judge’ and that is, the Judge
‘Magistrate’ would be
accordingly. empowered to
grant the
authorization.
Digicel Costs borne by

an internet
service provider
to comply with
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the section
should be
recoverable.

If the use of the
remote forensic
tool would
impact the
service provided
by the internet
service provider
to other
subscribers the
internet service
provider should
have some form
of recourse to

the Court.
Trinidad and The use of This matter may
Tobago Police remote access be considered
Service tools and the administrative.

standards that
must be met
before it is used
should be
addressed in the
Bill.

Consider
including, as
part of the
application, the
provision of
additional
information on
the suspect that
may be
available.

To ensure
consistency and
clarity in
applications
specific

A ‘catch-all’
paragraph can be
included in sub-
clause (2) but is
not necessary as
the sub-clause
does not limit
what can be
included in the
application. Sub-
clause (2) merely
states what has to
be contained in an
application.
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information in
respect of the
descriptions
should be
required.

Trinidad and
Tobago Police
Service (Cont’d)

With respect to
sub-clause (8),
the issue of the
definition of
‘computer’
becomes
relevant as no
definition is
provided.

The definition of
‘computer system’
should capture all
devices listed such
as cellular phones
and ATM
machines.

Pinaka Technology
Solutions

Remote forensic
tools would fall
under the
classification of
“illegal devices”
as described in
clause 11. Yet
clause 28(3)
calls for ISP’s to
support the
installation of
such tools. If
competency is
expected of
persons outside
the police
service to
support the
installation of
such tools,
explicit
protection for
such users of
these tools for
legitimate
purposes, for
example
academic
research or
professional
duties, should be

A device only
falls to be
captured under
clause 11 where it
is being used for
the purpose of
committing an
offence. As such,
where persons
have remote
forensic tools for
academic or
professional
purposes, they
will not be caught
by this provision.
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stated within the
Bill.

Trinidad and The clause In light of the fact
Tobago Computer appears to that the
Society contradict the contradiction is
Interception of not stated, no
Communications response can be
Act and should given. However, it
be adjusted in is to be noted that
consideration of the powers
the powers exercisable under
already the Interception of
conferred to Communications
authorities under Act would be
that Act. limited to the
purposes of that
There may be an Act.
issue of
jurisdiction with The issue of
respect to jurisdiction would
computers be addressed
located outside under the Mutual
Trinidad and Assistance in
Tobago. Criminal Matters
Act.
AMCHAM Discrepancy The discrepancy is

between the
clause and the
explanatory
note.

Sub-clause
(2)(b) seems
onerous and may
not always be
feasible.

noted. However,
as the explanatory
notes do not form
part of the Bill, no
change can be
made to the
explanatory notes.

No objections to
revising the clause
to address the
concern raised.

Clause 29: Order for payment of additional fine— No Comment
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Clause 30: Order for payment of compensation

RESPONSE OF

STAKEHOLDER | COMMENT THE OFFICE OF DECISION OF JOINT SELECT
THE CHIEF COMMITTEE
PARLIAMENTARY
COUNSEL
Trinidad and (1) Sub- (1) The use of the
Tobago Computer clause (5) word ‘deem’ is
Society does not intended to create
take into a legal fiction and
account is not intended to
cloud be accepted
storage conclusively. As
practices or such, it is intended
outsourcing to be rebutted by
of data evidence to the
storage contrary. No
where the objections to
owner of revising the clause
the data is to address the
not concern.
necessarily
the owner
of the
device on
which it is
stored.
Trinidad and e Theterm No objections to
Tobago Bankers’ ‘apparatus’, revising the Bill to
Association as defined address the
in clause concern raised.
21, should The term may be
be defined defined in the
either in interpretation
the clause clause.
or for the

purposes of
Part 11

e Sub-clause

(5) is not

The use of the
word ‘deem’ is
intended to create
a legal fiction and
is not intended to
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advisable

be accepted

as a person conclusively. As
who such, it is intended
commits an to be rebutted by
offence evidence to the
could own contrary. No
the medium objections to
on which revising the clause
he to address the
unlawfully concern.
stores
information
accessed
from
someone
else’s
computer
and as such
the
offending
person
would be
the owner
of the
medium.
Clause 31: Forfeiture Order
STAKEHOLDER | COMMENT RESPONSE OF
THE OFFICE OF DECISION OF JOINT SELECT
THE CHIEF COMMITTEE
PARLIAMENTARY
COUNSEL
Trinidad and e Care ¢ No objections to
Tobago Computer should be revising the Bill to
Society taken to address the
protect or concern raised.
properly
destroy
sensitive
data or
equipment.

CLAUSE 32: Order for seizure and restraint— No Comment

Part IV: Internet Service Providers
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STAKEHOLDER

COMMENT

RESPONSE OF

THE OFFICE OF

DECISION OF JOINT SELECT

THE CHIEF COMMITTEE
PARLIAMENTARY
COUNSEL
Telecommunications | e  This Part The Bill
Authority of raises acknowledges the
Trinidad and concern breach of the
Tobago in the constitutional
matter of right by its
privacy requirement that it
and be passed with a
security. special majority.

Further, the grant
of an Order is
made by a Court
and so this will
ensure that some
balancing of rights
and security issues
take place before
an Order is
granted under the
Bill.
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Clause 33: No monitoring obligation

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT
SELECT COMMITTEE

Telecommunications
Services of Trinidad
and Tobago

In relation to clause
33(2), see comments
on clause 23.

There should be a
provision to allow an
internet service
provider to challenge
an Order.

No objection to the
inclusion of a
provision to address
the concern.

KwesiPrescod

The term “internet
service providers”
only exempt those
who provide access
between locations
which are connected
to the Internet. As
such, what about
those persons who
provide leased
circuits or network
access between
locations which are
not connected to the
Internet?

The exemption from
obligation should
apply- (a) to those
who operate
telecommunication
networks; (b) to
persons who operate
both public, non-
public or closed user
group
telecommunication
networks; and (c) to
persons other than

The intention of this
clause is to exempt
ISP’s who provide a
conduit for the
transmission of
information. The
draft does not
exclude conduits
which are not
connected to the
internet.

The definition of
“internet service
provider” in the Bill
is broad as it
captures those who
provide conduit
services for the
transmission of
information, access
providers, hosting
providers, caching
providers, hyperlink
providers and search
engine providers.
Further, the intent of
this Bill is to provide
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the narrow definition
of ISP’s.

It is recommended
that the subject of
this clause be
converted to
“telecommunications
network operator”
and the term
“internet service
provider” be deleted
and replaced
accordingly.

for the creation of
offences related to
cybercrime, as
opposed to the intent
of the
Telecommunications
Act, which is to
provide for the
regulation of
telecommunications
in Trinidad and
Tobago. As such, the
terms and definitions
used in each piece of
legislation is suited
to the purpose of that
piece.

See comment (2)
above.
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Clause 34: Access provider

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

A. Dickson, Dr. K.
Moore

The definitions of
terms used may
make it more
challenging to
facilitate
transborder
investigations and
commits legislation
to technology
details and
circumstances that
are likely to change
in the near future.

e While technological

advancements may
outpace the
necessary
legislative
regulation, penal
legislation must
seek to be as certain
and specific as
possible. Further,
what is necessary
for transborder
investigations to be
effective is
similarity in terms
of the elements of
the crime.

KwesiPrescod

This clause repeats
the provision of
clause 33, except
limiting its focus on
“Access Providers”,
a term which is not
defined in any ICT
law or regulation in
Trinidad and
Tobago. Itis
recommended that
this clause be
deleted and merged
with clause 33 once
the scope of clause
33 is expanded to
include all
telecommunications
network operators.

e This clause can be

distinguished from
clause 33 as the
exemption from
liability is based on
entirely different
grounds for access
providers, which
are not applicable to
those who provide a
conduit for the
transmission of
information. Under
other pieces of
legislation, defining
the term “access
providers” may not
have been deemed
necessary and as
such, was not done.
The term is
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however defined for
the purposes of this
legislation.
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Clause 35: Hosting provider

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

Telecommunications
Services of Trinidad
and Tobago

Onus should not
be placed on an
internet service
provider to alert
an authority of
information
which
contravenes the
legislation.

Who or what is
the authority
being
referenced?

Replace the word
‘knowledge’ with
‘actual
knowledge’.(See
UK’s Copyright,

e Onus is not placed

on an internet
service provider to
monitor (See clause
33). Further it
would be the
responsibility of the
internet service
provider to inform
if it becomes aware
of contravening
information.

e Consideration could

be given to
replacing
‘appropriate
authority’ with the
word ‘Court’.

e No objections to the

Designs and inclusion of a

Patents Act, provision to address

1988) the concern.
Telecommunications There is no e Consideration could

Authority of
Trinidad and
Tobago

definition of the
term ‘appropriate
authority’.
Suggest that the
appropriate
authority be
TATT.

be given to
replacing
‘appropriate
authority’ with the
word ‘Court’.

A. Dickson, Dr. K.
Moore

The definitions
of terms used
may make it
more challenging
to facilitate
transborder

e While technological

advancements may
outpace the
necessary
legislative
regulation, penal
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investigations
and commits
legislation to
technology
details and
circumstances
that are likely to
change in the
near future.

legislation must
seek to be as certain
and specific as
possible. Further,
what is necessary
for transborder
investigations to be
effective is
similarity in terms
of the elements of
the crime.

Kwesi Prescod

There is no need
to differentiate
between caching
and hosting
providers since
they are not
different enough
in form to
warrant the
distinction. A
caching service
is a subset of a
hosting service
so there is no
reason for their
separation. It is
noted further that
caching and
hosting services
are not
exclusively
available through
the Internet. The
question was
raised whether
the parties who
are providing
caching and
hosting services
but not through
the Internet will
benefit from
these
exemptions.

For the purposes of
this Bill, the terms
“caching provider”
and “hosting
provider” have been
defined. The
definitions do not
exclude those who
provide such
services without the
use of the Internet.
As such, the
exemption from
liability must be
considered in the
context of the
definition of hosting
providers and
caching providers
as defined in this
Bill.
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AMCHAM

The use of the
terms
‘appropriate
authority’ and
‘lawful order’
are too wide and
should be
limited by using
the words
‘judicial
authority’ and
‘lawful court
order’.

The clause could
be used for
content
moderation
without clear
parameters.

No objections to
revising the clause
to address the
concern raised.

It appears that
clause 33 seeks to
address the concern
raised by stating that
an internet service
provider would be
under no obligation
to monitor content
or actively seek out
contraventions of
the legislation.
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Clause 36: Caching provider

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

Columbus
Communications

Clarification is
sought on what
is meant by
sub-clause

1)(b).

Clarification is
sought on how
it would be
determined
that a provider
obtained
knowledge.

(1) Not clear on
intention of the sub-
clause.

This is a matter that
would be determined
on a case by case
basis.

A. Dickson, Dr. K.
Moore

The definitions
of terms used
may make it
more
challenging to
facilitate
transborder
investigations
and commits
legislation to
technology
details and
circumstances
that are likely

While technological
advancements may
outpace the
necessary legislative
regulation, penal
legislation must seek
to be as certain and
specific as possible.
Further, what is
necessary for
transborder
investigations to be
effective is similarity
in terms of the

to change in elements of the
the near future. crime.
KwesiPrescod Clause 36 For the purposes of

provides extra
caveats on the
caching
services’
exemptions
that are not
applied to the
hosting

this Bill, the terms
“caching provider”
and “hosting
provider” have been
defined separately.
As such, the
exemption from
liability must be
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service. The
reason for the
difference of
treatment is
not readily
clear. This
difference
creates the
opportunity for
confusion and
regulatory
arbitrage.
Given that the
services are
essentially the
same, the
clauses can be
merged to
enhance
statutory
certainty and
reduce the
opportunity for
gaming the
framework.

considered in the
context of the

definition of hosting

providers and

caching providers in

this Bill.
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Clause 37: Hyperlink provider

STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT
SELECT COMMITTEE

Telecommunications
Services of Trinidad
and Tobago

Onus should not
be placed on an
internet service
provider to alert
an authority of
information
which
contravenes the
legislation.

Who or what is
the authority
being
referenced?

Replace the
word
‘knowledge’
with ‘actual
knowledge’.(See
UK’s Copyright,

e Onus is not placed
on an internet
service provider to
monitor (See
clause 33). Further
it would be the
responsibility of
the internet service
provider to inform
if it becomes aware
of contravening
information.

e Consideration
could be given to
replacing
‘appropriate
authority’ with the
word ‘Court’.

e No objections to
the inclusion of a

Designs and provision to
Patents Act, address the
1988) concern.
Telecommunications There is no e Consideration o
Authority of definition of the could be given to
Trinidad and term replacing
Tobago ‘appropriate ‘appropriate
authority’. authority’ with the
Suggest that the word ‘Court’.
appropriate
authority be
TATT.
Columbus Clarification is e This is a matter o

Communications

sought on how it
would be
determined that

that would be
determined on a
case by case basis.
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a provider
obtained
knowledge or
awareness.

A. Dickson, Dr. K.
Moore

The definitions
of terms used
may make it
more
challenging to
facilitate
transborder
investigations
and commits
legislation to
technology
details and
circumstances
that are likely to
change in the
near future.

While
technological
advancements may
outpace the
necessary
legislative
regulation, penal
legislation must
seek to be as
certain and specific
as possible.
Further, what is
necessary for
transborder
investigations to be
effective is
similarity in terms
of the elements of
the crime.

KwesiPrescod

This clause
seeks to achieve
the same
conditional
exemption
offered in
clauses 35 and
36. As such,
nothing will be
lost from
reducing the
repetition and
merging clause
35, 36 and 37.

In light of the
changes to
clauses 33-37,
the title of the
Part should also
be amended as
the majority of

Each of the clauses
speaks to different
services and
therefore, cannot
be merged.
Additionally, the
grounds which
must be satisfied
for the exemption
of liability from
each of the
providers differs,
based on the type
of service
provided.

For the reasons
stated herein
above, as well as in
response to the
comments on
clauses 33-36,
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these
exemptions
should apply to
parties who
provide these
services both
through and

there appears to be
no need to make
the changes
requested.

without the
Internet.

Trinidad and This clause may The concern raised

Tobago Computer be problematic is not easily
Society to implement as discernable as this

the disablement is not a clause for
or removal of implementation but
content may not one that provides
be efficient or an exemption to
effective in hyperlink providers
counteracting in certain
illegal content circumstances.
on the internet.

AMCHAM The use of the No objections to

terms
‘appropriate
authority’ and
‘lawful order’
are too wide and
should be
limited by using
the words
‘judicial
authority’ and
‘lawful court
order’.

The clause could
be used for
content
moderation
without clear
parameters.

revising the clause
to address the
concern raised.

It appears that
clause 33 seeks to
address the concern
raised by stating
that an internet
service provider
would be under no
obligation to
monitor content or
actively seek out
contraventions of
the legislation.
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CLAUSE 38 (Search engine provider)

STAKEHOLDER

COMMENT

RESPONSE OF THE

OFFICE OF THE
CHIEF

PARLIAMENTARY

COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

A. Dickson, Dr. K.
Moore

The definitions

of terms used
may make it
more
challenging to
facilitate
transborder
investigations
and commits
legislation to
technology
details and
circumstances
that are likely
to change in
the near future.

e While technological

advancements may
outpace the

necessary legislative

regulation, penal

legislation must seek

to be as certain and

specific as possible.

Further, what is
necessary for
transborder
investigations to be

effective is similarity

in terms of the
elements of the
crime.

Clause 39 (Regulations): No Comment

Clause 40: Review of the Act

STAKEHOLDER | COMMENT RESPONSE OF THE
OFFICE OF THE DECISION OF JOINT SELECT
CHIEF COMMITTEE
PARLIAMENTARY
COUNSEL
Trinidad and Does this e The clause does not
Tobago Computer clause imply that the Act
Society imply that will expire. It simply
the Act will requires that it be
expire if not reviewed every three
reviewed years. Failure to
every three conduct the review
years? will not cause the Act

to expire.

Clause 41: Repeal of Chap. 11:17
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STAKEHOLDER

COMMENT

RESPONSE OF THE
OFFICE OF THE
CHIEF
PARLIAMENTARY
COUNSEL

DECISION OF JOINT SELECT
COMMITTEE

Columbus
Communications

Suggested
that the Bill
include a
provision to
save
proceedings
that may
have begun
under the
Computer
Misuse Act.

The Interpretation
Act would apply to
proceedings that
started under a
repealed law and as
such there is no need
to include a specific
provision in the Bill.
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GENERAL

RESPONSE OF
STAKEHOLDER COMMENT THE OFFICE OF DECISION OF JOINT SELECT
THE CHIEF COMMITTEE
PARLIAMENTARY
COUNSEL
Francesca Hawkins, Bill makes no e Itisintended that
Sheila Rampersad distinction this distinction
between would be captured
publishing of through the use of
necessary the words
information and ‘without lawful
the excuse or

accessing/releasing
of material for
criminal purposes.

Bill is silent on
protections for
citizens
conducting
unauthorised
digital
surveillance.

Bill is silent on
controls for
entities that
harvest, share or
sell data generated
by individuals.

Bill is silent on
protection from
cybercriminal
activity emanating
outside Trinidad
and Tobago.

Bill is silent on
standards of digital
security for the
protection of data.

justification’ and
in certain
instances the use
of the words
‘intent’.

e This may be

captured to some
extent under
clause 12. To be
guided on policy
instructions.

e This may be

captured to some
extent under
clause 12.
However, to be
guided on policy
instructions.

e To be guided on

policy
instructions.
However,
reference is made
to clause 20. It
should also be
noted that a Bill is
limited in the
protection that it
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could provide
against
international
criminal activity.

This would be
outside the scope
of this Bill.
Further, this
matter would be
addressed in the
Data Protection
Act.

Telecommunications
Services of Trinidad

It is not
immediately clear

The term ‘lawful
excuse or

and Tobago as to what the justification’ is

ambit of ‘lawful one that is settled

excuse or by case law and

justification’ would be

would be. determined by the
particular fact
scenario.

Columbus The fines should No objections to

Communications

be increased.

There should be a
different fine for
second or
subsequent
offences.

A fine should only
be imposed where
damage is caused
as a result of the
commission of an
offence.

the increase of
fines.

No objections to
the inclusion of a
provision to
address the
concern.

Further
clarification is
needed on what
concern is being
raised. A fine
would be imposed
as punishment for
the commission of
the offence.
However, clause
29 provides for
the imposition of
a further fine if
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the commission of
an offence results
in damage.

Columbus
Communications
(Cont’d)

The penalty for the
offences should be
a fine or
imprisonment or
both a fine and
imprisonment.

The Bill should
provide for the
offence of inciting,
aiding, abetting or
attempting an
offence under it.

The definition
provided for the
terms used in
relation to internet
service providers
should be
consistent with the
definitions in
existing
legislation.

The Interpretation
Act would apply
to the application
of the penalties
and as such a
Court would have
the power to
impose a fine,
imprisonment or
both. There is no
need to include
the specified
words.

The Interpretation
Act would apply
to the offences
generally and as
such would
capture the
offences of aiding,
abetting, inciting
and attempting an
offence under the
Bill. There is no
need to include
the specific
words.

The definitions
provided in other
pieces of
legislation may be
so defined to suit
the purposes of
the legislation in
which it is
contained. As
such, the
definition used in
another piece of
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legislation may
not necessarily
capture what is
intended in the
Bill.

Trinidad and The Bill should This would be
Tobago Police protect against captured  under
Service intellectual clause 8 of the
property and Bill. The theft of
customer/personal specific types of
information. data need not be
captured unless it
is intended that a
The Bill should separate  penalty
protect against be imposed.
child pornography
and online This is matter that
predators. would be better
suited for the
The Bill should Children Act or
protect against the possibly the
introduction of Sexual Offences
viruses into a Act.
computer.
This should be
The Bill should covered under
protect against clauses 7 and 11 of
soliciting, inciting, the Bill.
encouraging or
recruiting persons This would be
to join terrorist captured under the
organizations or Anti-Terrorism
commit acts of Act.
terrorism.
This should be
The Bill should covered under
protect against the clauses 7 and 11 of
use of the Bill.
ransomware.
Trinidad and The Bill should Generally, this

Tobago Police
Service (Cont’d)

provide clear
guidelines for law
enforcement as it
relates to the
identification,

concern appears to
be of an
administrative
nature. However,
it can be
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seizure and
preservation of
digital evidence.

The offences, with
the exception of
the offence under
clause 10, should
be basic intent
offences or
consideration
could be given to
presumed intent.

The Bill will once
again criminalize
defamation and
libel and will
infringe on
freedom of press
and expression
under section 4 of
the constitution.

The Bill should
provide for the
offence of larceny
of computer data.

The offences of
aiding or abetting
the commission of
an offence should
be included in the
Bill.

The Bill should
provide for
corporate liability.

considered for
some of the issues
to be addressed in
the Bill.

The creation of
presumed intent
should be
avoided.
Consideration
may be given to
creation of basic
intent offences for
certain offences.

Not clear on how

the Bill will be
achieving the
expressed
concern.

Clarification is
needed before
responding.

This offence
should be
captured under
clause 8.

The Interpretation
Act provides that
an offence
includes the act of
aiding or abetting
in the commission
of that offence.

The Interpretation
Act provides for
liability for
offences by
corporations.
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T. Maundy

A request was
made for there to
be international
co-operation
incorporated.

It is intended that
this issue would
be addressed by
clause 20 as well
as other pieces of
legislation (See
Mutual Assistance
in Criminal
Matters Act).

SeereeramDurga

The definitions of
the offences
should be
expanded and
there should be
more categories of
crimes.

The Bill is sorely
lacking with
respect to the use
of digital evidence.

Some of the
offences listed are
either already
provided for in the
Bill or dealt with
under other pieces
of legislation. No
further comment
can be provided in
the absence of
further
clarification or
explanation.

This is an issue

which is outside
the scope of the
Bill.

Seereeram Durga
(Cont’d)

The following
issues related a
warrant are to be
noted: (i) privacy
protection and
search and seizure;
(ii) need for
multiple warrants
in network
searches; (iii)
criteria for no
knock warrants;
(iv) sneak and
peek warrants; (V)
definition of
privileged
documents; (vi)
definitions for

The Bill
sufficiently
addresses the
issue of warrants.
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seizure; (vii)
affidavit and the
warrant; (viii)
explanation of
search strategy and
legal
consideration; and
(ix) post seizure
issues (including
examination and
return to owner).

A. Dickson, Dr. K.
Moore

Reference was
made to the
Budapest
Convention on
Cybercrime and
the fact that
contained therein
are provisions
which would
facilitate
transborder
investigations.

It is noted that the
Children Act deals
with child
pornography, but
none of the
offences are
specific to
computer child
pornography.

It is intended that
clause 20 as well
as other pieces of
legislation (See
Mutual Assistance
in Criminal
Matters Act)
would address this
concern.

The offences in
the Children Act
is wide enough to
capture the use of
computer systems.
In the absence of a
definition of the
term ‘information
and
communication
technologies” the
ordinary meaning
would apply.

Keshav Ramnath

A provision should
be included to
protect
whistleblowers
who may share
information that is
considered as
harmful, but was
uploaded in order

The issue of
whistleblowing is
beyond the scope
of this Bill
Further, if any act
is done with
lawful excuse or
justification or is
not done with an
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to highlight the
behavior of
another person.
The concern is that
there is a need for
transparency and
to hold people
accountable for

intention to harm
others then it
should not be
captured as
offence under the
Bill.

things said in
public.
Mukta Balroop Should the Bill This issue would | e
specifically be dealt with
provide an offence under the Anti-
for “cyber Terrorism Act.

terrorism”, that is,
using a computer
to further a
terrorist activity?

If anonymity could
be an option
stipulated by
legislation it would
incentivize victims
to file complaints
since there would
be less fear of
unwanted attention
being directed to
them, as subjects
of embarrassing
media in
circulation.

Thisis a
procedural matter.
An application
may be made to
the Court for
proceedings to be
held in camera or
to be sealed.

Mukta Balroop
(Cont’d)

It is recommended
that a 24 hour time
frame for locally
based ISPs and
Hosting Providers
to notify
authorities, having
themselves been
notified by
victims; there
should be damages
imposable on these
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entities to deter
non-compliance.
For the entities
abroad, perhaps a
48-hour time
frame may be
more practical.

e Herecommends a
duty based “notice
and take down”
approach to
incorporate a
“right to be
forgotten” to be
applied to search
engine providers.
This would ideally
be mutually agreed
as well via high
level talks between
T&T policy
makers and
Google, to make it
a foreseeable
reality, as opposed
to protracted
litigation and cross
jurisdictional
enforcement. This
would give victims
in T&T perhaps
their best chance
to live with some
modicum of
normalcy,
considering that no
remedy is perfectly
able to put the
‘genie back in the

bottle’.
Centre for Lawand | e The Bill createsa | e “Without lawful | e
Democracy presumption of excuse or
criminality for justification”
activities which would be an

202 |Page




are undertaken
“without lawful
excuse or
justification”,
shifting the onus
onto users to
demonstrate that
their actions are
legitimate. This
type of reverse
onus runs contrary
to international
freedom of
expression
standards, which
only allow States
to prohibit limited
and clearly defined
conduct. This
problem is
compounded by
the fact that the
term
“justification” is
unduly vague.

element of the
offence. As such
the  prosecution
would have to
prove this first
before a person
would have to
disprove it by way
of a defence.
Furthermore,
section 5(2)(f) of
the  Constitution
of Trinidad and
Tobago provides
that while it is
one’s
constitutional
right to be

presumed
innocent until
proven guilty,

“this shall  not
invalidate a law by
reason only that
the law imposes
on any such
person the burden

of proving
particular

facts...”. Also the
term “lawful

excuse” or “lawful
justification” s
one which has
been interpreted
by the Court. As
such, it is not a

vague term.
Fixin’ T&T The Bill is an The intent of this |
attempt by the Bill is not to

Government to
“attack both an
institution over
which its control
of the purse strings

prevent journalists
in the exercise of
their role, nor to
stifle persons in
reporting
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is limited to
advertising dollars
spent and citizens
unwilling to
simply turn a blind
eye to
wrongdoing”. In
other words, the
Bill would have

corruption or
other unlawful
activities. There
exists a protection
for journalists and
whistleblowers by
the use of the
words “lawful
excuse or

the effect of justification”, and
silencing the is referred to as
media and Reynolds
whistleblowers. Privilege.

OAS Several of the While certain
offences appear to traditional
be covered under offences would be
existing legislation covered by
and their inclusion existing

should be carefully
reconsidered.

To prevent the
criminalization of
the regular use of
the Internet,
“cybersecurity”
legislation should
avoid creating new
offences or
increasing the
penalties of
criminal conduct
that are not aimed
at attacking the
integrity, the
infrastructure or
the confidentiality
of the Internet. For
example, extortion
offences should
not be aggravated
in exclusive
consideration of
the technological
medium used to

legislation, the
intent of this Bill
is criminalise
activities which
are done to a
computer system
or computer data
or which are done
using a computer
system.

The intention of
the increased
penalties is not
included in
exclusive
consideration of
the medium used
to commit the
offence but the
effect that the
result of the crime
has in light of the
fact of the
particular medium
that is used to
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carry them out. commit the
The use of offence.
technology should

not justify

additional

penalties or

increase in

penalties.

AMCHAM Definition of terms In light of the fact | e
should be updated that the terms that
to reflect wider should be updated
and globally were not
accepted meanings identified it would
Or uses. not be possible to

suggest any
possible drafting
Are the offences changes.
extraditable?
The offences
created would be
extraditable (See
the Extradition
(Commonwealth
and Foreign
Territories) Act).
AMCHAM (Cont’d) Authorities should The powers vested | e

be empowered to
compel Money
Transfer Services
to provide
information on
transactions that
may be under
investigation.

Burden of proof
appears to lie on
the person charged
with the offence.

in a police officer
would capture the
power to compel
the provision of
information in
conjunction  with
the Court. Further,
other law
enforcement

authorities, such
as the Financial
Intelligence Unit,
would be able to
provide assistance.
The creation of
any additional
powers may be
outside the scope
of the current Bill.
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It is not clear
why/how this

opinion was
formed.  Further
information is

needed before the
concern raised can
be addressed.

September 5, 2018
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